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UNITED STATES COURT OF APPEALS 

DISTRICT OF COLUMBIA CIRCUIT 


George E. MacKinnon 
united States Circuit Judge 


WASHINGTON, D. C. 20001 


December 19, 1979 


fl T,<^ 
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Mr, William Webster ~—-~~—" 

Director 

Federal Bureau of Investigation 
Pennsylvania Avenue between 9th 
and 10th Streets, N.W. 
Washington, D.C. 20535 


Exec AD Inv, _ 

Exec AD Adijj. _ 

Exec AD LES - 

Asst. Dir.: t 

Adm. Servs._ 

Crim. Inv._ 

Ident._ 

Intel I._ 

Loborotory_ 

, Legal Conn. _ 

Plan. & Insp._ 

Rec. Mgnt._ 

Tech. Servs._ 

Training_ 

Public Affs. OIL _ 

Telephone Rm._ 

Director’s Sec’y _ 


$vf{ VP 


Dear Bill: 


I had been informed that my involvement 
Jjin the Foreign Intelligence Surveillance Court 
■|of Review would result in a security check of 
:my chambers and home. Other factors also make 
jthis advisable. It has not been done and it 
{'is requested that the security check be made 
lias soon as possible. 

Sincerely yours, 



George E. MacKinnon 
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FROM 

ftFjy^E OF DIRECTOR, FEDERAL BUREAU OF INVESTIGATION 

TO 

OFFICIAL INDICATED BELOW 


Mr. Colwell - 

< 

) 

Mr. Boynton- 

( 

.) 

Mr. Moore 

( 

) 

Mr. Bailey_ 

Mr. Bayse _ 

Mr, Cregar_ 

zzMr 

_ &Sr 

: Mr. Herndon_ 

( 

) 

Mr. Joseph_ 

( 

) 

Mr. Long 

< 

) 

Mr. Mint* 

( 

) 

j Mr. Mullen_ 

.. ( 

) 

Mr. Otto 

( 

) 

Mr. Starnes _ 

( 

) 

Mr. Bruemmer _ 

_( 

) 

Mr. Hotis 

( 

) 

Mr. Roin 

_ _ ( 

) 

Mr. Steel 

_ ( 

) 

Tele. Room_ 

{ 

.) 

Miss Devine — 

( 

) 



See Me -( 

Note and return-( 

Prepare reply and return for my signature -( 

Please Handle___( 

Respond over your signature_._( 

Prepare memo for the Department-( 

For your recommendation --— ( 

What are the facts?--—-— -( 

Hold___— ( 


) 
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*Sftt** 


January 2 f 1980 


^ c c. u fii / y St/'fi \/&J/>$ 


Honorable George E^&iacKinnon 
United^ Stances Circurb Judge 
District~~of Columbi a j£ircult 
UnTted'^tates Court, of Appeal s 
Washingtoiu D. C. 20001 

Dear George ^ ^ tr < *** > /V 

Thank you for your letter of December 19 
requesting a technical sweep be made of your chambers 
and home. The engineering staff advises me that the 
sweep team will next be available on January 14 * On 
that date. Special Agent .Tprrv re anc j 

I will visit 

your cnamners to perform the technical ‘inspection and 
m3:e appropriate arrangements for cheeking your home 
at a time convenient to you. ^ 


‘”"*N1AU-S 3 5 

JAN 2' 9S 


Sincerely yours# 

William H. Weoscer 

William H. Webster 
Director 
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SAG, Albuquerque (66-42) 
Director FBI (62-97308) 
SPACE MATTERS ^ 


1/31/80 

1-Mr. Bayse 
1-Mr. Killlon 
1-Mr. Wade 
1-Mr. Breidenfeld 


« fd[/ 


Reurteletype 12/4/79 requesting a countermeasure 
sweep of the new Albuquerque space, 

and SA J.H. Breidenfeld conducted 
a countermeasure sweep of the new space 1/23-25/80. b6 


No indication of tampering or clandestine 
devices was observed during the sweep. 
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UNITED STATES GOVERNMENT 

Memorandum 


MX IBX INFCRMAI ION COHTAX1ED 

HEREIN IS MCMSSIFIED 
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TO 


FROM 


William A. Bayse, Assistant Director 
Technical Services Division 
3 


. 1*1 


•al Bureau of Investigation 

err " 

.rtm! 

artment of Justice 


r D. (/j errw Kutfino 
Department Security Officer 

Department of Justice PTOKSJJi H0V2KSMBNT 

subject: (_/ 

Security Survey of Attorney General’s Office 

y ~~ " 


date: 


S JAN 1986 •-' 



r 


It is requested that the Federal Bureau of Investigation 
conduct a microphone and telephone security survey of the 
Associate Attorney General's Offices and the Deputy Asso¬ 
ciate Attorney General’s Offices in the 3100 and 3600 
corridors of the Main Justice Building, 


Please contact 
rity Programs 


1 Security Specialist, Secu- 


information onf 

ft* 


rarr 


in 


aiice Management Division for further 


jo 
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■30 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Wade 
1 - Mr. Breidenfeld 


D. Jerry Rubino 9 /»/on 

Department Security Officer 0X3 

Department of Justice 

_ wmmm uotrwott 

William A. Bayse 
Assistant Director FBI 
^ _deal Services Division 

SECURITY SURVEY OF ATTORNEY GENERALS OFFICE 


Reference is to your letter dated 1/9/89 requesting 
a microphone and telephone security survey of the Associate Attorney 
General’s offices and the Deputy Assoc mte Attorney General’s offices 
in the 3100 and 3600 corridors of the Main Justice Building. 

Personnel of the Technical Services Division, FBI, conducted 
a microphone and telephone security survey of requested space on 
1/29/80. 

No evidence of tampering or clandestine devices was 
discovered during this survey. 
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NOTE: Survey conducted by 


,W° 
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and SA Jerry H. Breidenfeld. 
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UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE 

-a r * FEDERAL BUREAU OF INVESTIGATION 


Memorandum, 

to :Mr. Bayseu^^^to 
from ;R. W. Witzel 


date: 


. 4/9/80 


ESee /iCl Jtrv/'_ 

Exes AD Adm._ 

Exoc AD LES_ 

Aist. Dir.: 

Adm. Servs,_ 

Crim. Inv._ 

I dent._ 

Inlcll._ 

Laboratory_ 

Legal Caun. _ 

Plan. & Insp._ 

Rec. Mgrtt._ 

Tech. Servs._ 

Training_ 

Public Affs. 0(1. _ 

Telephone Rm._ 

Director's Sec'y _ 


suBjECTj fcoUNTBR MEASUR ES. SECURITY SURV EY 
RQOM H-310 U. S.J 2ABIT.QL 

Sent/A ■St/Av^g/'C 

PURPOSE : To document a security sweep of U. S. Capitol space conducted 
by FBI personnel. 

DETAILS: At the request of Administrative 

Services Division, a physical search and electronic sweep of 
room H-310 of the U. S. Capitol building was conducted on April 2, 1980. 
This effort was initiated as a security measure in view of the fact that the 
Director and other Bureau officials were to appear before the House of 
Representatives Appropriations Committee in closed session on that date. 

_ The securi ty s weep, conducted by S A David W. Wade and 

I I and l I revealed no evidence of . 

clandestine listening devices installed in the room. ' 

RECOMMENDATION: None. For information only. s 
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62-97308 
1 - Mr. Long 

Attn: _ 

1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Wade 


r* • 

pireclor ... . .. 
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Adm. Sorv. 
Crim. Irw. 


inlsll._ 

Laboratory 


La^al Coun._ 

PicX & iiiSp._ 

rise*. Ugnt._ 

Tech. Gervs, M 

Training_ 

Public Alts, Off. 
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UNITED STATES GOVERNMENT 

Memorandum 

:Mr. Bayse 


UNITED STATES DEPARTMENT 'OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


date: 5/8/80 




J Vl/ 

subjec^QUNTERMEASURES SWEEPS 


(U 





Ex«e AD Inv. JL_ 

Exec AD Adm._ 

Exec AD LES_ 

Asst, Dir.: 

Adm. Servs._ 

Crim. Inv._ 

Ident._ 

Intel I. _ 

Laboroloty_- 

Legal Coun. _ 

Plan. & Insp._ 

Rec. Mgnt,_ 

Tech. Servs._ 

Training_ 

Public Alls. Off. „ 

Telephone Rm._ 

Director's Sec'y _ 


PURPOSE: 


To provide information relative to countermeasures sweeps 
conducted during the month of April for the FBI. 


DETAILS: On 4/17/80, an electronic countermeasures sweep was conducted 

in room 2200 of the Rayburn House of Represent atives Office 
Building. The sweep was con ducted bv SA David W. W ade and I I 

| at the request of SA l I (Congressional 

Affairs) in anticipation of Assistant Director Edward J. O'Malley's appearance 
before the Inter-American Affairs Subcommittee. Due to the sensitive nature 
of the discussions being held, a countermeasures sweep was con^cdered 
appropriate. 

Although no evidence of clandestine audio listening equipment 
was found during the sweep, the presence of public address equipment was 
noted. The vulnerability posed by this equipment was brought to the attentions 
of Mr. O'Malley and it was agreed that the in-place public address system||/C 
would not be utilized during the hearing. - 

On 4/23/80, a s weep was conducted in r oo m S-146 of the Capitol . 
This sweep was conducted by I l anc l I 

at the request of Deputy Assistant Director Clyde L. Groover (ASD) in 
anticipation of Director Webster's appearance before the Senate Appropriations 
Subcommittee. No evidence of clandestine audio listening equipment was , 


found during the sweep. 

RECOMMENDATION: 

1 - Mr. Long 
1 - Mr. Mintz 
1 - Mr. Bayse 
1 - Mr. Witzel 
J. - Mr. Wade 
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None. F^juiformation only. 
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1-Mr, Bayse 
1-Mr. Witzei 
1-Mr. Wade 
1-Mr. Breidenfeld 




February 3, 1980 
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Assoc, Dir,_ 

Dep. AD Adm. _ 

Dep. Ap !nv,_ 

Asst. Din: 

Adm. Servs._ 

Crimi lnv._ 

Ident.__ 

Intel!. . 

Laboratory_ 

Legal Coun._ 

Plan. & Insp. _ 

Rec. Mgnt._ 

Tech. Servs. _ 

Training_ 

Public Affs. Off. 
Telephone Rm. _ 
Director's See'y. 


Hr. Wlllj^rfpreen 
Uirec-tox 

Office o f Inve stigations £> „ * 

U.' S. _Custom Service Q J. 

Departmeiit o£-th& Treasury JP. X 

Washington,_D._C_._20229 " p 

Dear Mr. Green: 

Pursuant to your letter dated January 10, 1980, requesting 
an electronic countermeasures sweep of your office at 
803 W. Broad Street,_Falls^ChurchVirginia Personnel 
oFtHeTBI _ conducted a sweep of your offices on January 30, lyou 

Wo evidence of tampering or clandestine devices 
was located during this sweep. 

Sincerely yours, 


Surve 


conducted 
I and SA J 



William A. Bayse 
Assistant Director 
Technical Services Division 


by |- 

H. Breidenfeld. 
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1 - Mr. Bayse *. 

1 - Mr. Witzel 
1 - Mr. Wade 
1 - Mr. Breidenfeld. 




February 8, 1980 


Honorable Charleejl^CTfRuff 
United States Attorney 
Constitution Avenue and 
John Marshall Place, Northwest 
Washington, D. C* 20001 

Bear Mr. Ruff: 






Pursuant to your letter dated January SO, 1980, requesting 
an electronic surveillance sweep for your Executive Staffs Fraud 
Division and Major Crimes Division, personnel of the Federal 
Bureau of Investigation conducted the requested sweeps of your 
phones and space on February 5, 1980. 

No indications of tampering or clandestine devices were 
located during the sweeps. 

Sincerely yours, ^ 


. t\-ri 3 or 

William A*. Bayse , , 

Assistant Director FBI £!! 

Technical Services Division , , •* 
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-NOTE; Sweeps conducted by 


Lnd SA Jerry H. Breidenfeld. 
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1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Wade 
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May 20, 1980 


Mr. WilliamH. Randolph 
Director 

Investigations and Security 
United States Department of Commerce 
Washington, 0. C. 20230 

Dear Mr. Randolphs 

Pursuant to your letter dated April 8, 1980, personnel 
of my staff conducted an electronic countermeasures sweep of the 
Interagency Radio Advisory Committee (1RAC) conference room, 
located at 1325 Q Street Northwest, Washington, D. C * 


I 't f 
'-■1 ^ 






The Sweep, conducted on May 9, 1980, revealed no 
evidence of tampering or the presence of clandestine audio 
transmission equipment* 

Sincerely yours, 


71 
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\yllliam A. Bayse 
Assistant Director FBI 
Technical Services Division 

NOTE: Sw eep conducted by SA Da vid W. Wade and ETs 
and 
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If I 5 TTMCTOkS 5 T F*T £ 

DATE 01-12-2011 BY 60324 uc fcaw/sab/lag 


date: APR 2 2 
FED5RA1 GOVERI&CTT 


198Q 


to : William A. Assistant Director 

Technical Services Division 
^■f-'TJ'ederal Bureau of Investigation 
froik . Jerrv Rubino 

Department Security Officer 
/department of Justice 

suBjEct^^ecurity Survey of Associate Attorney General's Office 


It is requested that the Federal Bureau of Investigation 
conduct a microphone and telephone security survey of the 
Associate Attorney General’s Offices and the Deputy Associate 
Attorney General's Offices in the 3100 and 3600 corridors of 
the Main Justice Building. 




] Security Specialist, Security 


Please contact 

Programs staff. Justine Ma nagement Division for further 
information onf 
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1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Wade 


* 


B* Jerry Rubino 
Department Security Off icer 
Department of Justice (DQJ) 


William A* Bayse 
Assistant Director FBI 
/^Technical Services Division 

^SECURITY SURVEYS OF DOJ SPACE 




flowasEsr 


May 20, 1980 



Reference is made to your letters of April 28, 1980 and May 7, 

1980, requesting microphone and telephone security surveys of the 
Attorney General's Office and the Office of the Associate Attorney General, 

On May 1, 1980, personnel of my staff conducted an electronic 
countermeasures sweep of the Associate Attorney General's Offices in 
the Main Justice Building, No evidence of clandestine listening equipment 
was found during the sweep. It was noted, at the time of the sweep, that 
the secure telephone instrument was located in proximity to the commercial 
telephone, A minimum of six feet separation between these instruments 
is considered adequate to preclude acoustic coaling of the two systems* 
This potential hazard was rectified at the time of its discovery* 


m 


i 

maii 


o* 

.j 

cc N 

<? 


On May 8, 1980, a sweep was conducted in the Attorney General’s 

Office and adjoining conference room* Once again, no evidence of clandestine r _ v< 

listening equipment was found* {7}£- 

SC 

During the May 8, 1980, sweep, it was noted that contractor personnel, 
whose security clearances were unknown, were working in the Attorney 

l f s Office and adjoining conference room unescorted. Such a situation 
is generally considered to be a potential threat to physical security and 

uentiy tends to lessen the benefits of countermeasures efforts* This 
[tion was brought to the attention of [ 
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NtofE: 


Sweep of ARsnp.ia. fjfi Attorney General’s 
was conducted by 
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Sweep of the Attorney General’s Office and adjoining conference room was 
conducted by the ab ove ETs under the supervision of UniFCftief'v,-, .• , 

& ssv iy J( 
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UNITED STATES GOVERNMENT 

Memorandum, 


ILL FBI IN FORMATION CONI AIMED 

SEREIN IS UNCLASSIFIED 

DATE 01-12-2011 BY 60324 uc fcaw/sab/lsg 


’♦ft?. 


TO : William Aj^Bayse, Assistant Director 

J echnicai: Services Division 

ederal Bureau of Investigation 
r^Jerry Rubino 
Department Security Officer 
^Department of Justice 

SUBJECT;|i Security Survey of Attorney General's Office 


date: 


‘ r«VT*\y$ 



7 1980 



It is requested that the Federal Bureau of Investigation conduct a 
microphone and telephone security survey of the Attorney General's 
Office and conference room and Room 5123 of the Main Justice Building. 


Please contact 


Security Specialist, Security,Programs 


Staff, Justice Management Division for further information on[ 
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Ot/TO DIRECTOR ROUTINE 2 82-lIvtl-nCATHIM ^ 


OGMMUKiCA'nC^S SECTION 


CON 


I A L 



■ Iwfl, AD-Adm^i. 
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| ^10, AbiCSi^.; 
t 'Aim. Sarvs . — 

■ fCrtfo, 1 

’ .--- • 
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VISIT BY FBI TECHNICAL PERSONNEL /«<vv. -Jty &*A**>-y a s UBSSSl^J 

RE STATE DEPARTMENT CABLE, SEPTEMBER 15, 1979. 

RE CABLE RECEIVED BY ACTING LEGAT, BERN, SEPTEMBER 17, 1979, 

ADVISES: 

"MR. JERRY H. BREIDENFELD, FBI TECHNICAL SERVICES DIVISION, 

WILL ’BE CONSULTING WITH THE LEGAL ATTACHES AT THE ADDRESSEE POSTS. 

HIS SCHEDULE FOLLOWS: 

— FRANKFURT 8-30 SEPTEMBER 
-- ROME 1-2 OCTOBER 

-- BERN 3 OCTOBER • / o '\ 

-- BONN 4-5 OCTOBER ( |-)/ 

-- PARIS 6-9 OCTOBER 
— LONDON 10-11 OCTOBER 

"ONE OF THE SUBJECTS MR. BREIDENFELD WILL BE PREPARED TO DISCUSS 
IS COUNTERMEASURE SERVICE (ACM) PROVIDED BY STATE DEPARTMENT TeA'iCAL 

L 3 -- 1 J 3 r wJE 

SECURITY OFFICES, I.E, RTC AND TSO. HE WILL BE AVAILABLE FOR CONSUL- ' 
TAT ION WITH INTERESTED RSS, RSO AND TSO OFFICERS - CONTA^TT^iT^’S’ 

S WAYJM980 -1 


/ O 1 O 
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PAGE TWO BER 66-2 C n jj -E3=fr-s=g^ Z a i 

SCHEDULING SHOULD BE COORDINATED THROUGH THE POST LEGAL ATTACHE 
OFFICE. 

"MR. BREIDENFELD WILL BE ACCOMPANIED BY MR. WILLIAM C. JOHNSON 
WHO IS CURRENTLY SECONDED BY FBI TO THE DCI SECURITY COMMITTEE. 

BOTH MR. BREIDENFELD AND MR, JOHNSON ARE TRAVELLING ON DIPLOMATIC 
PASSPORTS." 

FBI HQ SUTEL BERN AND OTHER APPROPRIATE LEGATS FULL DETAILS 
REGARDING NAT IRE OF VISITS BY BREIDENFELD AND JOHNSON. 


DRD SEPTEMBER 18, 1999 
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DECLAS31FIOATIOF AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECL&SSIFICMTON GUIDE 
DATS 04-12-2011 


FROM 


UNITED STATES GOVERNMENT 

Memorandum a 


Mr. E. J. G'Malle^ 


J. H. Geej 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


date: 5/20/80 


SUBTEGtM. ATTORN EY GE NERAL GUIDELINES SEMINAR, JUNE 2-5, 1980 
f) PURPOSE : <7 f! 

U [/j’ 

f . To request, that /Technical ^Services Division conduct ^ 

f . a countermeasure ~ securlty ysweep of the auditorium of the FBI j 

fTJIl Academy at QuantlcoTsTTrgania’, and of the crime-scene classroom! 
* y ' at the FBI Academy. T 

RECOMMENDATIONS : 

1. That appropriate Technical Services Division 
' personnel conduct a countermeasure security sweep of the 

auditorium at the FBI Academy and the crime -sceoeolassroom 

prior to the holding of the above conference. 

- __ ____'- 


0 * r 
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0^ 
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See TSD addendum page 4 
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1 - Mr. J. H-.- Geer 
1 - Mr. ;R. T. Castonguay 
1 - Mr. J. M. Sturgis 
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Memorandum from J. H. Geer to. Mr.' • E. J. CUMalley 
Re: AG .Guidelines ;Seminar, June- 2-5,. 1980, Countermeasure 
.Security Sweep 


DETAILS: 


, The Director has authorized the '.holding of an Attorney 
General Guidelines seminar at. the FBI Academy in the auditorium 
from June. .2*5, 19 8,0. The first two days of this seminar will be 
devoted to an explanation of revisions in the Attorney General 
.Guidelines and .additions thereto. The Attorney General Guidelines 
are -classified SECRET and expositions of them would' likewise be 
■classified SECRET. The Attorney General Guidelines, lay out the 
fundamental investigative parameters of foreign counterintelligence 
investigations and allude to. sensitive investigative methods and 
.techniques.. . The .conference will be attended by approximately 
100 FBI counterintelligence field .supervisors and .about 50 FBI 
.Headquarters, counterintelligence supervisors. It is expected that 
a great deal of administrative ,. legal, operational,. technical, and 
other sensitive, discussions will take place, tec. tJjese 'reasons, 
the dual recommendations above are imperative. 

Because, the .FBI Academy .auditorium is in use on 
June. 5,. the half day .which will -close this seminar will be held 
in the' crime-.scene classroom. That, classroom is a large classroom 
.above .the swimming pool and adjacent to the crime-scene search 
.rooms and .audio visual facilities at the Academy. While only Field 
supervisors will attend this session and the .Guidelines' discussions 
will 'be .over, it is likely that sensitive discussions will also be 
held in this' room. / Consequently, it is requested that this room 
be swept also. C&f 

During the seminar, a representative of the 'Training 
Unit, INTD, will secure the lecture space at :Quantico during 
coffee or lunch breaks. (U) 
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HEREIN IS UNCLASSIFIED 
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Addendum to memorandum J. H. Geer to Mr. E. J. O'Malley 
EE: ATTORNEY GENERAL GUIDELINES SEMINAR, 

JUNE 2-5, 1980 

COUNTERMEASURES SECURITY SWEEP 


ADDENDUM OF TECHNICAL SERVICES DIVISION (TSD):"pWW^^ 6/5/80 

On May 3D, 1980, personnel of the Engineering Section, TSD^conducted 
an electronic countermeasures sweep of the auditorium of the FBI Academy 
at Quantico, Virginia. The sweep included a security check of telephones 
within the auditorium, and the RF spectrum was monitored from 3kHz to 
2GHz. No evidence of tampering or presence of clandestine listening 
equipment was found during the sweep. 

On June 2, 1980, to insure that no transmitters were activated during 
the seminar, a second RF spectrum scan was conducted while the seminar 
was in progress. No evidence of transmissions of any kind was found. 


INTD, advised that, due to schedule changes, 


b6 

b7C 


there was no longer a need to conduct a countermeasures survey of the 
crime-scene classroom at Quantico. 
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1 - Mr. Bayse 
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1 - Mr. Wade 
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Mr. D. Jerry Rubino 
Department Security Officer 
Department of Justice 
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William A. Bayse 
Assistant Director FBI 
Technical Services Division 

^SECURITY SDRVEYSOF SFECIAD SECDRTFYCENTER 


June 6, 1085 


Reference is made to your letter of May 23, 1980, requesting 
a security survey of the Special Security Center (BSC) and the Judged 
Clambers, room 6725, of the Main Justice Building. 

On May 29, 1089, personnel of my staff conducted a telephone 
security chock and monitored the EF spectrum from 3kHz to 2GHz in 
Judge Hart’s chambers (6725). Since the only telephone in the SSC is 
a KY-70, only an EF spectrum sweep was conducted there * No evidence 
of clandestine listening or transmitting equipment was found in either 
location at that time * 
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NOTE: Above sweep wa s conducted by SA David W. Wade ancHET 
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UNITED STATES GOVERNMENT DATE 0 

Memorandum 

GOVERNMENT 

; William A. Bayse, Assistant Director 
Tesdtfilical Services Division. 

o£> Investigation 


ALL INFORMATION CONTAINED 

oERExM IS Ulfv 5 X FI £ D 

DATE 04-12-2011 BY 60324 uc bav/sab/lsg 


date: 


. MAY 1 5 1980 


SUBJEGTr 


S' y - J! - 

Department Security Officer 
Department of Justice 

H^ecurity Survey of Criminal Division Offices 

*' G c s 

S'ccurtJ*/ _5v />€ 




It is requested that the Federal Bureau of Investigation conduct a 
microphone and telephone security survey of the Assistant Attorney 
General for^the Criminal Division offices in room 2107 .of the Main 
Justice Building. 

Please contact | | Security Specialist, Security Programs 
Staff, Justice Management Division for further information on I 
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1 - Mr. Bayse 
1 - Mr. Witzel ‘ 
1 - Mr. Wade 


to 



Mr. D. Jerry Rubiiio 
Department Security Officer 
Department of Justice 

wit* a tmmh 

William A* Bayse 
Assistant Director FBI 
Technical Services Division 

SECURITY SURVEY OF CRIMINAL DIVISION OFFICES 


June 3, 1980 


q Reference is made to your letter of May 15, 1980, requesting 

a ^ep urit v survey of the offices of the Assistant Attorney General for the 
Criminal Division. 

On May 23, 1980, personnel of my staff conducted a counter¬ 
measures sweep of offices located in room 2107, Main Justice, No evidence b6 
of tampering or clandestine listening equipment was found at the time of b7 c 

the sweep. 


NOTE: Above co untermeasures sweep wa s conducted by SA David W 

Wade ahd 
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CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 
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Date 5/2/80 
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FROM: 


DIRECTOR, FBI 

ATTN: TECHNICAL SERVICES DIVISION 
SA DAVE WADE 

^ SAC, BALTIMORE (66-3370) 


SUBJECT: CENTREVILLE RESIDENT AGENCY 

BALTIMORE DIVISION /) a ' 

v 1 2 . > i i * / ( s 

v/t ft ti 1 j 


/’ / 


Bureau assistance is requested to conduct a (/ 
countermeasures survey at captioned RA* Contact SA 
ROY\L* ATHERTON in order to determine a mutually agreeable 
date to conduct same* 


». m f l y 
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(9- Bureau 
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SAC, Baltimore (66-3370) 


1 - Mr. ££uyse . 

1 - Mr. Witzel / 
1 - Mr. Wade 


6/12/80 


Director. FBI (62-97308) 


t’d 


•, CENTEEVILLS RESIDENT AGENCY 
\ i I BALTIMORE DIVISION (U) 


/1 ’-l ■ 0 ,, 

• ■‘■■ff C"/ 


Re Baltimore air tel, 5/2/80, requester® an electronic 
countermeasures survey of captioned RA space. (U) 

On 5/28/80, personnel of the Engineering Section, Technical 
Services Division, conducted a telephone security and KF spectrum sweep 
of the RA located on the second floor of the Ceiitreville, Maryland, Post 
Office. (U) 

No evidence of tampering with respect to telephones or evidence 
of clandestine audio transmission equipment was found during the sweep. (U) 

During the survey of the space containing special collection and j 
m transmission equipment; however, potentially hazardous conditions were 
y I noted. The separation between the secure data communications equipment 
mid telephone lines, alarm lines, and other electronic equipment was not 
within the normally acceptable limits. Such a situation increases the 
possibility of highly sensitive information radiating outside the facility 
either through spatial radiations or conductive emanations down telephone 
-—lines or other fortuitous conductors. 

' t 7*; tS) DlqCUBSiong ^Qtia with P A waygntmot wa-rrAQlari j 

Increased coverage ofl 

■ ^ p The addition of more (x^uuitcu. equipment tu *.uc *vxi op«.v-c tu ovuuimuiAtttu; 

; l! ** Increased coverage would increase the potentially hazardous conditions now 

: B existing. Therefore, in order to provide additional Coverage from the RA, 
expansion of this facility will be necessary. . ....... s 

In view of the above, Baltimore should include in any planned * - 
Zll ad Ad m ."Z esepansion of collection activities at the Centrevitte RA considerations for 

Exec AD LES _ relocating the collection activity to larger space . The degree of expansion 

A Aa m D sLVv S _required will depend on the extent of increased coverage, the type of 

crim. in-coverage provided, and other technical factors. Consequently, any planned N 

Lt, ~ increases should be thoroughly discussed with appropriate elements at FBIHQ. 
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/countermeasures matters 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


date: 6/27/80 
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PURPOSE : To obta in-authority -for -SA David W. Wade and I 

I 1 to travel to Dallas and San Antonio, Texas, to 

assist the Dallas Office in conducting a countermeasures sweep of 
new office space and to effect on-site contractor monitoring at 
San Antonio. 

DETAILS : Dallas teletype, dated June 16, 1980,. captioned 
••"Relocation of Dallas Office - Countermeasures 
Survey," requested FBIHQ technical.assistance in conducting 
an electronic: countermeasures sweep of the new office space 
recently occupied by Dallas personnel. 

It has been the policy of the Engineering Section to 
provide technical assistance to field offices in conducting the 
initial sweep of newly occupied office space. This insures that 
personnel experienced in electronic, countermeasures are made 
available to the field to support the first technical inspections^ 
of. the office. This is considered a good security policy and 
should be implemented whenever possible. It is anticipated tnat/'A, 
a 2-3 day effort will be required to support Dallas' request! 

SA Wade and | |will- be available on July 9-lT~r 

19.80,- to support the Janas request and are experts in electronic 
countermeasures. 


|will- be available on July 9-llj b6 
.as request and are experts in electronic b7C 


Tn addition, FBI contract J-FBI-7838 with Southwest 
Research Institute (SWRI) has recently been modified to require 
the production of two each BODET .III devices. Extension of the 
Dallas field support trip to include San Antonio (SWRI) for the 
purpose of monitoring the SWRI contract is considered appropriate 





• • 

Memorandum R. W. Witzel to* Mr. Bayse 
Re: Countermeasures Matters 


from both an economic and manpower utilization standpoint. SA Wade 
is replacing SA Jerry Bre 'idenfeld (retired) as C.O.T.R. of this 
contract, and | ~| has been involved in this effort since 

• its inception. This effort.is expected to: require lr-2 days at b6 

- San Antonio. b7C 

Costs to be incurred for.the above-trip to Dallas .and 
San Antonio would include $467. for each employee’s- travel and $-244 
for each traveler for per diem, totalling $711 per traveler or 
$1,422. 

.* RECOMMENDATIONS : 1. That SA David W. Wade. and f I 

be authorized to travel to-Dallas, Texas/ to support 
their request for technical assistance. 


APPROVED: 

Adm. Ssrv. 

1 ecal Couti. 11— 

Crim. Inv. 

Plan. & Snsp, 

Director 


Rec. Mnm.- 

Exec. AD-Inv. 

Idenl. 

Tech. Sams. \)Lrt£/or. 

Exec. AO-Adm, 

Intel!. 

Training 

Exec. AD-LES 

Laboratory 

Public Alts. Off. 


._2_That, df recommendation #1. above is approved, 

SA Wade and- | I be authorized to continue on to San Antonio 

_ (SWRI) for the purpose of monitoring contract J-F-BI-7838. 


APPROVED: 

Adm, Serv. 

Legal Coun. 


Crim. Inv. 

Plan. & Innp. 

Director 


Rec. Mgnt. 

Exec. AD-Inv. 

... ident. 

Tech. Sems. 

Exec. AD-Adm. 

Intel). 

Training 

Exec. AD-LES_ 

_ Laboratory 

Public Alts. Off. 


3. That, if recommendations #1 and #2 above are 
approved, the attached teletypes..to Dallas and San Antonio be 
approved and transmitted. 


APPROVED: 


Adm. Serv. 
Crim. Iiw._ 


Director ---— 

Exec. AD-lnv.__ Ident,_ 

Exec. AD-Adin._ Inlcil, __ 

Exec. AD-LES__ Laboratory 


at Coun, 
i. & Insp. 
;. Mgnt. 




lie AffS. Off._ 
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Memoranduroi 


ALL FBI INFORM!ION COHI&INES 

HERON 15 TflOJk5SIFTED 

DATE 04-12-2011 BY €0324 uc baw/sab/lag 



Subject 

Security Survey of U. S. Attorney’s Office 


July 8, 1980 




r" 


William A. Bayse, Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


H97J err-yimbinu,. Director 
Security Programs Staff 
Department of Justice 

■' • v fz <fo rv ’'i 1 


It is requested that the Federal Bureau of Investigation conduct a 
microphone and telephone security survey of the U.S. Attorney’s Office, 
Executive Offices, and .Fraud Division rooms on the second and sixth 
floors of the U.S* District Courthouse, 3rd Street’and Constitution 
Avenue N.W., Washington, D.C. 


Please contact | | Security Specialist, Security 

Staff, Justice Management Division for further information on 








^ «=sa ^._ 
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ALL 1NFCHMII0M OOlTOklMEB 
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nEMLlB IS IJJRCUkSSIFIEU 

DATE 04-12-2011 BY 60324 nc baw/sab/lsg 


1-Mr. Bayse 
1-Mr. Witzel 
1-Mr. Wade 


Dates July 23, 1980 


To s 


Mr* D* Jerry Rubino 
Department Security Officer 
Department of Justice 
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From; William A* Bayse 

Assistant Director FBI 
Technical Services Division*^. 

Sub jecfc5^SECURITY SURVEY OP U. S. ATTORNEY'S 
EXECUTIVE OFFICES AMD FRAUD DIVISION 
U, S. DISTRICT COURTHOUSE 
WASHINGTON, D« C. 

j_ _ ; v . .• i 

Reference is made to your letter of"July 87~19S0> 
requesting a security survey of the U. S* Attorney's Office, 
Executive Offices, and Fraud Division, on the second and sixth 
floors of the D* S* District Courthouse, Washington, D. C. 

On July 3, 1980, in response to a telephone request by 
I l of your staff, pers onnel of the F BI's 

Technical Services Division accompanied I I to the I 

TJ* S* District Courthouse and conducted the requested survey* 
Telephone security checks of all telephones in the space and 
monitoring of the Radio Frequency Spectrum from 10MHz to 2 GHz 
pisclosed no evidence of tampering or the installation of 
(Clandestine listening equipment in any of the areas surveyed* 


Spate: Above sweep was condu cted by SA David W. Wade and 
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Exoc AD Inv._ 

Exoe AD Adm._ 

Exec AD LES_ 

Assl. Dir.: 

Adm. Servs_ 

Crim. inv._ 

Ident. _ 

Infell. _ 

Laboratory_ 

Legal Coun. _ 

Plan. & Imp._ 

Rec. Mgnt._ 

Tech, Servs._ 

Training_,_ 

Public Affs. OH. .. 

Telephone- Rrn._ 

Dirac; 




APPROVED: 

Adm. Son,'. 

t final Coun. 

Crim. Inv. 

Pinn. & Snso. 



I/cnt. 

Director-■ 

E«c. AD-lhV. _ 

!■•" .= t ____ 

T» oh. £ur*s. 

Exgc. AD-A'im. _ u 

i. VI. 

Training _ 

Exec. AD-LBS 

Laboratory__ 

Public Alls. Off. __ 


DE-73 
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HEREIN IS UNCLASSIFIED 

DATE 04-12-2011 BY 60324 uc baw/sab/lsg 


1-Mr. Bayse 
1-Mr. Witzel 
1-Mr. Wade 


July 23/ 1980 


4 o 

Ol ©Q 
05 


Mr. William H« Randolph 
Director 

investigations and Security 

United States Department of Commerce F&dkrai gow?»xt* 
Washington^ D* C* 20230 


Dear Mr* Randolph: 


/ ' • 


Pursuant to your letter dated June 5, 1900, 
personnel of my staff conducted ^ijTelectronic counter- 
measures sweep of the Offices of the Deputy Under Secretary 
for International £rade, located at the Main Commerce 
Building, rooms 3040 ~ 3856. 

$he sweep, conducted on June 30, 1980 revealed 
no evidence of tampering or the presence of clandestine 
audio transmission equipment* _ 

Sincerely yours, / i/. 


William A. Bayse 
Assistant Director FBI 
technical Services Division 


Kj Note: Above sweep was conducted by SA David W. Wade and 
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Exec AD Inv._ 

Exec AD Adm. _ 

Exoe AD LES_ 

Asst. Dir.: 

Adm. Servs._ 

Crim. Iitv._ 

(dent._ 

Intel I_ 

Laboratory- 

Legal Coun. _ 

Plan. & Insp._ 

Rec. Mgnt._ 

Tech. Servs. . 

Training_ 

Puhlic Afls. Off. - 

Telephone Rm._ 

Director's See'y „ 




APPROVED: 


Adm. SorV. _ 
Crim, Inv. 


P^oclar__ 

• 'i.n, AH-Irv __ |-'.rL 

'J. AD A'itr._*" j, 

Lxoc. AD i.Lo__Ll'Crylory 


Legal Coun._ 

Plan. & Insp. 
Roo. Mgnt. 

Puthv Alio. Oif. 
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UNITED STATES GOVERNMENT 

Memorandum 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 



SUBJECT: 


DIRECTOR, FBI 7/1/80 

ATTN: ENGINEERING SECTION 

TECHNICAL SERVICES DIVISION 


SAC, SAN ANTONIO- (66-269-SUB 1). 


TECHNICAL EQUIPMENT 
TELEPHONE ANALYZER 




Re Baltimore letter to San Antonio, aated 6/23/80^/ 


Being shipped to Dallas by Federal Express under 
separate cover is the Debtor telephone analyzer received by 
San Antonio from Baltimore. The two cartons received were 
not opened by San Antonio and reshipped to Dallas for 
utilization by Special Agent David Wade, FBIHQ. 


Baltimore indicated that the only number that could 
be located on either case was 990, which is propably the serial 
number. 
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3 JUL 8 1980 ■ 
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Buy U.S, Savings Bonds Regularly on the Payroll Savings Plan 


OPTIONAL FORM NO. 10 
(REV. 7-7*) 

OSA FPMR (41CFR) 101-ll.t 
SOI 0*1 IK 
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KNOXVILLE C62-0? 

;CU; 

DIRECTOR PRIORITY 


UN CL AS 

ATTN} TECHNICAL SERVICES DIVISION, ENG INNER I KG SECTION (k>4]&k 

U. S. DISTRICT COURT JUDGE CHARLES G, HEESE, GREENEVILLE, I&^J 

TENNESSEE 72 // ' ‘V ' ’ I ■ . —- ' 

RE KNOXVILLE TEL CALL. TO BUREAU AND BUTEL CALLS KNOXVILLE, 

JJLY 1®, 1980. 

ON JULY 10, 1980, U. S. DISTRICT COURT JUDGE CHARLES G. ' 

NEESE, GREENEVILLE, TERN., TELEPHONICALLY CONTACTED ASSISTANT 
SPECIAL AGENT IN CHARGE WILLIAM D. FALLIN AND REQUESTED THAT 
ffiESE’S JURY ROOM, USDC, GREENEVILLE, TENN., BE CHECKED BY 
THE FBI FOR ELECTRONIC SURVEILLANCE DEVICES. NEESE INDICATED^] jO 
THAT DURING A RECENT UNION-RELATED JURY TRIAL , Al( UNIDENT I FI ED 


%'JL JJV-l’ 4} — 

Vj;„K r.— 
lua L t . 
1:2.1 1 \ 
*»u!. C;;*'.. 
'**-— 
\ . 

Til;0.:r; . 

>0;*y. 


FI ED 


INDIVIDUAL EXITED JURY ROOM PRIOR TO JURY DELIBERATION. 


/S/1 


XEROa, ' £!L 


02 ' Ubr s :sso 
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.UNBECOEDED Cun rlLED H£ , 






KX 62-0 PAGE TWO UtiCLAS 

DEPUTY USM BRUCE MONTGOMERY, GREENEVILLE, TENN., 
ADVISED JURY ROOM HAD BEEN SEALED SINCE THAT TIME. 

. KNOXVILLE DIVISION IS REQUESTING THAT TECHNICAL 
SERVICES DIVISION MAKE AVAILABLE EQUIPMENT AND PERSONNEL 
IN ORDER THAT A COUNTER MAJOR SURVEY CAN BE CONDUCTED 
FOR JUDGE NEESE. IF APPROVED, ARRANGEMENTS WILL BE MADE 

BY BUREAU SUPERVISOR DAVID WADE AND SA_ 

OF KNOXVILLE DIVISION. 
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pseuds SI FI CAT TOF AUTHORITY S2RIUSD FROM: 
Ifbi AUTOMATIC DSCIASSIFICATION OJISi 
DATS 04-12-2011 


i -s 


, JULY 2R-, IHfiO 



ROUTINE 


SFOHLERR KXIDE H<J HDDTt, SHIYCIR 2N203LZ JUL AO 


FM. DIRECTOR FBI -Haa-TZBDflJ . 

TO FBI KNOXVILLE {L2-0> ROUTINE 



'£0lotib SlZCuAlly j 


US DISTRICT COURT' JUDGE CHARLES G. NEESE-, GREENVILLE-, TENNESSEE. 


REKXTELn JULY 11VlflD. -CUT 


ON JULY IMi IHfiOi SA DAVID Id. MADE AND 


{FBIHG21 MET WITH SA 


{KNOXVILLE! AND TRAVELED 




.TO GREENVILLE-, TENNESSEE TO CONDUCT A COUNTERMEASURES SWEEP. IN 
CAPTIONED MATTER. ON THAT DATE, THE JURY ROOM-, COURTROOM-, 


-AND CHAMBERS OF JUDGE NEESE-, AS WELL AS THE OFFICE OF JUDGE 


-NEESE'S 



HERE PHYSICALL 



-AND ELECTRONICALLY SEARCHED. AN ELECTRONIC CHECK OF ALL 


-TELEPHONES-, AS WELL AS A RADIO FREQUENCY SPECTRAL SEARCH FROM 

-10 MHZ TO 2 GHZ REVEALED NO EVIDENCE OF TAMPERING OR THE ' 

|. PRESENCE 0F : CLANDESTINE LISTENING EQUIPMENT. __ _ __ 


'Jr i-L r’ 

DU (i): 

__. 


DPUf\ CM y I 7*“5^“SQ 1BD4L/S 5323 


1 - MR. BAYSE 
1 - MR. IdITZE.L 
1 - 'MR. WADE 
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TE: APOVC COIJ'ITCRriEASUEES SHEEP t!AS COVNJCTE* TM 
SPOUSE TO EEi'.XTEL. APPROVAL FOR SA MATE ARpl T 

I Iras crartco dy sepmty assistant jxrcctor 

SEOTEOYn TELEPHORICALLY TO UNIT CHIEF I I 

|o:j July so, n-.n. tu> 
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DECLASSI F1CA11QK AUTHORITY iplM FROM: 
FBI AUTOMATIC 01CLASSIFICATXOM QUITE 
iDATE 04~12”2Q11 


1 2 


JULY 2R-, I'lfiD 



ROUTINE 


SFCHSERR DL23DE Hi3 HQQTfl sMEMCER JUL fid 


FN DIRECTOR FBI Ib2-^730fi> 

TO FBI DALLAS -Cbb-lSbSI ROUTINE 



3 B&x&i 

“■*- r a i im ♦l'rrt wir » P i mr fi rt n 1 ■ ■ ^ ^ 


RELOCATION OF DALLAS OFFICE - COUNTERMEASURES -CUT —- 

REDLTEL, JUNE It, IMAO, AND BUTEL, JUNE 27, IRAQ. IN 

! 

..RESPONSE TO REDLTEL, SA DAVID 1). WADE AND_ 

I CONDUCTED AN ELECTRONIC COUNTERMEASURES SWEEP OF THE NEW DALLAS 

! 

I OFFICE SPACE FROM JULY 7 - H, IRAQ. ALL TELEPHONES IN THE 
■ OFFICE WERE PHYSICALLY AND ELECTRONICALLY EXAMINED, AND A RADIO 

I FREQUENCY SPECTRAL SEARCH FROM 3 KHZ TO 2 GHZ WAS CONDUCTED. 

I 

■j-.NO EVIDENCE OF TAMPERING OR THE PRESENCE OF CLANDESTINE 
| LISTENING EQUIPMENT WAS FOUND AT THE TIME OF THE SUEE?. 


• b6 
' b7C 


DALLAS TECHNICAL COORDINATOR^ SA 


WAS BRIEFED Of 


THE RESULTS OF THE SWEEPn ON JULY *1, naD- 



MR- BAYSE 
NR. UITZEL 
NR. WADE 


Duuivw n > i?-a,-flo i iBam/fl [g?Gg 

' 6A-97sa-'-UF_ 


lUt 
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AUG « 198© 
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DEDUkS SIFIXATION AUTEGR17Y DERIVED WMM; 
FBI AUTOMATIC DSCLftSSIFICATION GUIDE 
DATS 04-12-2011 


MOTE: REDLTELn JUF4E IL-, LHuD-i RCflUESTE 1 '’ A COUNTER MEASURES 
SHEEP OF THEIR f^EU OFFICE SPACE. IfJ R. LI. UIT2CL MEMO TO 

MR* UAYSEi dim E7, nfiPi CAPTI0KE3) "CODMTE R MEA£Ji£E2__ 

MATTERSi n APPROVAL HAS GRAFTED FOR SA HATE AMD |_| 

TO TRAVEL TO PALLAS TO COHSUCT THE Sf/EEP* ^€^ 
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(Rev. 5-22-78) 


ah. ThTomaim csaro 
M$MM 15 WCUsmmM nxxn 

SEES®. 3MM( QXHEKSXSS 


TRANSMIT VIA: 
Teletype 
Facsimile 
AIRTEL 


PRECEDENCE: 
I 1 Immediate 
I | Pr iority 
□ Routine 


2xek£T£c rarass tmcmxic 

ncLunriQii* 

wr^MiTf isswed m»; 

ras im&nMiM sins 

SEMITICS CQm SSX.il f €) 

iu il-ifeMi 


CLASSIFICATION: 



□ TOP SECRET 

[*] s&pa&T 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

Date 5/28/80 


FROM: 


(00:WFO) 


DIRECTOR, FBI 
(ATTN: SA | 

SAC, WFO (66-779) 




TSD) 


V&f ' 


^Sccimrk !/«/<, 

itly increased requests fapon TVI? 


In view of recently increased requests (Upon WFO 
technically trained Special Agents to provide technical 
security and conduct technical sweeps in captioned matter an$—^ 
other FCI related operations, WFO requests that the / » , \ 

appropriate personnel within the Technical Services Divisionlf 
of FBI HQ provide up to date specialized training to five V/j S/ 
selected Sound Agents of WFO in this area. 

The training should include latest electronic 
equipment for detection of hardwire and RF microphone devices as 
well as latest telephone instrument sweep techniques. 

Selection of above SAs to be trained and establishing 
training dates for training should be coordinated through 
Technical Supervisor ! WFO. 

> fa ^ 

—-- Cla ssified & Extend ed by 9 -- 

ReasoiTTiSr'^ -2.4/2 (2&3) 

Date Of_Revj^w^fof~DeclassTTl^^rrFH^ dJVI^y 


KJtrf&i 


'2j- Bureau 
■a - WFO 

MCO: smt 
(3) 


r5 ^ UO* rj; rfgc fc 


trik.°J WjrIMT l 


Approved: 




Transmitted 


(Number) (Time) 
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UNITED STATES GOVERNMENT 

Memorandum 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


DIRECTOR,, FBI 
ATTN: mTPPWMTr 


date: 

DIVISION 


6/9/80 


from : 


subject: 


a ROOM 1B053 

V 

JSAC, SAN ANTONIO (66-269-SUB 1) 

TECHNICAL EQUIPMENT 
ELECTRONIC COUNTER MEASURES 


Sv i 




Being returned to the Bureau, under separate cover 
are the following items of equipment which have been used 
on a regular basis, for security checks of San Antonio 
Headquarters city and Resident Agencies: 

One each Scanlock Mark V receiver, serial number 
IHS/78/0164 

One each modified Triplet, model 3400 Digital VOM, 
property number 199078 

One each amplifier 

One each Tone and Warble generator 

One each RF signal generator 

Zero case, property number 42760 / • • > 

(jf ■" * f > 

FBIHQ is requested to furnish San Antonio with one 
set of above listed equipment for permanent assignment for use, 
in regular security checks of San Antonio Headquarters city and 
Resident Agencies in view of sensitive nature of foreign counter¬ 
intelligence investigations presently being handled ^Y^S^f^cORDED 1 
Division. 

^ AUG 4 1380 

Technical Services Division is also requested to 
furnish San Antonio with copies of the following 
counter measures documents as well.as any other d 
deemed appropriate: 

■ t / / 4 o 

<j9 BUreaU ' ' ^ A / ! i J* * ^ ) 


\o <vq /^Bureau ^ J 

2_San Antonio^-'// A 

4>- v 

& Cc?-!' 




Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan 
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OPTIONAL FORM NO. 10 
(REV. 7-7*) 

OSAFPMR (41CFR) lOUll.t 
5010-111 






SA 66-269-SUB 1 



Telephone Security Manual (XTC) 

Technical Surveillance Counter. Measures Committee 
Procedural Guide Number 3 

Guidelines for conducting audio counter measures 
surveys 


> 
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FM FBI DALLAS (SS-1265) '/ 

. ■ ir 

' TO DIRECTOR FBI PRIORITY 5 

ATTENTION: ELECTRONIC ANALYSIS UNIT, TSD 

BT D . , n ■ 
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RELOCAT ION OF DALLAS OFFICE - COUNTERMEASURES SURVEY 

DALLAS OFFICE ANTICIPATES RELOCATION TO NEW OFFICE SPACE 
ON JUNE 21, 1980. NEW TELEPHONE SWITCH WILL BE BELL DIMENSION; '• 

43 0 WITH CONVENTIONAL (NOT ELECTRONIC) INSTRUMENTS. 

IT IS REQUESTED THAT BUREAU PERSONNEL TRAVEL TO DALLAS TO 
ASSIST IN THE INITIAL COUNTERMEASURES SURVEY OF THIS NEW OFFICE 
SPACE, INCLINING ALL TELEPHONE INSTRUMENTS. 

IT IS ALSO REQUESTED THAT A NON-LIN SCOUT BE FURNISHED FOR 
THIS INITIAL SURVEY. DALLAS WOULD ALSO APPRECIATE RECEIVIN3 
INSTRUCTION REGARDING THE SCANLOC RECEIVER IF IT IS POSSIBLE TO 
ASSIGN A UNIT TO THIS OFFICE. 7 5og. qcf; - jit Jg'l 

THE WEEK OF JUNE 23-27, 1980, WOULD BE SUITABLE FOR THISj^.,. ^. ; 

SURVEY. . 
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UNCLAS E F T 0 
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SFOIOERR DLEDE H<3 H0D.1D ri*SrllCV.E!DR 3Q145bZ JUN flD 







MOTE: REDLTEL REQUESTED TECHNICAL ASSISTANCE IN CONDUCTING INITIAL 

COUNTERMEASURES SHEEP OF NEW DALLAS OFFICE SPACE. DALLAS' REQUEST 
AND ASSOCIATED TRAVEL OF FBIHfi PERSONNEL UAS APPROVED BY MEMO R. U. 
UITZEL TO MR. BAYSE DATED JUNE 27-, IMflO • 
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SAC, SAH AtTOOKIO (66-269-SUB X) 


July 30, 1930 


DIRECTOR, FBI (52-97308) 


SBCnJIC&u EQUIP1-JSH1? 
ELECTRONIC COUHTERtEASURES 


O 




*~>t_ 7 - 1 s' l __„v !>l '* *• 7 

Re San Antonio letter dated June 9, 19Q0. 

, _ Xn response to your request for technical equipment 
ana information as set forth in relot, copies of the Telephone 
Security Manual and Technical Surveillance Countermeasures 

rnmrnfj tso Procedural Guide Number 3 were provided to - 

Jon July 10, 1980* Procedural Guide Number 3 inciting 


b6 

b7C 


Guidelines for Conducting Audio Countermeasures Survey 

. . Your request for the permanent assignment of 
additional technical equipment is being hold in abeyance* 

At tae present time, there are only a limited number of 
Scanlock receivers in the Bureau's inventory and the available 
units are being assigned to those offices having fully trained 
count©measures personnel. As additional equipment becomes 
available your request will again receive consideration* 

Should you require the use of a Scanlock receiver in the 
interim , advise FBIHQ, Attention Technical Services Division, 
Engineering Section, and appropriate action will be taken to 
temporarily transfer equipment to you from another field office* 

/ „ *~j «- Q fy v *> 

Regarding your request for a modified Triplet, 
del 3400 digital motor, FBIKQ is currently in the process 
■A. having several units modified to incorporate an amplifier 
Juitablo for use in count©measures sweeps. When this 
baification is completed, you request will bo consirvTj^* 1 

Che amplifier, tone generator, and Rp signer* .lU r J 4 1^0 
generator requested in relet should be available in your 
ITaisor 1040 kit. If this equipment is not operating prdperly^ 


Dcp. AD Adm--- 7 ’ ~ J.yt pp^tat 

Dep. AD Inv. —return it to FBIHQ for repair and/or replacement* 

Asst. Dir.: 

ct. r ; . an y questions regarding the above should be directed 

idem— t o SA Day^ds W*> ? WadeyHFDinQ, extension 2700. 
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Security Survey of the Office of Professional 
Responsibility 



Tcj 

I^illiani A. Bayse, Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 



Date 


July 30, 1980 



D./lerry/ ^Rubino, Director 
Security Programs Staff 
Department of Justice 


It is requested^Bhat the Federal Bureau of Investigation conduct a 
microphone and tele phone„secu riJ^^mrtfevSpf the Office of Professional 
Responsibility offices in Room 4306 of the Main Justice Building. 
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Mr. Bayse 
Mr. Witzel 
Mr, Wade 


Mr* D, Jerry Rubino 
Department Security Officer 
Department of Justice 

William A. Bayse 
Assistant Director, FBI 
Technical Services Division 


8/0/00 


Trgg CORITY^S DRV m.OF TH E OFFICE QE_^ 

PROFjJSSlOMAL DEPAR 1 


TMEMT OF JUSTICE 


j[ Reference is made to your letter of July 30, 1980, 
requesting aLseci^ity^surye^^f the Office of Professional 
Responsibility (OPR) offices in room 4306 of Main Justice* 

QA July 3,1 * |in response to a telephone 

request of ^_ I OPR staff, personnel of the 

FBI’s Technical s arvicigfl Division, accompanied by 

_| of your staff, conducted an electronic 

countermeasures survey of OPR offices in Main Justice* 
Physical and electronic examination of all telephones 
within the space revealed no evidence of tampering or the 
installation of clandestine listening equipment* Monitoring 
of the Radio Frequency spectrum from 3 XHE to 2 GHS disclosed 
no evidence of clandestine transmitters operating at the j: 
time of the survey* / 

i 16$ 

Departmental personnel present at the time of 
“Survey were advised of the results, 


* request of 
FBI’s Tech 


is \ 


V48 S£-4£ h 2 - r \l 'y- 
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Assoc. Dir. ^ WW M. 

Dep. AD Adm._ . 

Dep. AD Inv,_ 

Asst. Dir;: 

Adm. Servs._ 

Crinu Inv,_ 

Ident._ 

Intel!._ 

Loboroiory_ 

Legal Conn,_ 

Plan. & Insp._ 

Roc. Mgnt._ 

Tech, Servs._ 

Training_ 

Public Alls. Off_ 

Telephone Rm._ 

Director's Sec'y_ MAI 


Above s\ 


5 co nducted 
and I 


Wi Wade and 
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TRANSMIT VIA: 

□ Teletype 

1 I Facsimile 

□ -- 


PRECEDENCE: 
i I Immediate 

□ Priority 

□ Routine 


DECTASSIFICATION AUIHOftlTE DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 
DATS 04-12-2011 


CLASSIFICATION: 

□ TOP SECRET 

Hl§F3EGSEiC 

O CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 


DIRECTOR, FBI 
(ATTN 


FROM 


ijjfij&LC, NEW YORK -14) 


SUBJECTT^UNTERMEASURES 


b6 

b7C 


Retel Cjals between SA | |{New York) , and SPM 

I (New York), ancf sa wade (FEThQ) 7/23/80, and 
euteietype to New York captioned as above, and dated 7/28/80. (U) 

On 8/1/80, two (2) counterm easures searc hes and sweeps 
were conducted in the offices of USA land USDJ VINCENT/'**" 

BRODERICK, SDNY. (U) ■ - / 1 

The following is a^synppsis of steps taken before and V * ■- 
during the (FCIM) meetings./sT V -'' 

Telephone instruments, including those with AC power 
connections? radios (AM/FM) ? clocks; and so on, in both location^ x 
were disconnected, and removed from the rooms where appropriate. 

A radio frequency search failed to disclose any un¬ 
authorized room audio eminating from either location before or 
during the meetings. (^ f - .. - ... ^ 


BE-S4 


C. - 




Classified ^hdr-EatendedJay ^^ 
Reason for Exteittiei?^*©^!^!! 
Date of revi^wfor Declassi?r 


—O 
II, 1-2.4.2. 


CIP Bureau x 

1- New York 'Ak'La 

((,) x/y.) 

PSD = kvk °V 


20 mg 20 mo 




Approved: 


8 4 OCT 1 6 1980 


Transmitted 


(Number) (Time) 

<MJ.S. GOVERNMENT PRINTING OFFICE: 1980-305-750/5402 
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NY 


• Physical searches in the rooms, as well as checks on 
the AC power lines did not disclose any apparent room audio 
passing along wires, through air ducts or passing in an 
unaided fashion (without amplification) directly through walls. 


During the course of the meetings all means of room 
- Ti egress were monitored closely. This was done in effort to 
y ) determine whether any individual (s) was * £were) acting in an 
abnormal manner wh^ch would indicate possible close range 


eavesdropping 


In essence, no eavesdrppging devices were detected 
before or during the meetings. 
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Mr, Bayse 
Mr, Witzel, 
Mr, Hager > 
Mr. Wade 


Director ' \ • » 

~X nvcs tigations' and' S ecur itxL- 

^ashinqtGnj^, L . 


September 10, 1980 
REGISTERED 


Dear Mr. Randolph, 




Pursuant to your letter of August 12, 1980, per—' 
sonnel of my staff, on September 3, 1980, conducted an 
electronic countermeasures sweep of the Special Projects 
Office, national Telecommunications and Information Admin¬ 
istration (UTXA), located at 1325 G Street, northwest, 
Washington, D* C. (0) 

The sweep, consisting of a physical and electronic 
examination of telephone instruments, as well as a Radio 
Frequency (RF) scan of the spectrum from 3 kilohertz to 2 
gigahertz, revealed no evidence of the installation of 
clandestine listening equipments (0) Keieiidi/uneoL 




Dep. ADAJm, Reason for Listens 

Dep. ad in/-Date of Eeview_£ar-£ec 

Asst, Dir.: —■ 

Adm. Servs._ __ t f\ 

Crinn Inv. _ ^ 2 - 9 7 3 0 8^ i 1 

- ' J> m: ^ 

Laboratory_ ^ \ / \/ 

KfS.— W Liyi Y 
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Training- f'j f 'y 
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D1CXAS SI FKTAT ION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 
DATE 05-24-2011 


ROUTE in ENVELOPE 


R-2L-ao 




ROUTINE 




FM DIRECTOR FBI {bB-B730a> 

TO LEGAL ATTACHE MEXICO CITY {bl=-3ai} ROUTINE) 


'*a. 


\aI. 



SECURITY OF OFFICE SPACE - MEXICO CITY IU> 


‘ / “ 


m . 


.1 REFERENCE MEXICO CITY TELETYPE-. AUGUST 5B-. 1H8Q. -CUT £ 

; ^ 

* * I Vt 

CONTACT WITH DEPARTMENT OF STATE SECURITY-PERSONNEL g 

INDICATES THAT THE NEW TELEJ.fcLO.NE 'SYSTEM INSTALLED IN THE $5 

!.» _ " (jTJ 

MEXICO CITY EMBASSY IS A WESTERN ELECTRIC "DIMENSION" ELECTRONIC S 

*** 

r SWITCH. TELEPHONE INSTRUMENTS INSTALLED IN LEGAT SPACE SHOULD 
i> - S z 

BE WESTERN ELECTRIC-) MODEL £□□ LM UNITS WITH MODEL L40G KEY f & 
A PADS {SEPARATE LINE SELECTION BUTTONS!- ONE TEN BUTTON MODElV ^ 
63Q INSTRUMENT SHOULD BE INSTALLED AT THE SECRETARY/RECEPTIONIST 


4 _positio¥- 

LEGAT SHOULD VERIFY THE ABOVE AND REPORT ANY DISCREPANCIES 
, TO FBIHC3-, ATTENTION ENGINEERING SECTION {MR • WADEI- IUI 


REGARDING YOUR REQUEST FOR A SECURITY SWEEP TO INSURE 


O N31 i Vi : \C: L'-Ov? f:-«5 W ,J 


AEFT.D-.eD l-T 


■ „r i a \T,;n ay 

^SwbJ:DMK {LI 






^-Eb-SO 1B053/A 2-7 DO 


1 - MR- O'MALLEY 

ATTN: FOREIGN LIAISON UNIT 
1 - MR- BAYSE n 


IS OCT 1 1980 


MR. WITZEL 


Q-JJ^ 
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0-93A (7-19-77) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


EPASBtIIUi);6 BE 0010 


20 

18 


16L 


14 


12 


10 


PAGE 


CONTINUATION SHEET 


PROTECTION FROM UNAUTHORIZED TECHNICAL COMPROMISE OF NElii 


TELEPHONE SYSTEM-. LEGAT SHOULD CONTACT LOCAL REGIONAL SECURITY 

AND MAKE ARRANGEMENTS TO HAVE STATE DEPARTMENT 


^TECHNICAL PERSONNEL PERFORM TECHNICAL INSPECTION OF LEGAT 
TELEPHONES. 


STATE DEPARTMENT TECHNICAL 


SECURITY OFFICE IS AWARE OF THIS REGUEST AND HAS APPROVED 
_STATE DEPARTMENT SUPPORT IN THIS MATTER. I ~I ADVISED 

JHAT A TECHNICAL SECURITY INSPECTION TEAM IS SCHEDULED TO ARRIVE 
IN MEXICO CITY FROM PANAMA IN ABOUT TWO WEEKS TO CONDUCT 
JECHNICAL SECURITY INSPECTION OF THE EMBASSY. 

LEGAT SHOULD ADVISE FBIH6N ATTENTION ENGINEERING SECTION 
_IMR. WADE} OF ANY COMPLICATIONS RELATIVE TO ABOVE. ALSO-i 
_ADVISE FBIHG WHEN TECHNICAL INSPECTION HAS BEEN COMPLETED- 
RESULTS OF INSPECTION WILL BE PROVIDED TO FBIHG BY STATE 
DEPARTMENT THROUGH ROUTINE CHANNELS * 



-C tASSir iE P AND E XTENDED BT R E ASON TOR EX T ENSION mm 

[ TT? 1.-P.H.P rni.il ! tmtt nr BrwTn.i fap MXU^ IX EXLAIIM 


rSLPlLIIBILn GUI JKIUU. 
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DO NOT TYPE MESSAGE BELOW THIS LINE 
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NOTE: BASED OH THE RFigllEST OF I FfiAT MEXICO CITY IN REFERENCED 
TELETYPE I I STATE DEPARTMENT OFFICE 

OF TECHNICAL SECURITY-i WAS CONTACTED REGARDING THE CHANGE 
TO TELEPHONE FACILITIES SERVICING THE- MEXICO CITY EMBASSYi 
AND CONSEQUENTLY THE FBI LEGAT- 

IaDVISED THAT A WESTERN ELECTRIC "DIMENSION" 
ELECTRONIC SWITCH WAS RECENTLY INSTALLED IN THE EMBASSY- 
THE INSTRUMENTS INSTALLED WITHIN LEGAT SPACE ON A 1A2 KEY SYSTEM 
INCLUDED WESTERN ELECTRIC MODEL SOOLM TELEPHONE SETS EQUIPPED 
WITH MODEL L.HUG KEY PADSt AS WELL AS ONE MODEL 630-. TEN 
BUTTON KEY SET {FOR THE RECEPTIONIST!• ME ALSO ADVISED THAT b6 
A TECHNICAL INSPECTION OF THE EMBASSY WAS SCHEDULED TO b7C 

OCCUR IN ABOUT TWO WEEKS AND THAT ARRANGEMENTS COULD BE 
MADE LOCA LLY BETWEEN THE LEGAT AND REGIONAL SECURITY I I 

- H P HAVE THE LEGAT'S TELEPHONES INSPECTED AT THAT 


Tint 


I _ I ADVISED THAT THE RESULTS OF THE TECHNICAL 

INSPECTION PERTAINING TO THE LEGAT'S SPACE WILL BE PROVIDED 
TO FBIHtKAS SOON AS THE FINAL REPORT IS SUBMITTED TO HIS 
OFFICE-{CJ 


“3“* 
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NOTE: RE MXAtiX TELETYPE REQUESTED A COUNTERHCASURES SWEEP 
OF API OFF-PREMISE, UNDERCOVER SITE UTILIZED If) CAPTIOPJED 
MATTER. ALSO-. AN ADDITIONAL REQUEST TO SWEEP A RESIDENCE-. 
UTILIZED IN CONNECTION WITH THIS CASE, HAS REQUESTED IP) 
RETELCAL. IN BOTH INSTANCES, THE SHEEPS HERE REQUESTED AS A 
PRECAUTIONARY MEASURE, AFTER IT UAS LEARNED THAT SUBJECTS 
IN THIS CASE MAY HAVE ACCESS TO "SOPHISTICATED RADIO BROADCAST 
EQUIPMENT." 


COSTS TO BE INCURRED If) THIS MATTER FOR THE ABOVE TWO 
EMPLOYEES INCLUDE i TRAVEL - TWO ROUNDTRIP TICKETS AT $310.DO 
EACH', PER DIEM - 4 DAYS AT $50 PER DAY PER EMPLOYEE FOR A TOTAL 
COST OF $1,lflO.QO* 
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UNITED STATES GOVERNMENT 

Memorandum 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


TO 


FROM : 


Mr. E. J. O'M 

> -ft, m 





b6 

b7C 


date: 10/1/80 


SUBJECT; FEDERAL 


O 

SECURE TELEPHONE/SYSTEM 


^ u S'fia£ 



Ex«c AI> Inv. _i_ 

Exec AD Adm. _i 

Exec AD LES_ 

Asst. Dir.: 

Adm. Servs._ 

Cfim. Inv._ 

Ident._ 

Intell_ 

Laboratory _ 

Legal Coun._ 

Plan. & Insp. _ 

Rec. _ 

Tech. Servs._ 

Training_ 

Public Affs. OH, _ 

Telephone Rm._ 

Director’s Sec'y _ 


PURPOSE: 


This is to recommend that a cross-divisional 
resources management and priority establishment responsibility 
be assigned to the appropriate overview unit in Cl-3 Section, 
INTD. (U) 

RECOMMENDATION : 

It is recommended coordination of INTD interests 
in management of the Federal Secure Telephone Service be 
placed in the Budget and Analysis Unit, CI-3 Section. (U) 



APPROVED: ^ 

ST" Adm. Serv._ 

— legal Court. 


Director 

*— r 

Crim. Inv, 

__ Plan, ft Insp," " ' 



Bijc. Mgnf, ~ 


Exec. AD-Adm. 

— _ r. 

t ■•\h. Serve,/ 


Exec.AD-lnv._ 

~~ totell. 



Exec. AO-LES_ 

__ Lsboralor^ ' 

Off. of Cong, 

- & Puttie Ait* 

/ 


DETAILS : 

Secure telephone issues were first addressed from 
the viewpoint of field office installations, in 1972 , when a 
^request for a secure telephone link between New York and 

62-97308 

JJS: tdc -jfctc 

( 6 ) 

1 - Mr. E. J. O'Malley ' 





CONTINUED - OVER 
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Memorandum to Mr. E. J. O'Malley 
Re: FEDERAL SECURE TELEPHONE SYSTEM 

62-97308 


DETAILS: (Continued) 


Washington was considered. Fo llowing this installation 
other offices were included ln| 


h 


(KY-70) . Procurement by Tech nical Services Divisi on of 
a new generation of equipment] Ls 

underway. It is eventually to replace an older systems. 


b7E 


Deliveries, originally scheduled foj 
fallen behind a year or more 


late 1980, have 


During the period that we have limited availability 
of equipment, it is necessary to apportion existing capacity 
between offices having the most compelling need from an 
FCI viewpoint. INTD oversight of apportionment of secure 
telephone equipment is the purpose of captioned matter. 

This responsibility involves evaluation of the FCI programs 
of offices competing for equipment and insuring that equipment 
is installed in the offices with the greatest FCI needs. It 
is most logical that responsibility for evaluating cross- 
divisional programs' impact on individual field offices, 
and establishing FCI policy for Secure Telephone System 

's Unit overseeing 


disposition be centered in the Cl-3 
resource allocation and management. 
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OCTOBER lSi nap 
£F0S3[ERR rnilCDE Hta HQOfiB ^HJEVCffiR 1S16S3Z OCT SO 

FJ1 DIRECTOR FBI Cb2-T730a> 

TO FBI MIAMI__ OAH^D} ROUTINE 

BT ^fc l Jh'“ 5t& 


ROUTINE 



BANCOSWYRES'-i pEO- -CA> - NARCOTICS-. 00: MIAMI -CU} 

REMMTEL-. SEPTEMBER 2b-,' MflO-i AND BUTEL-, OCTOBER b-, naD. -CUT 

ON OCTOBER 7-B-. IMBU-, PERSONNEL OF THE TECHNICAL SERVICES 

*> 

DIVISION -CFBIHfiJ CONDUCTED COUNTERMEASURES SWEEPS OF YOUR 

OFF-PREMISE LOCATIONS UTILIZED IN CAPTIONED MATTER. 

NO EVIDENCE OF TAMPERING WITH RESPECT TO TELEPHONES-, OR 

THE INSTALLATION OF CLANDESTINE LISTENING EUUIPMENT WAS FOUND 
AT THE TIME OF THE SWEEPS-. 

ALL PERSONNEL INVOLVED IN THIS MATTER SHOULD BE CAUTIONED 
THAT THE FACT THAT NOTHING WAS FOUND DOES NOT PRECLUDE THE 
POSSIBILITY OF TELEPHONES BEING THE TARGET OF UNAUTHORIZED 
WIRE TAPS. THERE IS NO RELIABLE METHOD OF DETERMINING WHETHER 
OR NOT TELEPHONE LINES ARE BEING MONITORED FROM LOCATIONS OTHER 



UJiV)S/<2g 

1 - MR. MULLEN 
1 - MR. BAYSE 
1 - MR. WITZEL 

1 ^ 

Hi - FIR - WADE 
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1 - Mr. Boyd 
1 - Mr. Witzel 
1 - Mr. Hager 
1 - Mr. Wade 
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p/ 42* 

Honorable C, Jiori e^o Feather ston 
ChiefJujg e of th e united^gtat es Tax Court 
4(T0 ^col^.S±ree£^orthwest 
Room. 3&G_ 

Washington, P f C# 20217 


September 29, 1980 

^$anm 




i*££lnT 


Pear Judge Reathereton. 


* ‘ %/Xt/? “ 


ca 

Ua 


In response to. your telephonic request of 
September 17* 1980, personnel of my staff conducted 
an electronic countermeasures sweep of the offices of 
Judge Samuel B. Sterrett, Room 422, United States Tax 
Court. 

The sweep, conducted on September 19, 1980, 
consisted of a thorough physical and electronic examination, 
of all telephones-within the offices of Judge Sterrett, 
his secretaries, and his law clerks, as well as a local 
scan of the radio frequency spectrum from 3 kilohertz to;'7,— / 
1*5 gigahertz. 

Ho evidence of modification to the telephones 
*or the installation of clandestine listening equipment 
was found at the time of the sweep, This fact was brought 
to the attention of Judge Sterrett at the conclusion of the 

sweep. LJ~ 

" [fJQ) // vS-u{) 

Should you have any further questions regarding 
this matter, please contact Special Agent David W* Wade, 
telephone 324-2700. 



Sincerely yours, 


Assoc. Dir,_ 

Dcp. AD Adm.. 

Dep, AD Inv. _ 

Asst. Dir;: 

Adm. Scrvs._ 

Crim; Inv,_ 
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Intell. _ 
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Legal Coun._, PWW 

Plan. & Insp. 

Rec. Mgnt. _ 

Tech. Servs. 

Training. 
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SEE NOTE, PAGE TWO. 

^»r*e/4h 


William A. Bays© 

Assistant Director, FBI 
Technical Services Division 
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V w -v H 

Honorable C. Moxley Featherston 


HOTE: Above sweep was conduc ted bv sa David w, and 

I I and I I 

Judge FeatherSK>n requested the sweep after two meinbers of 
the Church of Scientology apparently entered Judge Sterrett’s 
offices without registering with the guard located at the 
entrance to the U. S. Tax Court. 
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Director_ 
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Rec. _ 
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Training__ 

Off. of Cong. 

& Public Affa^ 










143 ». 


• • '_1 . . 3 . 


October BA-., naa 



SE«£T 


IaEMEZZl? J?C>f ."JICI'-ATIC 
. .DSCLAS SIFICATlOH 
' AUTHORITY" DERIVED FROM; 

‘'' FBI AUT€«TIC DECLAS SI FI CATION SUXDi 
■EXSMfTTOM CODE 2SJU1) 

DATS 0”-2,8” 2.011 

’ ROUTINE 


SFSHJERR NYSDE HC3 20143 4rf!IWStf 2a2202Z OCT fi.D 

ei^l * 
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SEC 


TENP-ESiT NATTERS- - NEW YORK IU> 
RE BUTEL-, OCTOBER'IP-.' nfiD 





- NR. BAYSE 


- NR. UITZEL 

- NR- HAGER 

- NR. MADE 

- tB-nssti 
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i« OCT 301980 


DO NOT FILE WITHOUT CCtV‘.UTHCATIONS ST.V’X 
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RESULTS OF THIS SEARCH SHOULD BE REPORTED TO FBIHfl-. 

ATTENTION : ELECTRONIC ANALYSIS UNITt ENGINEERING SECTION*. SO 

THAT A DETERMINATION CAN BE MADE AS TO WHETHER ADDITIONAL 
SAFEGUARDS SHOULD BE INITIATED- A DEADLINE OF DECEMBER li 

CO KOT VK2 fc*£T'S£C'S iZSIOW TKiS MMS 


FBt/DOJ 


&o r 
























DOTE s THE USE OF STANDARD X-RAY TECHNIQUES Of! THICK BALLS 
fcSOULD DE A POTENTIAL HEALTH HAZARD. ALTERNATIVE KEANS ARE SEINE 
PROPOSED TO NEB YORK W SECURE THEIR SPACE. THIS HATTER UILL 
BE FOLLOWED CLOSELY. 



Memorandum £ 

MX IE! INFORMATION CONTAINED 
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Mil 01-12-2011 BY 10324 uc baw/safr/lsg 




Subject 


Date 


feecurity Survey of Asso^claj^peputy_4ttorney 
x Gener ST'OTf Tees 


NOV 2 1 198Q 







To 


William A. Bayse 
Assistant Director, 

Technical Services Division 
Federal Bureau of Investigation 



xj Rub-i-ho-, Director 
Security Programs Staff 
Justice Management Division 



It is requested that the Federal Bureau of Investigation 
conduct a microphone and telephone security survey of the 
Associate Deputy Attorney General offices in Room 4216 of 
the Main Justice Building. 
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UNITED STATES GOVERNMENT 

Memorandum, 

a In/i mjl nw ixpoti 
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NTIAL 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


FROM 


subject: 


oga information handled per letter d. 6/6/i i 

u&3i?i sc DATE! 7/10/80 


ill FE-i irrc^i 

EZmm I: 3CLi;.iIfI£D 

MJ£ t$-I4-£311 Wt £3-2 J 4 -ftc fcjLW/sai«/ 



Witzel 


SECURE * TELEPHONE 

INSTRUMENT ADDITION (U) , / 

$ '/ cp /iO /^e /? a / c / T^/ei-y 


Referral/Direct 


Exec AD Inv. . . 

Exec AD Adm. __ 

Exec AD LES_ 

Asst. Dir.: 

Adm. Servs._ 

Crim. In/... 

Ident, ._ 

Intel!_ 

Laboratory _ 

Legal/Coun. ._ 

Plan. & Insp._ 

Rcc. Mgnt._ 

Tech. Servs._ 

Training_ 

Public Alls. Oil. _ 

Telephone Rm- 

7’ tor's Sec’y _ 


/ / r/"i 


PURPOSE : The purpose of this memorandum is to request approval 
for a secure telephone (Green Phone) to be placed in 
Room 1B035H for the use of the Unit Chief, Electronic Analysis 
Unit (EAU). (U) 

DETAILS: 


RECOMMENDATIONS: 


m 


1. That a secure-phone be placed in Room v 
1B035E to be used by Unit Chief, EAU.. (U) 


APPROVED; 

Adm. Serv. 

-Legal -Coun. 



Crim. Inv. 

Plan. & Insp. 


Director 


Rec. Mgnt. 


Exec. AD Inv._ 

Ident. 

Tech. Servs. (jJ2 >i 

3/0 

Exac. AD-Adm. 

hell. 

Training 


Exec. AD-LES 

Laboratory 

Public Afis. Off. 



Maintenance Unit. 


l ~Mr. Bayse 

n ~ i 

Attn:| 

1-Mr. Tvitze. 
1-Mr. Hager 


If number 1 is approved, then the installation 
should be performed by the Systems Hardware 

APPROVED: Adm. Serv. Jf " ■ ■■ ■ ■ f fW 

Director C " m - lnV '-- g* 1 -«*■*»• I _ 

Exec. AD-Inv. Iripn} Rec - M 9 n{ - - r . 

Exec. AD-Adm”- & -- Tech ; 

Exec AD-l cq ~ ’ 1 --Training 

-Laboratory_ Public Affs. Off" «i“ nil 30 


Adm. Serv. 
Crim. inv._ 

Ident._ 

Intel!, __ 
Laboratory 


b6 PER FBI 
b7C 


jljl 30 lC &0 


:cahQ5Jr^ 


BY ,445 

« « (5f>£ ' SI0 " F <M, ,l_~__ 

WTE ° F 


1AM 3j1Mf 
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SPECIAL SECURITY CEHTERi D0J-, <h T-^-Cr- TUT 


ATTACHED LETTER " 
HEASURES ASSISTAR 
DIREC TOR SECURITY 
UP TO I 


REfHEST FOR TECHNICAL SFCITITY COUITCR- 
CE, n DATED 7-SWri FROM HR. D- JERRY RV’DIRO 
PRO GRAMS STAFF-. DOd UAS PROVIDED AS FALLOU- 
I REQUEST. 



Memorandum 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 04-12-2011 'EY 60324 uc baw/sab/lsgi 


/ A JLs 

l r 



^p)t 


To : Mr, Bays 


;om : R. w. Witzel 


Date 2/13/81 


Ex»c AO Adrn, ._ 

Exec AD LES_ 

Asst, Dir.; „ 

Adm. Servj,_ 

Cfiin. Inv._ 

Identji,_ 

Intel IV_ 

Laboratory_. 

Legal Court. _ 

Plon. & Imp. _ 

Rec. Mgnt.- 

Teeb. Servs._ 

Training __ 

Public AH*. OH. _ 

Telephone Rm._ 

Director’s Stc’y _ 


Subjeg^y, COUNTERMEASURES MATTERS 


( 'Re: Kansas Ciipy airtel, dated February 5, 1981, captioned 
"Office^Security, 'Kansas City Field Office," and Detroit phone call 
from SA James F. "Peterka (airtel will follow) . 


PURPOSE: To obtain authority for 


:o travel 


to Kansas City, Missouri, and Detroit, Michigan, in 
conducting countermeasures sweeps of Bureau spaces and Warden's 
Office, Leavenworth, Kansas. 

DETAILS : Detroit has moved their off-premise location to a newly 

constructed building and have requested FBIHQ technical 
assistance in conducting an electronic countermeasures sweep. 

The Engineering Section has in the past provided 
technical assistance to field offices in conducting initial 
sweeps of newly occupied space, or when a specific problem arises^^ 
where sophisticated equipment and expertise are required. This / 
insures that personnel experienced in electronic countermeasuresV. J) 
are made available for field support. It is anticipated that a 
2 1/2 days effort in Kansas City and 2 days effort in Detroit 
will be required to support these requests. 

SA I 1 Indianapolis, should be available 

February 23 -25. 1981, to help FBIHQ personnel in Kansas City. h!C 
I will be available February 23-25, 1981, in Kansas City 
then travel to Detroit for February 26-27, 1981, to support the 
request for bbt|) Kansas City and Detroit Field offices. 


Enclosure!t 


1 - Mr. Bayse * 

1 - Mr. Witzel 
1 - Mr. Hager 

1 - Electronic Anal ysis Unit 

r “ b6 

AEJVdWd^ b7C 

( 6 ) 


mi 

m 


( 


( / 


(CONTINUED - OVER) 


ES2 FE>6 18 ®8V 




¥ 


2 6 1981 


FBI/ DOJ 




Memorandum to Mr. Bayse 
RE: COUNTERMEASURES MATTERS 


Costs to be incurred for the above trip to Kansas City 
and Detroit would include $448 for travel and $340 for }~>g 

per diem, totaling $788. hlC 


RECOMMENDATIONS ; (1) That[ 


]be authorized 


to travel to Kansas City and Detroit 
to support their request for technical assistance.. 


APPROVED: 


Director_ 

Ex 20. AO'AdX._ 
Exec. AD'!;?;. _ 
Estoo. AD-LES _ 


Adm. Gorv,. 
Grim. !n 


k'cr.t._ 

into.!. _ 

Laboratory 


Legal Coun. 
Pisn. Z-. tnsp 
Bsc. iVk>rt 


M 

Training __ 

OTf. of Cor.g. 

& Public Afts . 


(2) That the attached teletype be sent. 


APPROVED: 


Director 


Exec. AD-AcS»Ti.. 
Exec. AD-lx;. . 
Exoc. AD-LES 


Adm. Cerv. 
Grim. !nv. 


ICcf.t. _ 

Iniea. _ 

Laboratory 


Legs! Ccun. 
Plan. ?- Insp. 
Eac. Mont 




Off. of Cong. 

& Public Affs. 
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Ml, INFORMATION CONTAINED 

HEREIN IS TJNCUlSS J FXED 

DATE 04-12-2011 BY 60324 uc baw/aab/lsg 


/<// 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Hager 


r, D* Jerry 'tobino 2/17/01 

Security officer _ 

Japartricnt of Justice (DSJ) -pDERAi govspjCTT 

billion Bayco 
•' .risisfruvfc director, FBI 
technical 3 ^rvicaa division 

nSijufiejT c T HV7.a r c? ^iforoijr oiricf ^ > ; ■ 

V:■ ■ '■' ■)■ or 7 ■ /• fit- L " ' 

.■aforanca is muo to yotir letter of January 20, 1901, 
requesting a nicropbouo and telephone socrarity survey of tae 
Attorney General 1 a Office, Conference boon*, ana boon 5123 of the 
>Iain Justice Building* 


V't . 

* * V ' 


on February ni * in? ; ? , n rrrnnr.vf . of fcfio BBS's Pennies! 

Services : avis ion an.q_| fron Security Office, 

ZOJ( conducted a coimtorxieasurco moep of the Office of the 
hhtornoy General, Conference boon, and boon 3123, !!ain Justice; 
Building, 2ao jjttp included an electronic check of telephones 
within tht.?. office, a search of the radio frequency spec trim fro:i 
3 -he.: to 2 ubs and a nondestructive physical search* bo evidence 
of tc&speriag to the telephones or the installation of clmu.estine 
listening ogaipbonfc ms foivid* 



ep was conducted by 
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Exec AD Inv. __ 

Ex*e AD Adm._ 

Exec AD LES_ 

Asst. Dir.: 

Adm, Servs.__ 

Crim, Inv._ 

Ident._ 

Intel!. _ 

Loborolory_ 

Lego! Coun. .. . 

Plan. & Insp, ._ 

Rec.. Mgnt._ 

Tecli. Servs._ 

Training_ 

Public Alls. Off. _ 

Telephone Rm._ 

Director's Sec’y _ 


"Atft 


S & 2 


isfL 


a 3 MAR 2 41981 


APPROVED: 


D! r sclcr. 


Adm. Ssrv. „_ 

Giii 5 i. " r iV._,,,__ 


Lea?' C'ur,.. 
p.U 3 p._ 



Prcs.AiM,./._.. « -- B’ ?; y 

3<x. ,T« ___ Lrtrtvixy - - p b : ‘ 0 ,VfS ' 
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Memorandum 


ALL INFORMATION CONTAINED 
IHEREIM IS UNCLASSIFIED 
IDATE 04-12-2011 If 60324 uc fcaw/saL/lsg 


n< 



Mr. Bayse 


^Wtf'Witzel 


Date 3/2/81 


b6 

b7C 


Exsc AD Inv._ 

Ex.e AD Adm._ 

E*«« AD LE$_ 

Asst. Dir.: 

Adm. Seivs,_ 

Crim. Inv._ 

Ident._ 

Intell. .__ 

Laboratory _ 

Legal Court. - 

Plan. & Insp. __ 

Ree. Mgrit.- 

T«h. Servs._ 

Training_ 

Public Alfs. OIL _ 

Telephone Rm._ 

Director's Sec’y — 


Subject :^gp mTERMEASUR E S_MATTERS, 


TjC&fjE? 2 * 


ecvixify 4F Tefe y ho w an cl Te/e/~ype* 

Re: Miami teletype dated February 20, 1981, captioned 
"Bancoshares;Rico-Narcotics (B) , 00: Miami." 

PURPOSE : To obtain authority f or SA and 

I | to travel to Miami to conduct 

countermeasures sweeps in two of Miami's off-premise sites. 

DETAILS : Miami has occupied an off-premise location and have 
requested FBIHQ technical assistance in conducting 
an electronic countermeasures sweep. 

The Engineering Section has in the past provided 
technical assistance to field offices in conducting initial 
sweeps of newly occupied space. It is anticipated that a 2 1/2 
days effort will be required to support their request. 

< 1 v 

Costs to be incurred for the above trip to Miami 
will be $214.0 0 for travel and $160.00 for per diem for each 
person, totaling $748.00 for both employees. ^ 

RECOMMENDATIONS: (1) That SA I land I be author: 


That SA | l and I b e authorized 

to travel to Miami to support their request 



for technical asslsta^g^^ 


Director 
Exec. A0*Adrrt.. 
Exec. AD4nv. . 
Exec. AD-LES. 


Adm. Serv. 
Crim. lnv._ 


Laboratory 


Legal Court. _ 

' Plan. & Insp._ 

Rec. Mgnt _ 

Tech. Servs.J£ 

Training_ 

OR. of Cong. 

& Public Affs. 


'jrhat the attached teletype be sent.^ 
APPROVED: 1M a £ ^ ^‘ 


Enclosure! 


X APPROVED: 

Director.._ 

Exec. AD-Adm._ 
Exec. AD‘ttiv. 

(Division 6) Exe 


Merrill Parks (Division 
Mr. Bayse 
Mr. Witzel 
Mr. Hager 

Electronics Analysis Unit 


Adm. Serv. 
Crfm. fnv. 


Lay •! 


Legal Court._ 

Plan. & Insp._ 

Rec, Mgnt. _ 

Tech. Servs. ^ 

Training__ 

Off of Cong. 

3 ’’i&itaMs, 





a 1231 





( 8 ) 
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HEREIN IS IPCLIS 51 FIE D* 
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Mr. Bayse 
Mr. Witzel 
Mr. Hacrer 


iXvfcos 


Proru 


March 11 9 10CI 

Arthur 7i. Illcu'aior 
Director 

Office of Security anti Safety 
General accounting office Building 
fourth and G Struct, PortuUGiit 
Washington 9 0# C* 

/j 

Tallin Erjyso C ~ <3 <X- 

Pssisfcrmt director/ PPX ^TT ^ 

Technical Cervices Division /2t‘»W r 


au^jajts apoio eog:p;:p r r''.c f jp:; cdpv^v 


'^;?r*crc5 is rxiao to your letter of Iteteiray 2, 10 Cl* 
rca-j /Btinc ,n uj lie- coint-jrr.oaaures survey of the CQ:^P,OlaPu, 
*v.i, ?r.i, f c *yr’ p r :xirx;.:a roo*\ 


vr* pvra’Uury 13, XXX* personnel frori t!io PBl*s yooh^icra 
CorviepB vivi&ia* ooacmctai an audio counts rraauuro survey 
of tn: G:penhXi*c rgx;j nnirpirg poo;- and the coppf"x*Aia 

f-t OI'TXCj- in the General accounting Office Building, 

Pourth and tj ctrefit# uorthuest, Washington, D. C. The survey 
inclafaQ a radio spectrum c-icd: and. a nondestructive physical 
■socre-i. Xn the CO’itZrmiCh O^ZTSL'S OPPICd child: of all 
.tacpaouc linen was conducted* do evidence of tampering to tno 
jtnlcp-.'cac Xinea or the installation of clandestine listening 
}>> vices vets found*. 


Ol 


C '* 

~^b6 


NOTE 
and T 


Tfce above survey was conducted by 


AD Inv,_ 

E *«- AD Adm._ 

Exec AD LES_ 

Asti. Dir.: 

Adm. Servs__ 

Crim. Inv._ 

Ident._ 

lute 11 _ 

laboratory_ 

Legal Co«n._ 

Plan. & Insp._, 

Roe,, Mgnt._ 

Tech. SerVs._ 

Training ._ 

Public Affs. Off. > 
Telephone Rm, ^ | 
Director's,Sec’y _ 

3 3 APR 


• ( 7 


y/> 


mf 5 

MAlli SOOH dD 

1 & 1981 


Cf 


Al'PROVriDt 

Dirocar .... _ 

£?,ec. AD-Adm^ 
!Swn. AD*lnv« _ 
fcacc*. AD*LSS ^ 


Adr.>. Ssrv, w 

Gs!.U !:'V-__ 

__ L*£ 3 t__ 

Intte. „ _ , 
_ UU.<e^fy_. 


l K "‘ u 
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Memorandum 


ALL INFORMATION CONTAINED 

'herein is unclassified 

DALE 04-12-2011 BY 60324 ue baw/aab/lsg 


uu 


To : /Mr. Bayse 


ffiC~OTlrtrzed- 


Date 3/25/81 


Subject : / fcpUNTERMEASURES MATTERS 

^ /? i V r \L 


Exac AD tnv. __ 

Ex«e AD Adm._ 

Exec AD LE4;__ 

Asst. Dir.;. 7 » 

Adm. Serps._ 

Crim. Inv. __ 

[dent- 

Intel!.- 

Laboratory_ 

Legal Caun. - 

Plan. & Insp. — 

Ree, Mgflt._ 

Tech. Servs._ 

Training _ 

Public Alts. OH. _ 

Telephone Rm._ 

Director’s Sec’y _ 




The Technical Services Division personnel. Electronic 
Analysis Unit, conducted a countermeasures check of the following 
conference rooms: 


12 March 1981 Room 4017 Division 5 

16 March 1981 Room 1B054 Engineering (TSD) 

17 March 19 81 Room 7225 Technical Services Division 


The above countermeasures check included a radio frequency 
spectrum check, a check of all telephone lines, and a nondestructive 
physical search. No evidence of tampering with the telephone lines 
or the installation of clandestine listening devices was found. 

The above countermeasures checks we re performed , bvA 
SAI l and I | ob 

" - .(]/) b7C 

RECOMMENDATION; None. For information only. v vKs 


APPROVED: 

Director,_ 

Exec. AD-Adm.. 
Exec. AD-lnv, 
Exec. ADtrs 


Adm, Serv.. 
Crim. lev, 


Lsil'Otfjiory 


Legal Coun._ 

Plan. &insp,_ 

flee. Mgnt, 
Tech. Servs. 
Twining ___ 
Off of Cong, 
r \5blic Affs, 


Division 5 
Mr. Bayse 
Mr. Witzel 


Electronic Analysis Unit b7C 



:'l- (r,Z'i73Df 




rr " 11 0 


@ MAR 26 1881 


iatb 


8 3 APR 171981 


FBI/DOJ 






Memorandum 


5.7.T TNFPR MAT TT?M -FCrNTATITFri 
|HEREIN IS UNCLASSIFIED 
’date 04-12-2011 BY 60324 uc baw/ssb/ls< 



Mr. Bayse 


Date 3/25/81 


Ftot X^jsSi !^3M/-witze l 


Subject: JcOUNTERMEASURES MATTERS 


Ex#e AD Inv. _ ,. 

Exec AD Adm,__ 

Exec AD LES_ 

Asst, Dir,: 

Adm. Sem._ 

Crim. Inv._ 

ld«nt._ 

Intell- 

Laboratory_ 

Legal Coun. - 

Plan, & Insp._ 

Ree. Mgnt.- 

Tech. Scrvs. ___ 

Training_ 

Public AH*. OH. _ 

Telephone Rm._ 

Director’s Sec’y _ 


os 


tttig,}{ $, ’a/l'O?'/ 

1, 1981.' / 


« Re Chicago airtel dated March 17, 1981.* f 

PURPOSE : To obtain authority for SA to travel 

to Chicago to assist in conducting a countermeasures 
sweep in a newly established resident agency. 

DETAILS : The Chicago division has recently established a new 

resident agency which is located in a commercial 

building. 

The Engineering Section has in the past provided 
technical assistance to field offices in conducting initial 
sweeps of newly occupied space. It is anticipated that a 2 1/2 
days effort will be required to support Chicago’s request. 

Cost to- be incurred for above trip to Chicago will 
be $158.00 for travel and $187.50 for per diem, totaling $345.5i 


RECOMMENDATIONS: 


That SA 


be authorized to travel 


b6 

b7C 


Mr. B ay S e Exec. AD-LES 

Mr. Witzel 
Mr. Hager 

Electronic Anal ysis Unit 


to Chicago to support this request for 

0 

APPROVED- Adm. Serv._ tegai Coun. —-— s' N 

Crim.1nv.__ Plan.* Insp.;- S \ 

. Rec. Mgnt. „_ f Vn I 

director-_- Tech. V <{p( / 

ixec. AD-Adm.____ Jcicnt.-Training 1 

■xec. AO-inv. ___ IrsSeil. —--— OH. of Gong. 

Cxec. AD-LES_ laboratory . & Public Affe.—-. ■ 

(2) If #l'tia ) approved, that the attached teletype 

l *** 4 

APPROVED; n Adm. Serv. t legal Coun._ 

Ctim. Inv.__ ^ an ‘ & * ns P-- 

Director,-__ 

Exec. AD-Adm.- Went- Train,™ 7 

Exec. AD-Inv. __ Intel!. -_ off. of Cong. 

Exec. AD-LES Laboratory — & Public Affs. _ 


APPROVED; 

Adm.Serv.l s" 


Ctim. Inv. . 

Director 


Exec. AD-Adm. 

Ident. 

Exec. AD-Inv. _____ 

Intel!. 

Exec. AD-LES 

Laboratory_^ 


b 6 
b7C 


ao mar 261981 

t _-wjxi j 


PEKS 


'< 2 ? 


SSAPm^ 


FBI/DOJ 
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A 

KLL imOBMAlim CONTAINS D 

HEREIN 15 IJNCLAS51 FIED 

DUE 01-12-2011 EY 60324 uc fcaw/s&Js/lsg 



* 

1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Hager 

1 - TCI ^ntrorvi na Ana lysis Unit 

1 " b6 

- b7C 



March 17/ 19 til 



Mr. Joseph IU Father 
acting assistant Inspector General 
for Investigations 
Department of housing one Urban 
Development 

Washington, D. C. 20410 


Dear Mr* Parker} 


L 


I r) 


reference is uade to your letter ox February 2J, 19^1, 
requesting an audio counterneaaures sweep, physical search and 
check of telephones located in the Secretarial and Under 
Secretarial suites in the WD Building* 


On March 5, 1281, in response: to your request, 
personnel of ny staff conducted a countermeasures sweep of 
the Secretarial ana Under Secretarial suites and of rooms 
10120 and 10132 in the OID building* The sweep, including an 
electronic check of telephones within the offices, as well as 
a radio frequency scan, revealed no evidence of tampering with 
respect to the telephones, or the presence of clandestine audio 
transmission equipment. 


Sincerely yours. 


! i 


William &* Bayse 
assistant Director FBI 
technical Services Division 
' _„_ ) : A * 


V. / 


/} 


j* 

i 

ivFOT-R: RhmrP rwapd wa? 

3 conducted bv SA 


1 __ 

— 7Tmrn - 

and 
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b7C 


Exec AD Inv. _ 
Exec AD Adm. 
Exec AD LES _ 
Asst. Dir.: 

Adm. Servs. _ 

Crim. inv._ 

Ident._ 

Intel!. __ 


XtUlUT* 

!(8)‘ 

$ 


1 


Laboratory_ 

Legal Coun._ 

Plan. & Insp._ 

Rec. Mgnt._ 

Tech. Servs._ 

Training 


\ 

:*• 


fcfr&clor_ 


Exett. AD-AgYu, 
Ex£& AD-Inv. 
Exes. AD-LE3 


Public Alls. OH. _ 

Telephone Rm,_ 

Director's Sec'y __ MAIL ROOM 

k 3 3 APR 1 7 m 




Adm. S^fVr, 

C-^lSVA^ 


tcJ^'Vrjfy 


Legal Coyn. _ 
Pten. & insp.. 
Hao, MgnL 
7 \.X Saryo.. 
Trying 


Gif, of Cong. ’ } • 
£ V'Jb'k Mb. 
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April 2, 1981 






MEMORANDUM TO MR. COLWELL 


At aboU‘^S,3:30 p.m. April 1, 1981, I received a call 
from Secretary of Interior Watt. Apparently his Chief of 
Security, Robe st^A♦ sjnoak,. Chief_of__the_ Division of Enforce¬ 
ment _and_Security,Management.^ Department of. the Interior, 
Room 5426, telephone 34*3-8357, has recommended a number of 
sweeping security changes, including guards, Park Service 
participation, automobiles before and after, etc., for the 
protection of the Secretary. , C. ✓ 

The Secretary says that before he relies on all of 
these recommendations he wants to know whether we know if 
the Chief of Security is sufficiently competent for these 
requirements to be respected. 

Is there anything that we have in files or do we 
have any other information which we are in a position to 
furnish to the Secretary in response to his inquiry? 


William II. Webster 
Director 


WHW:aga 



Exee.i 

Exat \AD ^ 
Exec AD LES . 
Asst. Dir.: 

Adra. Sen's__ 

Crim. Inv._ 

Ident._ 

Intell, _ 

Laboratory_ 

Legal Coun._ 

Plan. & Imp,_ 

Rec. Mgnt._ 

Tech. Serv*.__ 

Training_ 

Public Affs. OH. _ 

Telephone Rm,_ 

Director's Sec’y _ 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 01-12-2011 BY €0324 uc baw/sab/lsg 



4 >? 


Date 4/8/81 


To : Mr, Bayse, 


From ^ . Wi t z e 1 

Subject :^5^S^ERMEASURES MATTERS 

j . y C *.* /- f *' ’/ 


On March 26, 1981, personnel from the Electronic 
Analysis Unit conducted a countermeasures sweep at the Sam Rayburn 
Office Building, Room 2172. The countermeasures sweep included an 
electronic check of the telephones, a radio frequency spectrum 
scan and a nondestructive physical search. No evidence of 
tampering with the telephones or the installation of a clandestine 
listening device was found. 

RECOMMENDATION: None. For information only. 


Exec AD Adm,_ 

Exee AD lnv._ 

E,xec AD LES_ 

Asst, Dir.; 

Adm, Sexvs._ 

Crltn, Inv. ____ 
(dent. 

Intel!- 

Laboratory - 

Legal Ccun.__ 

Plan,& Insp._ 

Roc. Mgnt._ 

Tach. Servs,_ 

Training_ 

Off. of Cong. 

& Public Affs_ 

Telephone Bin - 

Director's Sec'y_ 


APPROVED: 

o;reclor„__— 
&X9C. AO-Adm._ 
Exec.AD-Jnv, _ 
fex-EC. At>LES . 


Adm. Serv.. 
C/im. irw u .. 

k^nt. . 

Irtioii- __ 

Laboratory 


Uqs) Conn: _ 

ptsn. &irr?p._ 

Rec. Mgnt._ 

Tech. Servs. iL 
Trading __. 

off. oi tong- 

& Public Afisr, 



I - Director's Office 

Attn: Congressional Affairs Unit 

I - Mr. O'Malley 
1- - Mr. Bayse 
1- - Mr. Witzel 
T - Mr. Hager 

1 - Electronic Analysis Unit 

1 -I n I 
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Mr. Bayse 




Date 4/8/81 




I l*** j, I Exac AD Adm 

Memorandum ^ w ® £:"En 

ALL INFORMAL IOM COM!AIMED W^W Am».DIi.. 

HEREIN IS XnCL&SSIITED . Ad-Sorv,- 

DATE :01-12-2011 BY 60324 uc baw/safc/lsg c r«* 

ld#nt._ 

--j- Intel!_ 

/T®1 Laboratory_ 

To : Mr. Bays e^T Date 4/8/81 

Roc. Mgrit._ 

^" ) Tech. Serve._ 

Fro i^kA^-«itzei Jr'S-— 

^ • & Public Affs._ 

Telephone Rm._ 

Subject r^^UNTERMEASURES MATTERS D^tor-s Sec- y _ 

( C vfctj-y Suf^ i/£'/ 

On Apxil 2, 1981, personnel from the Electronic Analysis 
Unit conducted aS^ountermeasures sweep at the House of Representatives, 
Room H310. The swebpi included a radio frequency spectrum scan, 
an electronic check of the telephones and a nondestructive physical 
search. No evidence of tampering with the telephones or the 
installation of a clandestine listening device was found. 

RECOMMENDATION: None. For information only. 
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1 - Director's Office 
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1 - Mr. Bayse 
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1 - Electronic Analysis Unit 
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Ffl DIRECTOR FBI -thE-mn&l 
TO FBI CHICAGO £LL.-L c m ISUB 'BY j 
ATTENTION: Sa| 


b6 

b7C 


..FBI WASHINGTON FIELD OFFICE 
ATTENTION: SA 
BT 

-UNCLAS 


Q 


1 d 


COUNTERMEASURES TRAINING 

REFERENCE BULET TO CHICAGO’ D’A'TED SEPTEMBER.' IN-,.’ 1474'-. AND 
'-BUTELCALL TO WASHINGTON FIELD OFFICE MAY.' IS-i.' 14611 AND MAY’16 
j -IHfll • 

CHICAGO'S SA 



SA 


AND WASHINGTON FIELD OFFICER- 
HAVE BEEN SCHEDULED TO ATTEND THE INTE$r V 


-AGENCY TRAINING CENTER IITCK SILESIA-.- MARYLAND-, FOR THE 
1 TECHNICAL SECURITY COUNTERMEASURES CTSCMI AGENTS COURSE FROM 

: .June is-,: nai-, to july 24-,. nsi. 

SAS | I and! 


SHOULD COMPLETE AND SUBMIT TO 
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b7C 






_^6K? 


IS! 


5-SD-fil 


ijc: 


1 - ADMI NISTRATIVE SERVICES DIVI SION 
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.1 - MR. BAYSE 
" 1 - MR- bJITZEL 
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PAGE TUO DE H<2 DD42 UNCLAS 

FBIHC! TRAINING FORM -COPTIONAL FORM.' 17DI IMMEDIATELY ■ 

ABOVE AGENTS SHOULD REPORT TO THE ITC BY R:OD A-M. ON THE 
FIRST DAY OF TRAINING AND HAVE APPROPRIATE IDENTIFICATION. 

THERE ARE NO FACILITIES FOR 'SUBSISTENCE OR- LIVING QUARTERS 
AT THE ITC- DUE TO THE ITC'S LOCATION AND LACK OF ANY PUBLIC. 
TRANSPORTATION TO AND FROM' THE ITC, AUTOMOBILE TRANSPORTATION 
MILL BE REQUIRED. 

ANY (2UESTIONS REGARDING ABOVE, CALL SA I 
EXTENSION 57D0, TECHNICAL SERVICES DIVISION.,. FBIHG■ b6 


CO kVOf TV 1-5 


;aos tsiov: tmjs l<kb 


FBI/DOJ 


DO WOT TYPE PAST TW5S UNE 
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DATE 04-12-2011 BY 60324 uc fcaw/saB/lag 


^T E = THE AS0VE TRAINING IS NECESSARY IIJ ORDER THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS (JILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. 

THERE IS HO TUITION INVOLVED AND THE TOTAL COST OF TRAVEL** 
fllEll AND CAR RENTAL IS ESTIMATED AT 04,QD0 FOR CHICAGO’S 

ft I, n Arrr I rU «0D TRANSPORTATION FOR UASHlNGTOfJ 

FIELD OFFICE S SA| |SHOULD HE BE REQUIRED TO USE HIS POA 
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To : Mr. O'Mai 


From : Mr. saysep^ ^ 6)?cu .„ m/ SLLW^S 

■■■■■ m I,,,. . . . . 

Subjecn^COUNTEBMEASURES MATTERS 


Date 6/3/81 


BayseCW^^^, 


Exac AD Adm._ 

Ex«c AD Inv. . 

E*«c AD LES_ 

Asxt. Dlr.j 
Adm. Sorvt. __ 
Crim, Inv. 

Wont, .... 

Intoll_ 

Laboratory_ 

Legal Coun. - — 

Plan. & Imp._ 

Roc. Mgnt._ 

Tech. Servx._ 

Training_ 

Off, of Cong. 

& Public Affi_ 

Telephone Rm._ 

Director’s 5ac‘y_ 


SA 

UniT7 


is made to the telephone call of 

Director’s Office, Congressional Affairs b7C 


PURPOSE : To report the results of a microphone and telephone 

countermeasures sweep of Senator Denton's Office, Room 
5327, Dirksen Building, Washington, D. C. 

DETAILS: On May 21, 1981, personnel of Technical Services Division, 

Engineering Section, conducted a microphone and telephone 
countermeasures sweep of Room 5327, Dirksen Building. The sweep 
included a radio frequency spectrum check, a check of all telephone 
lines and a nondestructive physical search. 

No evidence of electronic eavedropping or tampering with 
the telephones was detected at the time of the sweep. 

The above sw eep was conducted by and 

| Engineering Section, Electronic Analysis Nrrirt. 

RECOMMENDATION: None. For information only. f } 
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Legal Coun, __ 
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Director 
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4 AO? * 

1 - Mr. Bayse^ - 


Mr. D. Jerry Eubino, Director 
Security Program Staff 
Justice Management Division (DOJ) 

William A. Bayse 
Assistant Director FBI 
Technical Services Division 
COtMTEEMEASDHES MATTERS ^ 


" Mr* Witzel 


6/3/81 


b6 

b7C 


S^cu h f ^y -A/X i7 v /J 


Reference is made to your letter of Hay 6, 1981, requesting 
an audio countermeasures security survey* (U) 

On Hay 20, 1931, in response to your request, FBI personnel 
conducted a countermeasures security survey of the Special Security 
Center, Room 6744 and the Judges* Chambers, Hoorn 6725 of the Main 
Justice Building* The security survey consisted of a radio 
frequency spectrum check, a cheek of all telephone lines and a 
physical search. Ho evidence of clandestine listening devices or 
tampering with the telephone lines was found. 


During the survey three telephones in the room next 
to the Special Security Center were checked* examination 
of these telephones determined that two telephones were Western 
Electric 2500 instruments utilizing 270B Automatic Disconnects. 

The purpose of the 270B Automatic Disconnect is to disconnect the 
telephone instrument from the line when the telephone is on hook. 

The same two instruments were also noted to have <3-5 Handsets installed 
which have a push-to-talk button on fcho handset to disconnect the 
handset microphone when the button is released. The G~5 Handset"'ddes 
not, however, provide security to the telephone in that audio is > 
passed by the telephone earpiece when in the off-hook position'oven ' 
when the push-to-talk button is released. The appropriate handset?" 
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The above ; 


it* This natter is being 
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Subject 


Security Survey of Special Security Center | Hay 6, 1981 


William A. Bayse, 

Assistant Director 
Technical Services Division 
Federal Bureau- of Investigation 


D. KJerry Rubino, Director 
Security Programs Staff 
Justice Management Division 


It is requested that the Federal Bureau of Investigation 
conduct a microphone and telephone security survey of the 
Special Security Centei~, Room 6744 and the Judge’s Chambers, 
Room 6725 of the Main Justice Building. 


Please contact 
Programs Staff 
information on 



I Security Specialist, Security 
nagement Division for further 
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1 - Mr. Bayse ** **' 

1 - Mr. Witzel _ 

1 - Mr. Hager 

1 - Rlpntrnnic Analy sis Unit 
1 - I 


Hay 5, 1931 


Honorable Joremah Benton 
United States Senate 
Washington, C* 20510 

Boar Senator Denton; 


*.r* I 





In response to I fc elopUonic request 

on April 2% t 1981, personn el of ray staff oon ehaotod an electronic b6 
s vro&p of your apartment at | ~| b7< 

rue sisroejp, conducted on April 23, 1931, consisted of 
a nondestructive physical checks, a thorough physical ana electronic 
check of all the telephones in tha apartment, as wall as a scan 
of the radio frequency spectrum* Ho evidence of tampering with 
the telephones or the installation of a clandestine listening 
device was found* 

As you are aware Can a tor, an audio countornoueiircr. 
sweep conducted in a place that is not physically secure . 

has no lasting effect*, who sweep is only good for the duration / . , 
of the audio comhormaaourca teams * presence and ceases to ho \ h ■ 
valid upon thair departure* r '' 

I * 

j Sincerely yours. 


' ^ /- « r \ , . * i * V ^ 

William A* Bayso 
Aardotant Director FBI 
technical Services Division 


^rv-v 


i*C 8SAf ’V 1981 


Exec AD Irtv. __ 

Exac AD Adm_ 

Exoe AD LES_ 

Asst. Dir.: 

Adm. Sfrrvs.__ 

Crim. Inv._ 

(dent. _ 

Intell_ 

Laboratory_ 

Legal Coun. _ 

Plan. & insp._ 

Rec.. Mgnt._ 

Tech. Servs._ 

Training_ 

Public Affs. OH. _ 
Telephone Rm. __ 
Director' s.Sec’y_ 


— NOTE: Above ciudio countermeasures sweep was conducted by 


b6 

b7C 



_ MAIL ROOM 


J 

*-P „ in 


Appmvm 

Adm.Serv,_ 

Oirectd'_ 

Crim. Inv,. 

tx-X. AD'Adm,__ icent. ___ 

E*e$. Afrlnv. _ 

inleii. 

Exec. A&tfcS_ 

_ Labcralorv 


legal Coun._ 

Plan. & Insp._ 

FTec. Mgnt. __ 

Tech. S$fV5._ 

Training_ 

Off. Of Cong. 

& Public Affs. 


UUM HU »Q A 

61 Jill i !> 81 




c ! 

V. 


Memorandum 


ML INFORMATION CONTAINED 

I BEREIN 13 WO&SSIFIED 
DUE 04-12-2011 BY 60324 uc baw/s&b/lsg 



Mr. Bayse 
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/ Subject V*/f COUNTERMEASURES MATTERS. ^ 

'Ot ,w y > _ 

Reference Cleveland teletype Sated April 28, 1981. 


Ex«e AD Adm,_ 

Exac AD Inv._ 

Ex^c AD LES_ 

Aikt. (Tie.'. ~> 

Adm. Sam«.*A . 

r Crim. Inv._ 

Idont. 

Intel I. -C. _ 
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Legal Coun._ 

Plan. & Insp,_ 

Roc, Mgnt._ 

Toch. Serve._ 

Training_ 

Off. of Cong. 

& Public Aff*_ 

Tolophono Rm._ 

Director’s S.e’y — 


PURPOSE : To request authority for ET L 

to Youngstown, Ohio, via POA. 


to travel 


DETAILS : The Cleveland Division has received independent information 
from two highly reliable sources that the Youngstown 
Resident Agency (RA) telephone communications are being’ intercepted 
by Youngstown’s organized criminal elements. 

’ ' ' b6 

The Cleveland Division has requested that Technical b7C 
Services Division furnish personnel and equipment to conduct an 
audio countermeasures sweep and a thorough physical check of the 
Youngstown RA. A total of about three days will be required for 
this trip. 


Estimated cost for | | bo travel to Youngstown, 

Ohio,, via POA is $140.00 transportation and $150.00 per diem, / 
total cost approximately $290.00. Air fare to Youngstown, Ohio/ 
$176.00 roundtrip which is more than via POA. I ^0 


RECOMMENDATION: 


That | 

Youngstown, 


Cleveland Division in their request. 


J be authorized to travel to 
no, -via POA to support the 
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2. That if #1 is approved, the attached teletype 
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Subject 

Security Survey of Special Security Ce nter 


Date 


May 6, 1981 



Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


Rubino, Director)! 
Security Programs Staff 
Justice Management Division 


&^ ^ c, LLR j t y S tA, $ VfX ys 

*■ I I t I j , I [ I ~ 1 ^"°***^‘^^*^"* ~ " 1 - 


It is requested that the Federal Bureau of Investigation 
conduct a microphone and telephone security survey of the 
Special Security Center, Room 6744 and the Judge’s Chambers, 
Room 6725 of the Main Justice Building. 


Please contact [ 


Security Specialist, Security 


Programs Staff . Justice Ma nagement Division for further 
information on | | 
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Subject 


Offices 


Security Prograitfs Sj-aff 



June 4, 1981 



William A. Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


D. MJerry Rubino, Director 
Security Programs Staff 
Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct a 
microphone and telephone security survey of the Security Programs 
Staff offices in Room 6525 of the Main Justice Building. 
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Reference is made to the telephone call of SA 
I I Director's Office, Congressional Affairs Unit. 

PURPOSE : To report the results of a countermeasures sweep of 

Congressman Stephen Solarz r s office. Room 1536, Longworth 
Building, Washington, D. C. 



b6 

b7C 


DETAILS : On July 29, 1981, personnel of the Technical Services 

Division, Engineering Section, and of the Washington Field 
Office (WFO) conducted a microphone and telephone countermeasures sweep 
of Congressman Solarz's office. The sweep consisted of a radio 
frequency spectrum check, a check of the telephone and a nondestructive 
physical check. 


No evidence of electronic eavesdropping or tampering whim. r\) 
the telephone was detected at the time of the sweep. 7 ^ u/ 


The above sw ee p was conducted bv [ 
1 SA I _L_c 


Electronic Analysis Unit, and by WFO SA 
RECOMMENDATION : None. For information only. 
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- Mr. Bayse 
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Ilr* D* Jerry Eubino, Director 

Security Programs Staff 7/8/81 

Justice Management Division 

Mlliom A* Bayse 
Assistant Director FBI 

Technical Services Division federal GQVMMg 

- SECURITY SURVEY, 


Reference, is made to your memorandum of June 4 f 1981, 
requesting a security survey of the security programs staff 
offices in Room 6525 of the Main Justice Building* 

On June 9 f 1981, employees of the Federal Bureau of 
Investigation ^ conducted a countermeasures sweep of Room 5325 of 
the Main Justice Building* The sweep included a radio frequency 
spectrum check ? a chock of all telephones f telephone lines, and 
a nondestructive physical search* 

ZTo evidence of electronic eavesdropping or tampering 
with the telephones was detected at the time of the sweep* 
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July 8, 1981 


fir# William II# Randolph 
Director 

Office of investigations 
and security 
United States Department 
of Commerce 

Washington, D* C. 20230 
Dear fir# Randolph: 






/*» 



Reference is muds to your letter dated June 3, 1981 , 
requesting an electronic countermeasures sweep of the Secretary 
of Commerce office, rooms 5038 through 5856 in the Elain Commerce 
Building- 


On June 16, 1931, personnel of the FBI's Technical 
Services Division conducted an electronic sweep of the office 
of tho Secretary of Commerce as requested, 

The sweep included a radio frequency spectrum check, 
a chock of all telephones, telephone lines, and a nondestructive 
physical search# SIo evidence of clandestine listening devices 
or tampering with the telephones or telephone lines was found. 




Sincerely yours. 


C T 
< > 

o 




Hi 




William A* Bayse 
Assistant Director FBI 
Technical Services Division 
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- Reference is made to the telephone call of SA 

Director's Office, Congressional Affairs Unit. 

PURPOSE : To -report the results of a microphone and telephone 
countermeasures sweep of Senator Denton’s Office, 
Room 5327, Dirksen Building, Washington, D. C. 


b6 

b7C 


DETAILS : On July 28, 1981, personnel of Technical Services Division, 

Engineering Section, conducted a microphone and telephone 
countermeasures "sweep of Room 5327, Dirk sen Building. The sweep 
included a radio^^fre^uency spectrum checkT^Tc^h'eck of all telephone 
lines and a nondestructive physical search. 

No evidence of electronic eavesdropping or tampering with 
the telephones was detected at the time of the sweep. 


and 1_ 
Unit. 


was conducted by |_| 

|Engineering Section, Electronic Analysis 


RECOMMENDATION; None. For information only. 
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Mr. Reveil 


Mr. Bayse 


Date 7/24/8I 


Exae AD Adm. 
Exae AD Inv.. 
Exoc AD LES. 

DTr.s J 
Adm. ServslS 


. Subjecg^oUNTERMEASURES MATTERS 

PURPOSE : To report the results of a countermeasures sweep of the 

Attorney General's (AG's), Suite #810, Jefferson Hotel, 
Washington, D. C. 


Laboratory . 

Legal Coun._ 

Plan. & Imp._ 

Ree. Mgnt._ 

Tech, Servt. ___ 

Training_ 

Off, of Cong, 

& Public Affs_ 

Telephone Rm._ 
Director'* Sec'y_ 


DETAILS : At the request of the Administrative Services Division, 

personnel of the Technical Services Division, Engineering 
Section, conducted a countermeasures sweep of the AG's Suite #810, 

* Jefferson Hotel, Washington, D. C., on July 6, 1981. The sweep 
included a radio frequency spectrum check, a check of all telephone 
lines and a nondestructive physical search. 


No evidence of electronic eavesdropping or tampering with 
the telephones was detected at the time of the sweep. 
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Want._ 
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Mr. Young? 


From : w. a. Bayse 


Subject 


Date 9/2/81 
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Laboratory_ 

Legol Coun._ 

Plan.& Intp._ 

Roc, Mgnt, - . 
Tech, Servt. 

Training_ 

OIL of Cong, 

& Public Affs_ 

Tetophono Rm._ 

Director's Soc'y _ 


COUNTERMEASURES MATTERS 
\ sj 

Se.tu&i4v Survey ■ 

PURPOSE : To propose the establishment of guidelines for counter* 

measures surveys requested by the Congressional Affairs 
Unit (CAU) to be conducted in offices on Capitol Hill. 

DETAILS : The Technical Services Division (TSD) , Engineering Section, 

Electronic Analysis Unit (EAU), has been requested on a 
regular basis by the CAU to conduct countermeasures sweeps at offices 
of Senators, Congressmen, and at both House and Senate hearing rooms. 
The sweeps are conducted prior to a scheduled closed hearing' or a 
briefing given by the Director or any other Bureau official.. 



Countermeasures sweeps conducted by TSD, EAU, personnel 
consist of a scan of the radio .frequency spectrum, a check of the 
telephones in the office, a check of the telephone lines, and a 
nondestructive physical search. The radio frequency spectrum check 
take approximately two hours to conduct. The check of the telephones 
and telephone lines will consist of disassembling telephones to check 
for any modifications made on the telephones, which would allow audio 
information to leave the room or office. The telephone lines are 
checked to insure that no audio is present when the telephone is not 
being used and to check for microphones on the lines. In doing the 
nondestructive physical search, all walls, ceilings, and floors are 
checked for any evidence that might indicate the presence of a 
clandestine listening device. Wall mounted items, including mirrors, 
picture frames, and plaques are checked visually and electronically 
for’a transmitting device or microphones. The furniture in the room 
or office is checked in the same manner. 








Memorandum to Mr. Young 
RE: COUNTERMEASURES MATTERS 


The length of time it takes to conduct a countermeasures 
sweep depends largely on the size of the space to be checked and the 
number of personnel conducting the sweep. No less th^n two^hours 
should be budgeted for a thorough check of the space 

Even if there is no evidence of electronic eavesdropping 
at the time of the countermeasures sweep,,, it does not preclude ^ 
the possibility of electronic eavesdropping in the future. 

The EAU countermeasures team will carry with them about 
four pieces of equipment? most of it will be in Samsonite attache 
cases and in Halliburton cases. 


TSD personnel have in the past experienced being 
questioned regarding their presence in offices and/or hearing 
rooms and also regarding equipment being used in conducting 
countermeasures sweeps. This, of course, ,is disadvantageous 
to. the countermeasures sweep team as it would alert the adversary 
should the room or office be compromised in any manner. This 
would also make it harder to find transmitting devices, since 
some can be switched off remotely. 

RECOMMENDATION : 1. It is being recommended that upon receipt of a 

request for a countermeasures sweep to be con¬ 
ducted at Capitol Hill offices or hearing rooms, the CAU discreetly 
advise appropriate personnel at the place where the sweep is to be 
conducted of the following: 

A. The number and names of TSD personnel conducting the 
sweep (names will be provided to CAU by TSD’s EAU). 

B. That TSD personnel will have with them about four pieces 
of electronic equipment. 

C. Request that no questions be asked of the counter¬ 
measures sweep team regarding the team’s presence, the equipment, 
or Its function until after the conclusion of the sweep. 

D. That telephones in the hearing rooms and/or offices 
to be checked will be disassembled and inspected. Telephone lines 
will be checked also. 

APPROVED: Adm.Ssr;s.___ Lsoc.story—--—— 

Crim. Inv._ u - c ' r ‘ Co ^‘- rj — 

Cff e" Cong. (J 

Dirsc } or_ A?f3._\_ 

Exec. AtWxir.._Mont.- \ ?0 . Mstrt- . s .1 

Exsc. AD-Irtv. _ inspection . I Tech. Servs .JfiMjLffJll 

_ o _ r-_ Asvi no intall. fll i/f _ Training- ——*— • 











/ 


E, That a nondestructive physical search will be conducted 
of the space and that unavoidably some disruption of the office routine 
will occur but to the extent possible the office should carry on with 
normal business so as not to unduly indicate the presence of the 
sweep team. 


F. The fact that no evidence of electronic eavesdropping 
is detected at the time of the countermeasures sweep does not 
preclude the possibility of electronic eavesdropping in the future. 


G. That at the conclusion of the sweep, an effort will 
be made to answer questions/they might have pertaininq to the 
countermeasures sweep. 



"rrnuvtu; 

Director 

Exec. AO’Adm.^ 
Exec.AD’Inv. 
Exec. AD-LES 


Grim. (nv. 

(dent._ 

Inspects 
Inletl. 



i.ega! Conn. __ 
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Rec. Mgnt. __ 
Tech. Servs._j 
Trafnfng__ 
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COUNTERMEASURES MATTERS 

REFERENCE BUTELCALL SEPTEMBER H, lHfll. TU> 

THE TECHNICAL SERVICES DIVISION -CTSDI HAS RECEIVED FROM 
THE DIRECTOR-, OFFICE OF INVESTIGATIONS AND SECURITY-, U.S. 
DEPARTMENT OF COMMERCE {DOC} WASHINGTON-, D.C. REQUESTS FOR 
COUNTERMEASURES {CM} SWEEPS TO BE CONDUCTED IN NEW YORK 
CITY, NEW YORK AT TWO SEPARATE LOCATIONS. ONE IS AT ROOM 37B&, 
FEDERAL OFFICE BUILDING, 5b FEDERAL PLAZA AND THE OTHER AT 
ROOM MS, HANGER NUMBER 11, JFK INTERNATIONAL AIRPORT- 

MR. WILLIAM CARNEY, OFFICIAL AGENT IN CHARGE, NEW YORK 

AREA, TELEPHONE NUMBER BbM-13b5 IS TO BE DISCRETELY CON¬ 
TACTED REGARDING THE CM SWEEPS. 


'H/ll/fll J.B03SH I SSB3 
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NEW YOR^XS REQUESTED TO CONDUCT ABOVE CPI SWEEPS AT THE 
EARLIEST TINE POSSIBLE AND ADVISE TSD OF OUTCOME OF THE SWEEPS - 
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NOTES THE DEPARTMENT OF COMMERCE THROUGH DIVISION Si LIAISON 
UNIT HAS RENUESTED THAT COUNTERMEASURES SUEEPS BE CONDUCTED AT 
THEIR HEADQUARTERS AND AT TUO OF THEIR LOCATIONS IN NEU YORK CITY* 
*UEU YORK HAS BEEN ADVISED TELEPHOHICALLY OF THE REQUESTS. 
DISCUSSIONS IiJ THE OFFICES TO BE SUEPT CONCERNS NATIONAL 


SECURITY INFORMATION PROVIDED TO THE DEPARTMENT OF COMMERCE 


BY NATIONAL FOREIGN INTELLIGENCE BOARD INFIBI AGENCIES. 
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W. A. Bayse 
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Subject : COUNTERMEASURES MATTERS $ 
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Exec AD Inv._<* 

Exac AD LES_' 
As at. Dir.: 

Adm. Sarvt._ 

Crlm. tnv,_ 

Ident._ 

Intali_^ 
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Legal Coun._ 

Plan.& Inp._ 

Roc. Mgnt._ 

Tech, Serve._ 

Training_ 

Off. of Cong. 

& Public Affs_ 

Tela phono Rro, „ 
Director** Soc'y _ 





Reference is made to the telephone call of SA 
Director's Office, Congressional. Affairs Unit. 

PURPOSE ; To report the results of a countermeasures sweep of bh 

Congressman Bill McCollum's Office.,. Room. 1313, Eongworth b7C 
House Office Building, Washington, D. C. 

DETAILS : On September 9, 1981, personnel of the Technical Services 
Division, Engineering Section, conducted a countermeasures 
sweep of Room 1313, Longworth House Office Building. The sweep 
included a radio frequency spectrum check, a check of all telephones 
and a nondestructive physical check. 

No .evidence of electronic eavesdropping or tampering with 
the telephones was detected at the time of the sweep. 

_ The above sweep was conducted by and 

SA _ Engineering Section, Electronic Analysis Unit. 

RECOMMENDATION : None. For information only. 


1 - Mr. O'Malley 
1 - Mr. Young 
Attn: P 
1 - Mr. bayse 
1 - Mr. Witzel 
1 t Mr^ Killion 

i i - 
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Mr* D* Jerry Rubino, Director 
Security Programs Staff 
Justice Management Division 
William A. Bayse 
Assistant Director FBI 
^chnical Services Division 
'TOUMTBRMBASURBS OTTERS 


1 - Mr. Bayse 
* '* ^*1 - Mr. Witzel 
1 - Mr* Killioh 

1 J — 




9/25/81 


,f 7TT*'RAIi 


. Reference is made to your memorandum dated August 6, 1981, 
requesting a microphone and telephon^security surveys 

v ... . i -i . . 

On September 23* 1931- in response to your request, FBI 
personnel an q of your office, conducted a 

countermeasures security survey at the requested location♦ The 
security survey consisted of a radio frequency check, a check 
of the telephones, telephone lines and a nondestructive physical 
search« 

Jo evidence of any tampering with the telephones, 
telephone lines or of electronic eavesdropping was detected at 4±te ^ 
time of the sweep. < ’,/ 

. v " J/ . 

C'- 


NOTE: The above sweep w. 
D e a. 1 

hy I l and 

fpcjn^ tfojp Department of Ji 
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Department of Justice, security Proglams' 
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FM NEW YORK CSO-l) 
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4 V J 7#/. 
'£crjfl W 
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I ts< «<t»ry 
/ ‘WO*,, ' 
/ >%t. ' 

/ JV 

f i ^k- A „/ 


/pO DIRECTOR ROUTINE 
I/ BT 


COUNTERMEASURES MATTERS 


Sj? c.uuRny SU-RvuyS /•; <...,... ' 


REBUTELETYPE TO NEW YORK, DATED SEPTEMBER 21, 1981 AND 
BUREAU TELEPHONE CALL TO NEW YORK ON SEPTEMBER 9, 1981. 

THE TWO (2) LOCATIONS NOTED IN RE TELETYPE MERE SWEPT, 
AND FOUND TO BE FREE, AT THE TIME, OF ANY EAVESDROPPING 



DEVICES. 


Av&bUHurri nu - /y 


ROOM 3720, 2S FEDERAL PLAZA, MANHATTAN, NEW YORK, VASE OCT 28 D3t 
swept on September 22 , i98i while room 42 , hanger 11 was —— , * - 

SWEPT ON SEPTEMBER 29, 1981. V 

A DETAILED REPORT CONCERNING THE SWEEPS WILL FOLLOW. 
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Date 


10/21/81 


L«gal Court. _ 
Plan.& Imp,. 

Roc. Mgnr._ 

T«eh. Sorv*._ 
Tfglnlng . 
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Off. of Cong. 

& Public Aff*._ 

Telephone Rm._ 

Director'* S«c’y_ 


Reference is made to. the .telephone call of SA Larry Rissler, 
Director's Office, Congressional Affairs Unit. 


PURPOSE : To report the results of a countermeasures sweep' of room 
2200, Sam Rayburn Building,, .Washington, ;D. ;C, 

DETAILS : On October 6, 1981, personnel of the Technical Services 

Division, Engineering Section, conducted a countermeasures 
sweep of room 2200, Sam Rayburn Building. Tile sweep consisted of a 
radio frequency spectrum check, a check of .the telephone and a 
nondestructive physical check. 


No evidence of electronic eavesdropping or tampering with 
the telephones was. detected at the time of the sweep. 



j Above sweep was conducted b^ 


and 
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RECOMMENDATION : None. For information only. b7C 



FBI/ DO J 










ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 01-12-2011 BY 60324 uc baw/sab/lsg 


6,8- fjaoZ'/a&x 

CHANGED TO 

g)-ws- 


MAY 3 1984 

_ 


FBl/OOJ 






f * 


MX INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 01-12-2011 BY 60324 uc baw/sab/lsg 


1 - Mr. 0 'Mallei 
Attn: I 

1 - Mr. Bayse 
1 - Mr. Witzel 
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October 21, 1381 b7C 
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MEKaSGDV^HB 311 

Mr. William H« Randolph 
Director 

Office of Investigations and Security 
United states Department of Commerce 
Washington, D* C, 20230 

Dear Mr # Randolph: \S£~£ LMH I ^ ^ 

Reference is made to your letter dated August 24, 1081* 

In response to your request, on September 9, 1081, FBI 
personnel of the Technical Services Division conducted a counter^ 
measures sweep of rooms 2631, 2635, and 2639 in the Main Commerce 
Building, 14th and Constitution Avenue, Northwest, Washington, D. C. 

FBI personnel from the Dew York Division conducted a ^ 
countermeasures sweep in room 3720, 26 Federal Blaza, New York / 
City, New York and room 42, Hanger 11, j.£,K* International /, . , 
Airport, Jamaica, New York, on September 22 and 29, 1901* .♦ / rt. 
respectively, o " 

Each countermeasures sweep consisted of a check of the 
radio frequency spectrum, a check of the telephones and telephone 
“lines and a nondestructive physical check of the areas inspected, 


:*i c 


S No evidence of electronic eavesdropping or tampering 

jtfith the telephones was detected at the time of the sweep. 


Sincerely yours 

is 


w.iJ »yi 

Exec AD Inv,_ ( 8 ) 

Exoc AD Adm,_ 
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Adm. Servs_I 
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William A* Bayse 
Assistant Director FBI 
Technical Services Division 


The sweep at th e Main Commerce Buil ding was conducted by 

|SA| Engineering Section, and 


T\ 


Laooraiory_ ^ 
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Rec. Mgnt. j 1 

Tech. Servs._ \ * I 
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JJircctor’s Sec\ _ MAIL ROOM C2f 
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York sweep was conducted by SA 
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Date 



Subject ^COUNTERMEASURES matters 



Lagal Coun. , 
Off. Cong. & 
Public Affs. 
Roc. Mgnt. _ 
Tech. Sorvs. 
Training_ 


Telephone Rm. _ 
D Irector's Soc'y . 


- ( -Rof or^npe is. made to. the telephone call of Unit Chief 

I I Director's Office, Congressional Affairs. Unit, 

1/001 ‘ b6 

b7C 


on December 7, 1981. 
PURPOSE: 


To report the results of a countermeasures sweep-of 
Room S116, Capitol Builidng, Washington, D.C. 


DETAILS: On December 7, 1981, SA 


of the Technical 
conducted a 

The sweep 


Services Division, Engineering Section, 
countermeasures' sweep of Room S’116, Capitol Building, 
consisted of a .cursory physical check and a contemporaneous 
monitoring of the frequency spectrum. The monitoring was con¬ 
ducted from- 4:10 p.m. until the termination of the briefing at 
5.:50 p.m. 

.Due to the limited amount of notice- to conduct the 
countermeasures' sweep, the telephones in Room S116 were not 
checked. 

No. evidence of electronic, eavesdropping was dete 
the time of. the' sweep. 

RECOMMENDATION: None. For information only. 
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To : Mr, O'Malb 


^1® 


From : Mr. BayseU^uv 

Subject : COUNTERMEASURES- MATTERS 


If ' 


Date 11/25/81 


ScContfy £ 


*vs 


Excc AD Adm._ 

Ekoc AD Iiw,_ 

Exec AD LE5 _ 
Aist.. D?r.: 

Adm. Sorvs. _ 

Crim, Jnv._ 

Idant._ 

Insp. _ 

Intell. _ 

Lab._ 

Legal Court. _ 
Off. Cong. & 
Public Affs. _ 

Roe. Mgnt._ 

Tech. Serve. _ 

Training _ 

Telephone Rm, _ 
Director's Sec’y . 


-Reference is -made to the telephone call of. SA | | 

" | Director's Office,' Congressional Affairs Unit, on 

November 13, 1981. 

PURPOSE : To report the results of a countermeasures sweep of room 

B-36.0, Sam Rayburn Building, Washington, D. C. 

DETAILS : On November 23, 1981,. personnel of the Technical Services 

Division, Engineering Section, conducted a countermeasures 
sweep of room B-360, Sam Rayburn Building. The sweep consisted of 
a radio frequency spectrum check,' a check of the telephone, telephone 
lines', and a nondestructive physical check. 

No evidence of electronic eavesdropping or tampering with 
the telephone was. detected at the time of the sweep. 

Thfi countermea sures sweep was conducted by ET 

and SA 

RKCOMMENDA'TTON':None.' ' For info'rmation only. 
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1 - Director's Office 

Attn: Congressional Affairs 'Unit 
1 - Mr. O'Malley 
1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mif^ Killion 
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Technical Services Division Justice Management Division 

Federal Bureau of Investigation 

It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the Offices of the 
Assistant Attorney General, Criminal Division, and Deputy Assist¬ 
ant Attorneys General, Criminal Division, in Rooms 2107 and 2113 
of the Main Justice Building. 

Please contact F I Security Specialist, Security 

Programs Staff, Just ice Management Division, for further infor¬ 
mation on 

& 
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1 - Mr. Bayse 
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Mr* Jar-os R* Richards 
Inspector General 
Department; of Energy 
Peon. 

1000 Independence Avenue 
Washington* D* c* 20580 

Attention; Mr* Pochard Shaw 

Dear Mir. Richards; 


L> 

r~ - 


/ / 
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Refere nce is nade to the telephone call of special Agent 


] to Mr* Richard Bhm off your office on December 2, 1981* 


E x «c AD Inv 

Exoe AD Adm,_ 

Ex«e AD LES 
Asst. Dir.: 

Adm. Servj., 

Crim, Inv. 

Id«nl. 

Intel!_ 

Laboratory_ 

Legal Cotin. _ 

Plan. & Injp_ 

Ret. Mgnt,_ 

Tecft. Servs._ 

Training ___ 

Public Alls. OH. 


In response to a request by the Assistant United States 
Attorney*. ¥akina* Washington, on reverter 9 and X0* 1381* personnel 
of the FBI*s Technical Services Division* conducted a countermeasures 
sweep of the office space of Resident Investigators Robert D. 
HcCutcheon and Donald G, Farmer* located in the Federal Building* 
Kichland* Washington. The countermeasures sweep consisted of a cheek 
of the radio frequency spectrum* a check of the telephones* telephone 
lines* all telephone line appearances within the Federal Building y 
and a nondestructive physical check* During the nondestructive , ' ^ 

physical check* all ceiling tiles around the perimeter of the office^ 
space were lifted in search of microphones or other listening devices 
and all power line junction boros were examined* 

tio evidence of electronic eavesdropping or tampering with 
the telephones was noted at the tiro- of the sweep. 

______ investigator Farmer of your Richland Office wes verbally 

notified of the outcome of the countermeasures sweep*. *yv q o 

fincep?ly yours* 

/ ^ \ / 

} * 

William A* 

Assistant Director* FBI 
Technical Forvices Division 
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Date: January 21, 1982 

To: Mr, D. Jerry Rubino, Director 

Security Programs Staff 
Justice Management Division 

From: William A. Bayse 

Assistant Director FBI 
Technical Services Division 


Subject;^ COUNTERMEASURES MATTERS 

-• X!/_9Jr.. S----Vi: 

Reference is made to your memorandum dated December 29, 
1981, requesting a security survey of the Offices o^ the 
Assistant Attorney General, Criminals Division, rooms 2107 and 
2113 of the main Justice Building. 

On January 18, 1982, personnel from the Technical 
Services Division conducted a countermeasures sweep o^ rooms 
2107 and 2113 of the main Justice Building. The sweep included 
a radio frequency spectrum check, a check of all the 4^-lephpnes, 
telephone lines and a nondestructive physical search. 

No evidence of electronic eavesdropping or tampering 
with the telephones was detected at the time of the sweep, (NV^. 


of vour office assisted in the 


countermeasures sweep. 


™<\y 

( il- 


Exec AD Inv. _ 

Exec AD Adm. __ 

Exec AD LES __ , 

Asst. Dir.: 1 

Adm. Servs._ 

--NOTE : 

Ideni._ J 
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Tech, Servs._ 

Training_ 

Public Affs. Off. 
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IJ To :Mr. Bayse A? 


Exec AD Adm. . 

Exec AD Inv. _ 

Exec AD. LES — 
Asst. Dir.: 

A’drS. Servs. _ 
Crlm. Inv. 

Idont._ 

Ir 5 p. _ 


Date 1/15/82 


Intell. 
Lab. _ 



rom :R. W. Witzel CL ' / / , , . ,, 

C / . / //■- 

\ srf^fcoUNTERMEASURES HATTERS 



Legal Court. _ 
Off. Cong. & 
Public Affs. _ 

Rec. Mgnt. _ 

Tech. Servs, _ 

Training _ 

Telephone Rm. _ 
Director's Sec’y . 


Reference Louisville Teletype dated December 23, 1981. 


PURPOSE: To request authorization for[ 


] 


to 

travel to the Louisville Division to conduct counter¬ 
measures sweeps and provide countermeasures training to 
Louisville technically-trained agents. 


b6 

b7C 


DETAILS : The Louisville Division has requested that the Technical 

Services Division (TSD), Engineering Section (ES), 
provide personnel and equipment to conduct countermeasures 
sweeps in the 1 Louisville Division. The Louisville Special 
Agent in Charge (SAC) has received requests from two (2) newl 
appointed United States Attorneys for countermeasures sweeps 
their respective offices located in Louisville and in 
Lexington, Kentucky. 

The Louisville Division also requested that counte 
measures sweeps be conducted of the office space in a commercial 
building in Lexington which is occupied jointly with the IRS 
and Departmental Attorneys investigating political corruption. 

The Louisville Division does not have the trained personnel 
or the equipment to conduct an appropriate countermeasures sweep 



to assist 


SA 



FETHQ 


Chicago Division should be available 
in support of Louisville’s request.. 


It is anticipated that a five (5) day trip will be 
required to support this request. The approximate cost to be b 7 £ 
incurred for above trip to the Louisville Division is $252.00 
for transportation and $250.00 per diem, totaling/$5Q2.00^ 

' - o 7 


Enclosure 

1 - Mr. Bayse 

Att: Mr. Witzel 
Attr Mr_Killion 
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■A * 
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SB JAN 29 1982. |] 
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ET: tJee, 

(3) K -‘ 




FEB 121982 





• I 


Memorandum to Mr. Bayse from R. W. Witzel 
Re: COUNTERMEASURES MATTERS 

b6 

RECOMMENDATIONS : 1) That ! 1 be authorized to travel' to b7C 

Louisville, Kentucky, in suppport of 
Louisville's request for FBIHQ technical assistance and equipment. 

APPROVED: /'t-’-vr. _ laboratory , T ^. 

legal Coun.__ 

' Off. of Gong. 

Director a Public rtfs , 

Era. r ___ FUc. R 

. • u ___ Tech. 

_ Triinii'o__ 

2) Ttiat the attachecTteletype be senjt. 


APPROVED: A£)m. 8srvs. 

. Crim. Inv. _ 

Director _______ 

Exco. AD-AcVn._IcJsnt._ 

Exec. /Wnv._!n3peeticn_ 

Exec. /.D L£3_Intel!._ 
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CHANGED TO 

sn-gds- /S<- 


MAY 31984 



FBt/DOJ 



Subject 


Date 


Security Survey of Special Security Center 


February 18, 1982 


William A. Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


T5. ^fferry Rubino, Director 
Security Programs Staff 
Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and^teleph one^s ecurity survevjof the Special Security 
Center, Room 6744 of the Ham Justice Building. 


Please contact| 
Program s Staff 
tion onl 


I securitv Specialist, Security 
stice Management Division, for further inforiua- 

iJf«t>. 


a 4 
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Subject 


Date 


\k 


curi.ty Survey of fudge’s chambers. 


February 4, 1982 


To 

William A. Bayse 

Assistant Director 

Technical Services. Division, FBI 


Director 
Security Programs Staff 
Justice Management Division 



It is requested that the Federal Bureau of Investigation conduct 
a microphone and teleph one secu rity survey of^Jja doe... Xoni-s^-Fr 
Oberdorter-ls^Cnainr)ers~Tn 'Room^XtB i^f^heuTs. District Court¬ 
house at 3rd and Constitution Avenue, N.W. in Washington, D.C. 

Please contact I I Security Specialist, Security 
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Ex«c AP Adm. 
Exec AD Inv, . 
Exec AD LES . 
Axst. Dir.: 
Adm. Servs, 

Crtm. fnv._ 

Ident._ 

Irisp. _ 



To : Mr. Bays© 


From :R. W. Witzel 


Date 3/8/82 


QSCLASSIFIGAIIGN AUTHORITY DERIVED FROM: 
FBI AOTOH&.TIC CLASSIFICATION GUIDE 
DATS 04-12-2011 



Into II. 
Lob. _ 


Subject : COUNTERMEASURES MATTERS ^ 

Secvftjjtl T~t/j 

REFERENCE :■ Norfolk airtel dated February 10, 1982. (U) 

PURPOSE ; To request_authorization for i 

and SA J I to travel to Williamsburg, 

U|. Virginia, to conduct a countermeasures sweep and a cont'^m- 


Logal Coun. _ 
Off. Cong, 8> 
Public Affs. _ 

Roc. Mgnl._ 

Tech. Servs. _ 

Training _ 

Tolophono Rm. _ 
Director’s Sec’y . 


poraneous monitoring of the SAC’s Annual Conference. 

DETAILS : The Norfolk Division has requested that 

Technical Services Division personnel provide 
technical assistance in conducting a countermeasures 
sweep during the SAC’s Annual Conference at Williamsburg, 
Virginia. The Norfolk Division does not have the technical 
equipment or trained personnel to. conduct the countermeasures 
sweep and. to do a contemporaneous monitoring of the radio 
frequency spectrum during the conference.' The duration of 
the conference is from noon Sunday. Ma rch 14. through n oon 
Wednesday, March 17, 1982.! T ^ I and SA I v I wU 

le^ve Williamsburg in the morning of March 17, 1982.. 

The estimated cost, for this trip is $320,00 per 
diem and $100.00 for transportation for both persons; 
totaling $420.00. (U) 


b6 

b7C 



RECOMMENDATIONS-: 1. 


That the trip to Williamsburg . Virginia, 
be. ’authorized for | I s 

SA I I (U)APPROVED: 


and 


Adm. Servs. 
Crtm. Inv. 


Directo' 


Enclosure 
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1 - Mr. Killion 
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Memorandum to Mr. Bayse 
RE: COUNTERMEASURES MATTERS 


2. If Recommendation Number One is approved, 
that the attached letter be sent. (U) 
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/ Adm. Serve._ 
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Legal Coiin. 

Director 
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Date: March 25, 1982 

To: George G. Kundahl 

Executive Director 
Securities and Exchange Commission 
500 Morth Capitol Street 
Washington* D*C, 20549 

Prom; William A* Bayse 

Assistant Director FBI 
Technical Services Division 


pnXERAL SrVEfiSSOTa 


Subject; COUNTERMEASURES MATTERS 

C* 

C.o v ■ / •/ ^Ul\ 

Reference is made to your letter dated 
February 25* 1982* requesting a technical survey of the 
offices of Chairman John Shad and four commissioners. 

On March 4* 1982* personnel from the Technical 
Services Division conducted a countermeasures survey of 
Chairman Shades office* the offices of the four commissioners 
and the office of the Director of Enforcement. The survey 

included a radio frequency spectrum check* a check of all __ 

telephones, telephone lines and a nondestructive physical 
search. xZ-^ 

Wo evidence of electronic eavesdropping or tampering 
with the telephones was detected at the time of the survey. 

However* it was noted that the sliding glass doors on the 
Commission Meeting Room could not be locked. The technical 
and physical security of the Commission Meeting Room would be 
improved by locking the sliding glass doors to prevent access 
by unauthorized personnel. It is suggested that a bar be used 
►to secure the doors. > M 

6 A - 7 730?- 

NOTE: The above survey was conducted bvl I * * * 


r,.v.b6 

b7C 



{ Exqc AD Inv._ 

Exec AD LES_ 

Asst. Dir.: 

Adm. Servs__ 

Crim. Inv._ 

I dent,__ 

Intcli, ...... 

Loborotory - 

Lego! Coon,_ 

Plan. & Insp. ___ 

Rec. Mgnt._ 

Tech, Servs._ 

Troining_ 

Public Affs. OfF. _ 

Telephone _ 

Director'«ec'| _J 
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££PER&1 SOTBEWfiE^P 



Mr. d* Jerry Rubino, Director 
Security Programs Staff 
Justice Management Division 

William A. Bayse 
Assistant Director FBI 
Technical Services Division 

COOKTERMEASORES MATTERS 


March 25, 1982 


Ref erence is made to your memorandum JZp.ted 
February 18, 1982, requesting a microphone and ;£elephone 
security survey gof the Special Security Center,^RoomT?T4^ 
‘"^bf^tiie Main Justice Building. 

In response to your request, on March 3, 1982, 
personnel from the Technical Services Division conducted a 
security survey of the Special Security Center, Room 6744 of 
the Main Justice Building. The security survey consisted of 
a radio frequency spectrum check, a nondestructive physical 
check and a check of the telephone located in the secured 
room adjacent to the Special Security Room. 

The security survey did not reveal any evidence of 
electronic eavesdropping or of tampering with the telephone. 
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NOTE: Above sweep was conducted by 
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Engineering Section. 
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Mr. 0’Mall 


Mr. Bayse 


3/30/82 


Subject: COUNTERMEASURES MATTERS 


Exec AD Ad m._ 
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Asst. Dir.; 
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Insp._ 
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Training _ 
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Director's Sec'y . 




£ U.HVGI/S , 

*• -O —.Vi. .?/ 


REFERENCE : Telephone call of SA|_ I &< /( 

Director's Office, Congressional Affairs 
Unit, on February 9, 1982. 

PURPOSE : To report the results of a countermeasures survey 
of Room 357, Russell Building, Washington, D.C. 

DETAILS : On February 11, 1982, personnel of the Technical 

Services Division, Engineering Section, conducted 
a countermeasures survey of Room 357, Russell Building, 
Washington, D.C. The survey consisted of a nondestructive 
physical search, a check of the telephones, telephone lines 
and a radio frequency spectrum check. 

No evidence of any eavesdropping was detected at 
the time of the -survey. ^ 

Above su rvey was conducted by I 1 

and I l both Electronic Analysis Unit. / y ?v 


RECOMMENDATION: None. For information only.. 
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1 - Director 1 s Office fj 1 

Attention: Congressional Affairs Unit. 

1 - Mr. O'Malley ^ J0 

1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Killion 
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fyS- 


KXO001 0601448Z 

RR HQ / 

DE KX / 

R 011448Z MAR 82/ 

FM KNOXVILLE/ui6-752> <P) 


RECEIVED 

teletype Unit 

2M 15 SI ? 

EgDLfiAL BURIAU 
OF INVESTIHATlQN 


TO DIRECTOR ROUTINE 


UNCU 


CUR 


E F T 0 


ity 2 


u. a v/r </s 


AO-Adfn\ 
i&sc, AO*nv_ 


I Asst. 0lr.: 
i .Vm.Snrvj. 

Com. in*. _ 
• Wstiu-_ 

I I inspection _ 

Intefl._ 

Isfeoratoiy _ 
Legal C«jn.„ 
Res. iVtaiu, _ 
Tech. Ssrvs. ^ 

Training_ 

Off. oi {long. 

| & Public Affs.. 
Telephone Rnn. . 
Oirector’s^ficV - 


ATTENTION: TECHNICAL SERVICES DIVISION 


TECHNICAL MATTERS; COUNTERMEASURES 

I u. s. attorney | 


eastern district of 


. b6 
K b7C 


TENNESSEE, KNOXVILLE, (A FORMER FBI SPECIAL AGENT) HAS RECENTLY 

taken office and is aggressively pursuing several sensitive 

INVESTIGATIONS WITH THIS OFFICE. AS A RESULT OF THESE SENSITIVE 

----j — .-- ^ 73<0 

INVESTIGATIONS, USA |_| has REQUESTED THE FBI TO CONDUCT i 


HAS REQUESTED THE FBI TO CONDUCT 'A 




SURVEY OF HIS OFFICE AND TELEPHONE LINES TO DETERMINE IF A NY gg MAR 19 igg 2 


LISTENING DEVICES HAVE BEEN INSTALLED IN HIS OFFICE. iigm, 

KNOXVILLE CONCURS IN THIS REQUEST BUT DOES NOT HAVE TRAINED 




PERSONNEL OR EQUIPMENT TO CONDUCT THE SURVEY. 
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t A b7C 


& 


■ 0^1 



\y /{ i/t 

V' AAf'' 

W. AtiCb 




71 APR 2 2 1982 




C 1 ' 

,cn ‘ 




PAGE TWO KX 66-752 UNCUS E F T 0 

IT IS REQUESTED THAT FBI HQ CONDUCT THE COUNTERMEASURE 
SURVEY AT THE EARLIEST TIME. 
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3/fl/fl2 


UNCLAS 


ROUTINE 


$F07mR KXS1DE H<2 HCQ?^ SHEVUDIR 0821372 MAR fiS 



FN DIRECTOR FBI CflO-805}- 

TO FBI KNOXVILLE CLL-7SB> ROUTINE 


S cciv r< n Y 


UNCLAS . - -J 

COUNTERMEASURES NATTERS 

REFERENCE KNOXVILLE TELETYPE DATED NARCH In 1H82-, AND 
BUTELCALLS NARCH 3 AND 4, Mfla. 

REFERENCED TELEPHONE CALL OF NARCH 3*» KNOXVILLE-i 


ADVISED HE AND SA 


ARE TO 


TRAVEL TO FBI ACADEMY-. GUANTICOt VIRGINIA-. ON NARCH fi ■, IHfiEn 
FOR TRAINING IN PREPARATION FOR WORLDS EXPOSITION. IN 
CONJUNCTION WITH THIS TRAINING-, TECHNICAL SERVICES DIVISION 
WILL PROVIDE BASIC COUNTERMEASURES TRAINING TO BOTH SAS, WHICH 
WILL PREPARE THEM TO CONDUCT A COUNTERMEASURES SWEEP OF THE 

OFFICE SPACE OF UNITED STATES ATTORNEY,_ 

FBIHQ WILL PROVIDE THE APPROPRIATE COUNTERMEASURES EQUIPMENT 
TO KNOXVILLE ON A TEMPORARY BASIS. 
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- MR. KILLIOf 
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PAGE TWO DE Hc2 007*1 UNCUS 

ANY QUESTIONS CONCERNING THIS COHNUNICATION SHOUL]) BE 

DIRECTED TO PBIHG-i TECHNICAL SERVICES DIVISION*! SA _ 

I 1 EXTENSTION 27QD, 

BT 
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MOTE: THE TRAINING OF KNOXVILLE SAS l 1 aNP| 

BEEN COORDINATED WITH ENGINEERING SECTION SA 
AND WITH TRAINING DIVISION SA I 
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To = Mr. Revel I 


Date 4/9/82 


ft si Off, Cong. 8. 

/(// Public Aff*_ 

'^v/ R «- M9nt ’7^f 

/S Tech. Sorv^^i- 


Sub j ect ^C'5UNTERMEAS_URES MASTERS. 


Exee AD Adm. 
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Exec AD LES — 
Asst. Dir.; 

Adm. Serve. — 

Crlm. Inv._ 

ldent._ 

Insp. _ 
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Legal Court. _ 
Off, Cong. 8, 
Public Affs. - 
Roc. Mgnt. / 
Tech. Sorv /^ 

Training _ 

Telephone Rm. _ 
Director's Sec'y . 




REFERENCE ; Telephone call of Deputy Assistant Director 
L. C. Groover, Jr., on March 29, 1982. 

PURPOSE : To report the results of a countermeasures survey. 

DETAILS : On April 1, 1982, personnel from the Technical 

Services Division (TSD), Engineering Section (ES), 
conducted a countermeasures (cm) survey of Room 310H, House 
of Representatives, Capitol Hill, Washington, D.C. The cm 
survey consisted of a radio frequency search, a check of the 
telephones and a nondestructive physical search. 

No evidence of electronic eavesdropping or tampering 
with the telephones was detected at the time of the survey. 

The countermeasures survey was conducted by ET '7T\ 

I and SA | | both Engineer\ 

Section, Electronic Analysis Unit. / W\ J 

RECOMMENDATION : None. For information only. ^ 


Mr. Revell ^ f 

Attention: Mr. Groover 
Mr. Bayse 
Mr. Witzel 

M v* ITn 1 1 ■{ ; ' w 
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To : Mr. 0 


From : Mr # Bayse 




Date 3/17/82 


Subject jyfe^ UtlTERMEaSURES M ATTERS Q 


Exec AD Adm. 
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Exec AD LES* 
As*t, Dir.: 

Adm. Serv*. _ 

Crim, Inv,_ 
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Into 11. _ 
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Off. Cong. & 
Public Aff*. , 

Roc. Mgnt._ 

Tech. Serve. . 

Training _ 

Telephone Rm. . 
Director's Soc'y 


? i , r { y * * t■ y s 


REFERENCE: 


PURPOSE : To report the results of a countermeasures sweep 

conducted of the Executive Conference Room, FBI 
Academy, Quantico, Virginia. 

DETAILS: On February 23, 1982, | I and 


Telephone call of SA| 
February 18, 1982. 


DETAILS: On February 23, 198 2, | ~ ^ and 

SA | | Technical Services Division, 

conducted a countermeasures sweep of the Executive Conference 
Room, FBI Academy, Quantico, Virginia. The sweep consisted 
of a radio frequency spectrum check, a check of the telephones 
and a nondestructive physical search. Also, a contemporaneous 
monitoring of the radio frequency spectrum was conducted 
approximately one and one-half hours after the start of ttrac./ , 

conference. f J 

No evidence of any tampering with the telephones 
or any eavesdropping was detected at the time of the 
sweep. 

RECOMMENDATION : None. For information only. _ tjA 
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Director__ 
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Mr. O'Malley 
Attention: Mr, Hajeski 

Mr. Bayse 
Mr. Killion_ 
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To : Mr. O’Malley 


4/22/82 


From : 


: Mr. Bayse 




Subject : COUNTERMEASURES MATTERS 


Exec AD Adm._ 

E x a c 

Exec AD LES*—. 
At**. Dir.: 

Adm. Servi. _ 

Crim. Inv._ 

Ident,_ 

Insp. _ 

Intel!. _ 

Lab._ 

Legal Conn. _ 
0(1. Cong. & 
Public Aff*. _ 

Ree. Mgnt._ 

Tech. Servt. _ 

Training _ 

Telephone Rm. _ 
Director’* Sec'y 
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REFERENCE : Telephone call of SA Kevin O’Brien, Director’s 

Office, Congressional Affairs Unit, on April 12, 1982'. 

PURPOSE ; To report the results of a countermeasures (fiM) survey 
of the Labor and Human Resources Hearing Room Number 
4232, Dirksen Building, Washington, D.C.. 

DETAILS : On April 14, 1982,. personnel of the Technical Services 
Division (TSD), Engineering Section (ES), conducted a 
on survey and a contemporaneous monitoring of the radio frequency 
(RF) spectrum of Room 4232,- Dirksen Building, Washington, D.C. 

The cm survey consisted of an RF spectrum check, a check of 
the telephone and a nondestructive physical search. The con¬ 
temporaneous monitoring of the RF spectrum was conducted from 
10-:.30 a.m. until 1:45'p.m. 

No evidence of any electronic eavesdropping or fM&g 
tampering with the telephone was noted during the survey, 


and SA 


The cm survey was conducted by 



RECOMMENDATION ; None. For information only. 


\ 

1 - The Director’s Office 
Attention: Mr. Haynes 
1 - Mr. O’Malley 
1 - Mr. Bayse 
1 - Mr. Witzel , r 

1 - Mr. Killion 
1 A -1 b7C 


r:pjf s 

(7.) 


-fib 


Approved; 4 

t \ / crlm.lnv.— 


Doctor,-- 

Exec. AD'Adm.. 
Exec. AO-Inv. . 
Exec. AO-LES 


Ident.._ 

Inspection 

m.Ml 


Laboratory^,, , * 

Legal Coun. — -• 

OH. ot Cong. 

& public AHs._-.— 

Pec. Mgnt. 

Tech. Servs jSzO/iL 

Traning _-— 


fv i # f 



h’te wa rtt M tl t mss sna 


fere APR -fi* "382 
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Memorandum 


t oJ r ! 


To :Mr. O'Malle 


From :Mr. Bayse 


ALL INFOBMAIIOH CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 04-12-2011 BY 60324 uc bsrw/s&b/lsg. 



Exec AD Adm. . 
Exec AD Inv. _ 
Exec AD LES._ 
Dir.: 

Adm. Serve. . 
Crim. Inv. _ 

(dent,_ 

ln*p. _ 



Date 4/23/82 


Lq b, _ 


Sub; COUNTERMEASURES MATTERS. 





C //y 


Legal Court._ 

Off. Cong. & 
Public Affc. _ 

Roc. Mgnt. _ 

Tech. Serve. _ 

Training _ 

Telephone Rm. — 
Director’s Soc’y . 


REFERENCE- :- Telephone call of Inspector in Charge, William P. 

Haynes, Jr., Director's Office, Congressional 
Affairs 'Section, on April 21, 1982. 


PURPOSE- : To report results of a contemporaneous monitoring 
of Senator Barry Goldwater's Office, Room 337, 
Russell Senate Office Building, Washington, D.C. 


DETAILS-: On April 21, 1982, 


b6 

b7C 


from the 


Technical Services Division, Engineering Section, 
conducted a contemporaneous monitoring of the radio frequency 
spectrum during the conference held at the Office of Senator 
Barry Goldwater. 

A 

No evidence of any electronic eavesdropping was ^ 1 
detected during the contemporaneous monitoring. 

RECOMMENDATION-:- None.' For information only. 




APPROVED: 


Director 


Adm. Servs._ 
Crim. Inv. 


Exec. AD-Adm. 
Exec.AD-Inv. 
Exec. AD-LES 


Inapc-c;!': .. 

inloi:_ .. 


Laboratory_ 

Legal Coun._ 

Off. of Cong. 

!' Public Afi3. 


~'L. un&/T? b 


Attention: , Hr .. Haynes' 
1 - Mr.. O'Malley 
1 - Mr. Bayse ’ 

1 - Mr. Witzel 
1 - Mr. Killion 
1 - 


b6 

b7C 


■^4? :.pjf. 
(7.) $ 
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12 MAY 1? 1982 
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DECLASS I FI aa ION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION SLIDE 
DATS 07-28-2011 



v(M 


4/b/fl2 


ROUTINE 


£S53RR RUEBHCACG , i , 23 HD1D2 M7 004D!CVCI1IR 0LHBS2Z APR SB 


FH DIRECTOR FBI 


TO GS A CENTRAL OFFICE-, WASHINGTON D-C. 


ATTN: 


'SfifctLAJTy TBLEP-ftoWE SGfi\hc,G§ 


C jy^N F 


N T I A L 


SECURE TELEPHONE UNIT-II {STU-II} 


THIS IS TO CONFIRM AN FBI REQUIREMENT FOR STU-II 


INSTALLATION AND MAINTENANCE• 


A STU-II CIRCUIT IS BEING ESTABLISHED BETWEEN FBIHfl AND 

THE FBI RESIDENT AGENCY-, Sib WALKER STREET-■ ROOM 51Di FEDERAL 1 ^6 

\ / b7C 

BUILDING •, AUGUSTA-, GEORGIA • M > 


IT IS ANTICIPATED THAT THE TELEPHONE LINES WILL BE 


INSTALLED AND STU-II’S ON-SITE PRIOR TO APRIL 1E-, IT 65- 


FBI CONTACT AT AUGUSTA-. GEORGIA-. IS SA 


TELEPHONE 


OR COMMERCIAL 


. CONTACT AT FBIHQ IS 



ELEPHONE 



LOtfS 





m 4/b/flB 373U 


1 - MR. O'MALLEY-, 

ATTN: MR- PETTUSi RM-* 4D4E 1 
1 - MR. BAYSE-i RM. TIS^ «' 

1 - MR. CARY-. OMS FILE IV^ID 
1 “ MR. WADE-, Cl ’ 

ftTTMil ■_ IK-, RM. 1,421 

1 - SENT D-I-R-E-CT - • 

1 - SENT kiRECI. 


LQ- 


3aafl 


tc. A/hf 


SENT 

L? J'-’ — * 

a ^ a « " * * £ f . * * 

cc.X'Afi'g^ v , „;. 




APR r.--, 

if. <e*» • n v*s 1 »’.r 


SEE NOTE '<*«»»»> asaseastta S2 SK£s£j 


,y APR 8 1982 h 


********** umcMM 


D » VC i 
















ILL JliJCFRAIJCil TCLTMl£D 

HEREIN IS UNCLASSIFIED 

DATE 04-12-2011 BY 60324 uc bsw/aab/lsg 


NOTE: 


GSA TECHNICAL ASSISTANCE REQUIRED DUE TO SYSTEMS HARDWARE 
MAINTENANCE UNIT MANPOWER CONSTRAINTS- GSA HAS A TRAINED 
' TECHNICIAN AVAILABLE IN AUGUSTA AND MAINTENANCE KIT 
CAPABILITIES. FBI, SAVANNAH WILL BE NOTIFIED BY SEPARATE 
COMMUNICATIONS. 




"Memorandum 


KLL FBI INFOBMMXON CONTAINED 
BEREIH IS UNCIAS SI FIFE) 

DUE 01” 1.2“2011 BY 60324 uc bsw/s&b/lsg 



OTERAXi GOTOOTEHT 



Subject 


Security Survey of Criminal Division Office April 19 , 1982 


' ? 
y 


f Q 


William A. Rays a 
Assistant Director 
Technical Service Division 
Federal Bureau of Investigation* 


uTAderniy^Rubino, Director 
Security Staff 
Justice Management Division 

^Yet/'VTy tv 

:orney General of thfef Criminal 


Mark Richard, Deputy Assistant Attorney General of the’ Criminal 
Division fCBM) has urgent requirements for a microphone and 
telephone security survey as soon as possible in the Multi- 
National Fraud Branch located in Room 824 of the Federal Triangle 
Building, This Branch is investigating an extremely sensitive 
case in which organized crime and a foreign country is involved. 
Sensitive information involving the CRM’s investigation has been 
obtained by the potential defendant-s^and,‘interception of CBM 
phone calls is suspected. * ' : y 

Also, Mr. Richard has requested that telephones in the~privat£ f 
homes of three attorneys working on this case be checked. / \ 


Please contacl 
Staff. Justice 


I Security Specialist, Security 
Management Division, for further information 


OTV' 




ft J(J.N 9 1982 


■l l 


5 5 JUN 2 8 1982 




" l , 

a 


Exec AD | n y. _ 

Exac AD Adm._ 

Exoe AD LES_ 

Asst. Dir.: 

Adm. Servs_ 

Crim. Iny._ 

[dent,_ 

Intel!_ 

Laboratory_ 

Lcgol Coun. _ 

Plan. & Insp._ 

Ree. Mgnt._ 

Tech. Serv$._ 

Training_ 

Public Alls. 0(1. _ 
Telephone Rra. __ 
Director's See'y __ 


ir-LinQ £3 A £ X-Uxs.1 iv® x&U ir2.'Jst ii -t 2J1LA X it St -s S A\J£ 1. 

F&I AUTOMATIC DFCL&SSIFIC&TIOK CUKE 
IS 05-24-2011 

V 


y 


route in 



7? 

Jui 



Hr, D, Jerry Rubino, Director 
Security Programs Staff 
Justice Management Division 

UiIlian A. Bayse 
Assistant Director, FBI 
technical Services Division 


<j 


6/3/S2 

* GOVERNMENT 


COUNTEXSIEASURES MATTERS 

0 >>'i . * 




Reference is made to your memorandum dated 
April 19/ 1932., requesting an urgent microphone and telephone 
security check of Room 024/ Federal Triangle Building, 

Uashington, D.C*, and the residences of five (5) attorneys• (U) 

On April 20, 1932, personnel from the Technical 
Services Division conducted a microphone, telephone and 
radio spectrum check of the Multi-National Fraud Branch 
located in Room 8 24 at the Fede ral Triangle Building a nd 
the residences of I I and | | Counter- 

measures surveys were r eanduet&d*y£ 1 the residences of th e follow ing 
individuals on the dates indicatedr on April 23, 1932, 1"" I 


■TIf.-. 

Hon 

y | 

__1 


I on April 27, 1343 

( 



The countermeasures surveys included a radio 
frequency spectrum check, a check of all telephones, / 
telephone lines and a non-destructive physical searchl 
No evidence of clandestine listening devices or tampering 
with the telephone lines was found* (0) 

k 0.' ■/ 

NOTE s Th e above countermeasures surveys were conduc ted*-*^ 

J and 
1932 




by 

sa 


1 - Mr. Bayse 
1 - Mr. v?itsel 
1 - Mr. million 

l Jr==* 

ro% 




b6 

b7C 


1.2 4.2 
^DSte^of 
June 3, 2002 


fion 


"0?A/V— 




a__L 

APPROVE^ 

Director 


Adm.Sarvs.. 
Crim. Inv._ 


55 


JUJU 8 


MAIL ROOM 

1982 


Exec. AD-Adm._ 
Exec.AD-Inv. „ 
Exec. AO-LES ■ 


went._ 

inspection, 
iitiell.__ 


Laboratory_ 

Legal Coun._ 

Off. of Cong. 

& Public Affs._ 

Roc. Mgnt. _ 

Tech. Servs._ 

Training__ 







Memorandum 


• f 


Mi. INFORMATION CONIAIMED 

uEKElB IS UNCLASSIFIED 

DATE 01-12-2011 BY €0324 uc fcaw/sab/lag 


JsSM 


Mr. Bayse 


Y'-^ss- 


Date 9/16/82 


itzel 


Subject: -COUNTERMEASURES MATTERS 


Exec AD Adm. _ 

Exec AD Inv.- 

Exec AD LES — 
Ant, Dir,: 

Adm. Servs. 2- 

Crim, Inv._.— 

Ident._ 

Insp._ 

Intell. _:- 

Lcb, _ 

Legal Coun._ 

OH. Cong. & 
Public AH*. — 
Roe. Mgnt. .... 

Tech. Servs. _ 

T raining 

Telephone Rm. _ 
Director'* Sec.'y . 


PURPOSE:- 


DETAILS : On August 17, 1982, personnel from the Technical 

Services Division conducted an audio_countermeasures 
survey of the Northeast Regional Computer Support Center 
at Ft. Monmouth, New Jersey. The sweep included a check of 
the r^quericy“^eoCrina, a check of all telephones, 

telephone lines, a check of the 200 pair cable going to the 
computer center and a check of all 9 00 pairs coming into the 
building from the central office. No evidence of eavesdropping 
devices or tampering with the telephone lines was found. 

However, it was found that several pairs in the incoming ^ 

cable from the Telephone Company. central office had a high / \ 

value of capacitance PYPPggiw n-rn.gg-f-al on them., Following \ f/\ 

the Countermeasures survey SA was orally advised f \ / / 

of the results. ^ / \v / 


.6 /? 

L ■''\f A u* 

To make^a^i^Doxd“ot^OUnTermeasures survey conducted 
at tj^effN ortheast Regional Computer Sup port Center. 


and SA 



ey was conducted by ET| 


RECOMMENDATION ; None. For information only. 


Attachment 

1 - Mr. Bayse 
1 - Mr. Christensen 
1 - Mr. Witzel 
T - Mr. Killion 

i -i-1 


AEJtvas (6) 

/W 'foA 


APPROVED: 

Director__ 

Exec. AD-Adm._ 
Exec. AD-Inv. 
Exec. AD-LES 


Adm.Servs.^ 
Crlm, Inv._ 

ldent.___ 

Inspection_ 

Intell. 


_ Laboratory____ 

_ Legal Coun". 

Off. of Cong. 

3 Public Affs . 

- Rec. Mgnt. 

—. Tech. Servs._ 

_ Training ' 
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ALL INFORMATION CONTAINED 

SEREIN IS UNCLASSIFIED 

DUE 01-12-2011 BY 60324 uc baw/sab/lag 



NORTHEASTERN COMPUTER SUPPORT CENTER 
ABNORMAL CABLE READINGS 


VOLTAGE 


PAIR # 

CAPACITANCE 

AC 

DC 

7-7T 

-.25 

1.56, 


40 IT 

.21 


1.56 

343T 

.0150 

.20 

1.58 

551T 

.29 

.11 

1.59 

557 

.28 

.11 

1.46 

572 

.12 

.62 

1.59 

701 

.23 

.72 

1.50 

704 

.21 

.76 

1.50 

707 

.24 

.65 

1.53 

708 

.25 

.67 

1.47 

712T 

.30 

.42 

1.48 

691R 

.21 

.63 

1.46 

878R 

.21 

.34 

1.46 

880T 

.30 

.46 

1.46 

886T 

.33 

.49' 

1.52 

885R 

-.29 

.5 

1.48 

88.8T 

.36 

.48 

1.56 

891T 

.30 

.46 

1.52 

881T 

.29 

.46 

1.50 

89 2T 

.29 

.50 

1.57 


NORMAL 


301T 

,07 

.32 

.02 

425T 

.01 

.35 

.023 

■6SOT . 

.01 

.31 

.013 

725T 

.006 

.28 

.010 

825T 

-.04 

.30 

.012 




/0?-2_ 

ENCLOSURE 










SSX W*i 


S/30/62 


< 3 $ 


EASXirTSj -r'E:-I r.vl C--L.--TIC 

dbclassiftcatich 

AOTHORITY DERIVED- FROM: 

FBI AUTOMATIC DECLASSIFICATION CUTS. 
EXEMPTION COD! 2SX{1> 

DATE 07-28“2011 


ROUTINE 


£F:1i35!ERR AFOIDE H a H0135 SHIv^R 2L2141Z AUG 62 


FN DIRECTOR FBI 

/ t 0 ALL FBI FIELD OFFICES ROUTINE 
PERSONAL ATTENTION 
/IL-WS- LEGAL ATTACHES ROUTINE 


PERSONAL ATTENTION 


ALL INFORMATION CONTAIML 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE Sfliy OTHERWISE 


S E 




I VULNERABILITY TO INTERCEPTION 0 


EPHONE COMMUNICATIONS - ■ 



, tfv/L . . jJjansUPB. mi. . A/3H/.fi£ 4147/S .... 47il' . 

1/ ^jj } 

1 - MR- L. COLWELL ' 1 - 

1 - HR. J. E. OTTO 1 “ 

?* - EACH ASSISTANT DIRECTOR _.at / , -_ 


&& 6 J- 47 J* 


SEE MOTE PA< 


3>a> 




FEDERAL BUREAU OF iNVFSTIGATIO.'i 
COMMUNICATIONS CENTER 

mS \m 


b6 

*0 SEP IS 1982 b7c 


OCT 61982 




PBSS 


I 












RECENTLY SEVERAL ARTICLES-, LARGELY ACCURATEi HAVE APPEARED;.; 

[ 

_ IN THE MEDIA CONCERNING SOVIET CAPABILITIES TO INTERCEPT j 

_ MICROWAVE COMMUNICATIONS-, BY WHICH METHOD ALMOST ALL LONG j 

. DISTANCE CALLS-, INCLUDING FTS-, AND MANY LOCAL CALLS ARE 1 

I 

.TRANSMITTED- THE FBI CANNOT REPEAT CANNOT PUBLICLY CONFIRM ! 

. THE ACCURACY OF THESE MEDIA STORIES BUT WE CERTAINLY MUST 

i 

i . * 

'• REMIND OUR OWN EMPLOYEES OF WHAT THE SOVIETS ARE DOING. 

i A DRAMATIC AND ACCURATE VIDEOTAPE "NO PRIVATE LINES" : 

i 

' .WHICH. MIRR.O.RS T.HE CONTENT OF THIS. COMMUNICATION IS AVAILABLE. 

























f32lil;Al MEEAU C<- DiVESICSATJON 
CQA&WNCCAI [OM MS SA&2 FORM 


rv' 


20 

15 

16 

14 

12 

10 


PAC'fe 


CONTINUATION SHEET 


PAGE* T-yRE.E DE RUEHFB 0135 S 




UPON REQUEST FROM THE SECURITY OFFICE-, ROOH 5434-, J. EDGAR 


HOOVER CJEH3- F.B.I. BUILDING OR THE TRAINING UNIT-, INTELLIGENCE 
_ DIVISION -CINTDI-, ROON 4A47-, JEH. THIS VIDEO TAPE IS USEFUL IN 
_PRESENTING PERIODIC BRIEFINGS OF PERSONNEL. 

THIS COHNUNICATION IS NECESSITATED BY SEVERAL RECENT 
[_EXAMPLES OF INDISCREET TELEPHONE CALLS HADE TO FBIHfli THEREFORE-, 
CONTENTS OF THIS COMMUNICATION SHOULD BE BROUGHT TO THE 
|_ATTENTION OF ALL PERSONNEL- 

-e-B'l 1 ■ - W 1, REASON i- 3" AND 3 ■ DCL - - OMS. 

BT 


r 


LO K 0 i TW'l MCSSAGt C2iOV; TKiS mi 


DO WOT Tmi PAST THIS LINE 










PAGE 4 




EACH ASSISTANT DIRECTOF IS REQUESTED TO CONSIDEF 
MAKING THIS COMMUNICATION AVAILABLE TO APPROPRIATE PERSONNEL 
IN HIS DIVISION. 
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HEREIN IS UNCLASSIFIED 

DATE 01-12-2011 BY €0324 uc bav/safe/lsg 
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CHANGED TO 


Si-SUr- >5X/ 
siesta. 

anot 
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FBI/ DOJ 










Memorandum 


ALL FBI INFORMATION CONTAINED 

HERON 13 IMCLA33IFIED 

DATE 01-12-2011 BY 60324 uc baw/safr/lsg 


LIMITED 
OFFICIAL USE 



rJ ^jybject 


■iy.w. 


Security Surveyjof TJ.S. Attorney 1 s Office 


HOV16 


lliam hlvj &ayse 
Assist amsj Director 
Technical Services Division 
Federal ^Bureau of Investigation 


Director ^ 

Security Staff 

Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the offices of 
the Assistant U.S. Attorney for the Eastern District of Virginia. 
The offices are located on the second floor at 701 Prince Street 
in Alexandria, Virginia. 

Please contact I I Security Specialist, Security 

Staff. .Tii.vipp Management Division, for further information 



/ 


T ■■ 

VC 


(j~r?AO 




LIMITED 
OFFICIAL USE 






*?FEB®983 ^ 








F^-36 (Rbv. 5-22-78)^. ,, 


TRANSMIT VIA; 
I I Teletype 
I | Facsimile 
fin Airtel 

7Jj 




if’/ ; V 


ALL INFORMATION CONTAINED 
mil 11 IS IMCLwSSIFIED 
DATE 01-12-2011 BY 60324 uc baw/SS&/is ; g 


PRECEDENCE: 
I I Immediate 
□ Priority 
I I Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

11/29/82 


FROM: 


DIRECTOR, FBI / 

( ATTN: TECHNICAL SERVICES/DIVISION , 

sa"1 \ 


SAC, ALEXANDRIA (66-54) 


COUNTERMEASURES 


Re Alexandria 
, 11/29/82. 


' -‘1 \hf •% 

indria telcal /SA Benningfi( 


b6 

b7C 


< ( / 

field) to Burea^ • | / 


On 11/22/82, a countermeasures “sweep” was performe d 
at the offi ce of Assistant United States Attorney| * j 

I 701 Prince Street, 2nd floor, Alexandria, Virginia. 




G> Bureau 

2-Alexandria 
JWB:kar 
(4) 


, FEB 2 1933 


6 ^ 














Mi INFOEKA1IOM CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE oi“12“20ii BY 60324 uc bsw/s&b/lsi 


Date: January 25, 1983 

A Mr. b. Jerry Rubino, Director 

VW / Security Programs Staff 

y V Justice Management Division 

U. S. Department of Justice 

From: William a. Bayse 

Assistant Director FBI . 

Technical Services Division 

Subject: AUDIO COUiOTRMliASURES OTTERS 

/)^ j / 

i/ W ^ '-'4 / 1 a T 

Reference is made to Arour letter/ .ted 
Koveiaber 16, 1982, requesting d microphone and telephone 
security check of the offices of the Assistant United 
States Attorney (AUSA) for the Eastern District of Virginia! 
located at 701 Prince Street in Alexandria. 

\ ' 

On November 22, 1982, FBI personnel from the : \ 
Alexandria FBI Division conducted an audio countermeasures 
survey at the office space of the AUSA for the Eastern * - 
District of Virginia. 

The survey, which consisted of a radio frequency 
spectrum check, a non-destructive physical search and a 
check of the telephone and telephone lines, did not reveal 
any evidence of clandestine listening devices or of tampering 
—~with-fhe telephones. 

I /.') i n'- 


UOTBz 


& 


The audio countermeasures survey was conducted' by 
Alexandria SA Jerry Benningfield. 
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1 - Mr*. bayse 
1 - Mr. Witz el 
I - Mr. Killion 
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ML INFORMATION CONTAINED 

■iiiiiN is wcLAs sifted* 

DATE 05-24-2011 BY €0324 uc baw/sab/lag 


x r j -r*. 4 .:s:;iio 2 z 


^ j | / 

^V%{m 22 MAR S3 
I p ;* 

fa:i?A (66-74) (3?.. 4) 


n - 


1 » / 

j :( 


i L/ oi Ca 


'/v* 

U.vC£.h ' 


Hi i £_ ;■! I 1 j * OK 


i'i oii r i »\* 




TECHNICAL SERVICES DIVISION b7C 


I As.’t. c;r.: 

f .-.3. .. 

Cr>..i. tav. . , 

k lui , __ _ 

S lis* r *cr ... 


j? I ik s . 

i i * I.-. __ 



^rioiirt jHl i ixi i 

TtflPA HhS 33*4 ^QUESTED 3Y TFc, PI JSLLhS COUNTY STATE 
riTTCftrtC.Y’3 OFFICE TO CONDU C^ ^uU owE EP OF THE IA 

OF FI C3 FACILITY. THEY ARE CUR Re. IfTLY CONDUCTING A (MM INAL 
INVEST I GAT ION OF CERTAIN OFFICIALS OF THc. CHURCH OF SCIENTOLOGY ^ 
AND ARii CONCERNED THAT THEIR OFFICE SPACE MAY HAVE BEEN / 

COMPROMISED. TAMPA IS REQUESTING, THAT IF AVAILABLE, A P“ 700 ( 

V 

B i FORWARDED TO TAMPA PREFERABLY BY THE WEEK BEGINNING APRIL 4, 
1983. TAMPA WILL ALSO UTILIZE THIS EQUIPMENT TO SWEEP THE 

TAMPA OFFICE FACILITY. /' / 93 *. 


JOlk^Ci t's/i- 
|D;r&cto.‘v of/'*y_ 


& 


DE-% 



23 f/T.'i 23 *S33 


61 APR 12 ’83 






ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 05-24-2011 BY 60324 uc hsM/sBh/lm 


u r ^ »e*9i*r* 


gE$GRA' 


•, r *1' 
KSAu'i' “ 


April 12/ 19G3 


Ilr, Michael ll-^Cassotta 
Director 

Office of decarity 

Unitea States Department of Conferee 
Mashington , D.C, 20230 

f ^ r ♦ 

Dear Ilr, Cassette; ' * / - - 

Reference is made to your letter dated January 31, 19B3, 
rconesting a technical surveillance countermeasures survey of 
| office suite. 

In response to yoar request, on March 25, 19£3, personnel 
froa the technical Services Division, with the heln of the Washington 

riold Office, conducted a technical survey oij_|o££ica 

suite, 

The tecnnical survey consistea of a check of the radio 
frequency spectrum, a check of the telephones in the offices and 
a non-destructive physical search, 

ho evidence of any eavesdropping or tampering with the 
telephones v?as noted during the the technical survey, ^ 

Sincerely yours, f \ \ } 


aui& mi mat m &xax 


: ifk 


Ilier T. Boyd 

Inspector-Deputy Assistant Director 6 
Technical Services Division 57 




The above technic al survey was conducted by 
ana SA I I hi*0, 


^ ^ Qyd 

e*«cadi„v— 2 . — Mr, Witaol 

Ex«c ADAdm-- t -l ‘ 

Exec AD LES_1 AvifliOn_ 

Asst. Dir.: 1 *•* 

Adm. Servs._ 1 

Crira. Inv,- t r \« t' * 

Iden r._AxjJip^jf (^5/ * 

IntelJ,_ .}, i 

Laboratory_ f / 0 

Legal Coun._ * 

Plan. & Insp._ 

Rec. Mgnt,_ 

Tech, Servs.*_ 

«?Sar: /_ .($> 

Telephone Rm. Jy»Y Xj ^oT 

Director's See', ISMAIL R®M,P 

a 9 MAY 1 0 19B; 


APPROVED: Actm. Servs. Lsboratory_ 

Grim. Inv..... Legal Coun. 


□factor ... Off. of Cong. 

ADddnn - irisd. — ^ Public Afro 

Exec. Atlriv, _—_ Inspection_TcSd&arw 
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Exoc AD Adm._ 

Exec AD LES_ 
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Crim. Inv.._ 
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Intel!_ 

Laboratory_ 

Legal Coun. __ 

Plan. & Insp._ 

Rec. Mgnt.__ 

Tecb. Servs._ 

Training 

Public Affj. Off. 

Telephone Rm._ 

Director’s Sec’y _ 


Dear Mr, Ausserow: 


Mr. Richard P. Kusscrew 
Inspector General 

Department of Health and Human Services 
Robn 5250 

330 Independence Avenue, S„w* 

Hashing ion, D-C. 20201 o ut connv."T 

!ir -" jgcani -r/ - 1 ' 

Reference is made to year letter dated April 20, 19S3, 
requesting a countermeasures security sweep of tile offices of the 
Departments Secretary, Under Secretary and Chief of Staff* 

On Hay 4, X9B3, personnel froa the Technical Services 
Division (I5D) initiated a technical surveillance countermeasures 
(TSCM) survey, however, it was aborted after telephone company 
personnel walked into the offices of tho Secretary while the TSCIZ 
survey was in progress* The telephone company personnel were 
auvised by the Secretary *s staff that tne "PHI was checking the 
telephones* and asked then to eonauct their business at a labor 
time, 

r k r 

In view of the above, and of the possibility that an 
eavesdropping device coala have been remotely turned off, which 
would have made it harder to detect, the TSCM survey v?as terminated, 

The FBI will be glad to arrange for another TSCM survey 
at the earliest time of mutual agreement. 

It is requested that personnel who will be working in the 
area during the survey be advised to refrain from verbally discussing 
the TSCH survey either prior to or during the survey and not to 
remark about the equipment or the work in progress* Any such remarks 
will clearly alert a possible eavesdropper and will nullify the » 
usefulness of the TSCM survey* ^ &) /3j} 

" ‘'■ Sincerely yours, / . * * 


/-/ 


1 - Mr. Boyd 
1 - Mr. Witzel 
X - Mr* million 

1 ~l- 



Kier T* Boyd 

Acting Assistant Directors 
Technical Services" Division 
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FBI 

PRECEDENCE: 

□ Immediate 

□ Priority 

□ Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

Date 9/2/83 


TO: 


FROM: 


DIRECTOR, FBI 

(ATTN: TECHNICA L SERVICES DIVISIQN^NEGINEER ING b 6 

SECTION, | 

TELECOMMtmC^lbNS SERVICES UNIT, 

SUPERVISOR DAVE WADE) 

SAC, CHICAGO (66-4418) (SQUAD 11) 


Iand b 7C 


TECHNICAL SURVEILLANCE COUNTERME ASURES., (TSCM) 
WEST RESIDENT AGENCY - CHICAGO DIVISION 


The entire contents of this airtel are classified 

T-UllIideiiLiul i — 


Re memorandum to All Special Agents in Charge, 
captioned "TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) 
SURVEYS AND POLICY," dated 8/2/83, 

On 8/23/83 f Technically Trained Agents (TTAs) 

Jjonducted a 


[ 


b6 

b7C 


TSCM sweep of the West Resident Agency (WRA) - Chicago Division, 
There are eleven rooms in the WRA (see Attachment #1 - Xerox 
copy of West RA blueprint) . The TSCM encompassed a proper 
radio frequency check, physical and electronic checks of 
telephones and a comprehensive physical search of the space 
surveyed. 

The following are the telephone numbers, models of 
telephones checked and complete appearance information on 
telephone lines checked: 


_ cm) V**Jwu**j>~ 
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CG 66-4418 


vam ijjiwi'iAii 


BASEMENT - 3080 OGDEN AVENUE, LISLE, ILLINOIS: 

Telephone Number Cable Pair Binding Post 


31 

1266 

66 


31 

1267 

67 

b6 

31 

1268 

68 

b7C 

33 

1269 ■ 

69 

b 7E 

31 

1270 

70 


31 

1271 

71 M 


1 

1 - Alarm Line 

to Police 

Dept. 


BASEMENT - 3060 OGDEN AVENUE, LISLE, ILLINOIS: 

Telephone Number Cable Pair Binding Post 'J 


17 

316 

18 

317 

19 

318 

20 

319 

21 

320 

22 

321 



The WRA was found to have a Horizon Communication System 
(See Attachment #2 for specifications on telephone system utilized) , 
housed inside the RA under their control. The following are 
numbers and types of telephone instruments utilized by the WRA: 


9 - Model 
1 - Model 
1 - Model 
1 - Model 
1 - Model 
1 - Model 


2500 DMG-82084 Bell System telephone sets 
Z2500-MMGA/83109 Western Electric set 
500 DZM Bell System rotary set 
2500 DM/79141 Bell System set 
2500 MM/79003 Western Electric set 
2500 MM/79243 Western Electric set 
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CG 66-4418 
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1 - Model 2500 MM/83052 Western Electric set 
1 - DSS Console (Horizon) 

1 - 30-button console for Horizon - Model 9A3-82DR5- 
5D69937-01-ISS.1 


It was found that the Dektor Telephone Analyzer cannot 
be used when making off-line telephone checks on the main 
telephone console. The console cannot be unplugged- for it will 
lose its program. If the power for the Horizon Unit is unplugged 
it also will lose its program. Also, when doing various checks, 
the Dektor unit puts 115 VAC on the telephone lines which will 
cause damage to the IC circuits inside of the telephone unit. 

It is not known whether the Horizon unit itself has 
remote maintenance capability. The WRA does have and securely 
maintains a portable computer attachment for reprogramming the 
Horizon unit if a problem develops. 

Another problem encountered was that all telephone 
wiring from the outside telephone house closet on the second 
floor to the storage supply room inside the RA was exposed. 

This storage supply room houses the Horizon unit. From this 
room, all individual wires to telephone sets run through the 
floor and across a drop ceiling of space directly below the RA. 
This space is unoccupied but is locked. To defeat the WRA 
telephone system, someone knowledgeable could cut into any 
exposed wire and tap into the talk path of another telephone 
in the RA. 


The above information was brought to the attention 
of the WRA Senior Resident Agent and to Chicago Office Services 
Manager (OSM). 

The Bureau is requested to review the above stated 
potential telephone wiring hazard and advise Chicago if changes 
should be made. If so, appropriate funding for needed changes 
should be made. 
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, Uii Septoraaer lit f ' jf933 f personnel from tho lociniicaX 
services bivision (ltd) eojiuuctea a XSCn survey of room G744, 
^arn Justice building. personnel checkou the two telephone 

irnoj m tue noon, co-uudctcd an electronic and physical searcn 
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tne survey. 081 
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w PERSONAL ATTENTION 

TT <1 I^n fl ^ntnfT„lF RANDUM 31-83 
U .3. Department of Justice 

Federal Bureau of Investigation 


Washington, D.C. 20535 

August 2, 1983 


MEMORANDUM TO ALL SPECIAL AGENTS IN CHARGE: 

(A) TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) SURVEYS AND 
POLICY O 

5e £<jfc T -/ y -v y e y 

The MIOG, Part II, Section 16-7.2(6), Page 1268, has been 
changed to indicate the duties of Technically Trained Agents (TTAs) 
concerning security checks, henceforth referred to as technical 
surveillance countermeasures (TSCM) surveys. These changes are 
in effect upon receipt of this communication. 


Previously, it was required that TSCM surveys be conducted 
on a quarterly basis at field office cities and on an annual basis 
at resident agencies occupying Federal or commercial building space. 
This policy has been changed by reducing the frequency at field office 
headquarters city (from four times a year to twice a year) and 
increasing the required frequency for TSCM checks at resident 
agencies (from only once a year to twice a year). Consequently, 
all TSCM surveys will be performed on at least a semiannual basis. 

The new policy further clarifies what constitutes a proper TSCM 
survey by specifying that it encompass a radio frequency check, 
physical and electronic checks of telephones and a comprehensive 
physical search of the space surveyed. Further, it specifies that 
at minimum, the offices of the SAC, the ASAC, the FCI and organized 
crime supervisors, the communications center and off-premises 
locations should be surveyed at the prescribed frequency. 

A new major topic-. Section 16-17, on Technical Surveillance 
Countermeasures (TSCM) Policy has been added to the Manual of 
Investigative Operations and Guidelines, Part II. The following 
TSCM Policy, which is effective immediately, provides guidelines to 
respond to the numerous requests received from various Federal and 
non-Federal agencies for TSCM surveys. 



\ 


The primary objective of FBI-performed TSCM surveys is 
the protection of FBI space, sources and methods and the continued 
integrity of matters for which the FBI has investigative interest. 


\ 
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All TSCM surveys performed, for other Federal agencies should be in 
response to a valid requirement to protect matters of National 
Security or of high sensitivity and should not be performed as a 
routine service. Requests for TSCM surveys from agencies outside 
the Department of Justice should be in writing with sufficient 
justification and may be conducted as FBI resources permit. 

Prior to conducting a TSCM survey for other Federal 
agencies, it should be established that the requesting agency does 
not already have an in-house TSCM capability. For example, the 
Military Services and the Department of Energy have their own TSCM- 
trained personnel. 

Under normal circumstances, TSCM surveys of residences, 
including those of FBI officials, SACs and other FBI personnel, 
are not routinely performed because continuing security or integrity 
of space, telephones and telephone lines cannot be assured in a 
private residence. However, TSCM surveys should be conducted when 
there is an indication that the residence in question has been 
technically compromised, when a residence is being used for a special 
case where its security and integrity can be maintained, or when 
circumstances indicate a special TSCM survey would be prudent. 

TSCM surveys, may be conducted, upon request, for the office 
space of Federal Judges, United States Magistrates, United States 
Attorneys and other Offices of the Department of Justice. However, 
all such requests must have SAC approval. The SAC should exercise 
good - judgment to ensure' that surveys are conducted in response to 
valid security 'requirements and' are not performed with excessive 
frequency. • ~ ~.. “ ~ “ 

TSCM surveys may be performed, with FBIHQ approval, for 
'officials of the Legislative and Executive Branches of the Federal 
Government provided that requester certifies that one or more of the 
following conditions exist: 

(a) Matters discussed in that office involve National Security 
Information or are highly sensitive. 

(b) Matters discussed involve joint Agency/FBI investigations. 

(c) There are substantial indications that the office space 
of the requesting agency or official has been technically 
compromised. 

TSCM surveys may be conducted for state and local law 
enforcement agencies only where the FBI has a joint investigative 
interest. The SAC must approve these surveys. 
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Upon receipt of a request by, or on behalf of a U. S. 
Congressman, a written communication should be immediately directed 
to FBIHQ, Attention: Congressional Affairs Section, Office of 
Congressional and Public Affairs, and Engineering Section, 
Technical Services Division, stating all pertinent details 
concerning the request. All TSCM surveys for U. S. Congressmen 
must be approved by FBIHQ, 

Arrangements for TSCM surveys should be made discreetly. 
Prior to conducting a TSCM survey, the telephone numbers, number 
of telephones, model of telephones and all line appearance 
information should be obtained-. 

Upon completion of the TSCM survey, the results and 
recommendations should be orally furnished to the requester 
followed by a letter formally advising of the results. A copy 
of the letter should be designated for FBIHQ. 

Immediately upon completion of a TSCM survey conducted 
for a Congressman or in connection with a particularly sensitive 
matter the field office must direct a communication to FBIHQ 
Attention: Engineering Section, Technical Services Division. 

The communication must contain the following: 

(a) Name of the Technically-Trained Agent(s) who performed 
the requested TSCM survey. 

(b) Name of requester and location(s) surveyed. 

(c) Number of rooms or offices covered. 

(d) Telephone number(s) andmodel(s) of telephone(s) 
checked, 

(e) Complete appearance information on telephone line(s) 
checked. 

(f) Problems or discrepancies encountered while performing 
the TSCM survey. 

(g) Recommendations made to requester. 


The results of all other TSCM surveys conducted should be 
reported on the office Monthly Technical Report using the above 
format, but deleting items c, d and e. 

Manual change follows. 
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Excc AD Adm._ 

Ex«e AD Inv._ 

Exec AD LES • 
Asst, Dir.?’' A 
Adm. Servs, jy. 

Crim. Inv. _i. 

Ident._ 

Insp. _ 

Intel ]_ 

Lab. _ 


Legal Coun. _ 
Off. Cong. & 
Public Affs. _ 
Ree. Mgnt. __ 
Tech. Servs. _ 

Training _ 

Telephone Rm. „ 
Director's Sec'y . 


REFERENCE: Your memorandum dated August 11, 1983, 


PURPOSE: 


[ 


To report the outcome of a TSCM survey conducted 
of the office spa ce of Department of Justice (DOJ), 

|Safeway Building, Room 1048,- 


wasinngton, D.C. 


DETAILS : At your request, on August 22, 1983, a TSCM surv ey 
was conducted of the office space of | | 

his secretary's otfice ’area and of another DOJ. attorney whose 
office was adjacent to | | office space. A thorough 

physical search w as conducted within, the,area of concern. 

The telephones in I l dffice and that of. his secretary 

were electronically and physically checked. An examination of 
the radio frequency spectrum was also conducted. No evidence 
of any electronic eavesdropping or tampering with the telephones 
was noted at the time of the TSCM survey. 

r A* 

The door which gives access to his office area>'^‘* ^ 
from the hallway has the air return grille (approximately 
15" by 24"') detached from the door. This door and the door to 
I l inner :office are both constructed with a hallow 

core and the air return grille can easily be taken off by 
removing several screws from the hallway side. 
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[ 


]advised he has already requested that the 


hallway door be replaced with a solid door having double cylinder, 

locks - DE ' 60 AA- 9 720 P 


It was recommended to[ 


office be replaced with a solid one. 


Jthat the door td his 




1 - 
1 - 
1 - 

1 - 


Mr. Mintz 
ATTN.: [ 
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Mr. Boyd 
Mr. Witzel 
Mr. Killion 
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Memorandum to Mr. Mintz 

RE: TECHNICAL SURVEILLANCE COUNTERMEASURES. (TSCM) MATTERS 


Mr. Kruse was also advised of the TSCM outcome. 


The ahovp TSCM survey w as conducted by 
] and SSA 


RECOMMENDATION: None. For information only. 
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APPROVED: 


Director,__ 

Exec. AO\VJr... 
Exec. AD-inv. 
Exec. AD>LES 
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From : Boyd 


Date 11/16/83 


Boyd SeCt'jA,'// Sltru'tZ 
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Subject : / TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS 
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Lab._ 

Legal Coun. 
Off. Cong. & 
Public Affs. 
Roc. Mgnt. _ 
Tech. Serve. 

Training_ 

Tola phono Rm. 
Director's Soc'y 


PURPOSE : To report on the TSCM survey conducted at the 

.office space of Senator Paul LaxaltN^f€^" 


DETAILS : On November 9, 1983, personnel from the Technical 

Services Division conducted a TSCM survey of the 
office space of Senator Laxalt-, Room 323A, Russell Building, 
Washington, D.C. The telephones located in the office of 
the Senator 1 s,Administrative Assistant, Room 319, were also 
checked. 

The TSCM survey consisted of a radio frequency 
check, an electronic check of the telephones and telephone 
lines and a cursory physical search. No evidence of any 
eavesdropping or tampering of the telephones was noted 
during the survey. (U) b6 


The T SCM survey was cond ucted by 
and SSaI I 


RECOMMENDATION : None. For information only. 
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federal Bureau of Investigation Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of' the Judge's Chambers, 
Rooms 6725 and 6740C of the Main Justice Building and the Special 
Security Center in the Main Justice Building. 


Please contact 


l 


Security Specialist, Security 


[ 


Staff, Justice Management Division for further information on 


] 
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Crim, Inv._ 

Ident._1 

Insp._ 


Date 
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Subject TECHNICAL SURVEILLANCE COUNTERMEASURES :(TSCM) MATTERS 




Legal Court. _ 

Off. Cong. & 
Public AH*. . 

Rec. Mgnt._ 

Tech. Servs. _ 

Training_ 

Telephono Rm. _ 
Director's Sec'y , 


PURPOSE- : To request authorization for SSA [ 


to tn^av^l to the Honolulu Division to conduct 
TSCM surveys'.' 
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DETAILS : The Honolulu Division has requested Bureau 

assistance to conduct several TSCM surveys 
in their division. Honolulu is in receipt of requests 
for TSCM surveys from the U.S. Magistrate, several 
Federal Judges, and the U.S. Attorney. There is an 
allegation from an informant that one of the Federal 
Judge's office has been compromised and the Judge has 
requested a TSCM survey of his office be conducted at 
the earliest time possible. N*£) 

The Honolulu Field Office has apportioned part 






/ 

>5^ 


bl 


Additionally, the Guam Resident Agency (RA) 
is being relocated to a new space in a public building. 

The Guam RA is currently engaged in several major fraud 
cases against the government and believe they are a likely 
target for a technical surveillance. The Guam RA also have 
requests for TSCM surveys from Federal/Judges, U.S* Attorne 
Office and Drug Enforcement Administration. "( 


In view of the above, it is essential that 
the Engineering Section support Honolulu's request. 

/ . < 

It is estimated that it will take ap^oxima^Yy 
12 working dp.ys to accomplish all the requested TSCM 
surveys 

/ \ EXEMPTED FROM AUTOMATIC 

DECLAS SI TICAT TOM 

7 




HTSJ AUTOMAT I C Dz.«IAS SIFT CAT TOM CUT* 
EXEMPTION CODE 2.5X(1, S) 

DATS 0S“2,4“£0il 


MAR ' l 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Johnson 

1 .-I 


(Continued-over) 


b6 

b7C 
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Memorandum to Mr. Bayse 

RE: TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) 

MATTERS 


The approximate cost for this trip is as follows: 
Roundtrip to Honolulu, $660.00; roundtrip to Guam from 
Honolulu, $900.00; car rental in Guam, $150.00; per diem, 
$1400.00, totaling $3110.00. JxT 


RECOMMENDATIONS : 1) That authoriz ation be granted for 

SSA | | to travel to the-.--*'' 

Honolulu Division to assist m their request. 

SHOVED: Adm.Serva. USoratory \ 



OIrector__ 

Exec.AD-Adm,. 
Exsc.AD*lriv. 
EXfiC.AD*LES. 


Crim. inv. 


ln'i2-j3J2Ction_ 

Intel!_ 


Legal Coun._ 

Off. qf Cong. 

& Public Aff3._ 

Rod. Mgnt. _ 

Tool. Ssrvs. I 
Training v . 


2) If recommendation number 
approved, that the attached teletype be sent. 


one is 


PROVED: 

Olractor_ 

Exec. AD'Adni. 
Bcbc. AD-Inv. 
Sxsc.AD'LES 


Adm. Sarvs,. 
Crim. Inv. 


action 
Intaii._ 


laboratory , • 

Legal Cotin, _______ 

Off. of Cong. 

& Public Affs._ 

Rsd. Mgnt. 

Tcoti. Ssrvs. " 

Training —__ 
















Memorandum 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE OS-24~201i EY 60324 uc baw/sab/lsg 



Mr. Bayse 


Date 4/2/84 


From : 


Subject : 


it zel 


OUNTERMEASURES MATTERS 




'<V /f CJ 


PURPOSE ,: On March 9, 1984, personnel from the Electronic 

Analysis Unit (EAU) conducted a Technical Surve 
Countermeasures (TSCM) of the Directors car. 


Exac AD Adm. _ 

Exoe AD Inv. _ 

Exoc AD LES _ 
AssK Dir.: 

Adm. Servs. _ 

Crlm. Inv._ 

Ident._ 

ln*p. _ 

Intoll._ 

Lob. _ 

Legal Court. _ 
Off, Cong, & 
Public Affs. _ 
Rec. Mgnt. ___ 
Toch. Servs. _ 

Training_ 

Telephone Run, _ 
Director's Soc’y . 


il1ance 


DETAILS v The check included a Radio Frequency Spectrum check 

with a person sitting in all seat positions, engine 
running, car put into motion and engine stopped. A physical 
inspection was made of the entire vehicle including engine 
compartment, underside, trunk, doorpannels removed, rear seat 
removed and interior molding removed where practical. Wo 
clandenstine radio frequency transmitting or tape recording 
device were found at the time of the check. 

The above TSCM was conducted by I 


RECOMMENDATION: None. For information only 


jfjP?RGV£D: 


/jjaJ 01rector - 

_£xec.AD*Adm._ 

£xec.AD-!nv. 
SXbc.AD-LES 


Adm. Servs. 
Crim. Inv. „ 


inspscsion. 
In toll._ 


_ Laborator y 

Legal Coiin._ 

OfL erf Cong. 

» Affs, 
— Hr,.* wjgTit. 

_TftC-i. Servs. u 

Training_ 


b6 

b7C 


'iN 




asm yfi. 


1 - Mr. Bayse 
1 - Mr. Witzel 

1 - i " 

1 - Mr.Johnson 
AEJ/crb (6) 
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Memorandum 





To 


From 


Subject 


ALL INFORMATION CONTAINED 

HEREIN IS UMJLASSIFIED 

DATE 05-24-2011 BY 60324 nc baw/sab/lsg 



Mr. Bayse uf^ 


(y 


Date 4 / 2/84 


>r 

/ACOUNTERMEASURES MATTERS 



c2 d 


DETAILS: On March 25, 1984, 


traveled to Philadelphia, PA. and with the 


help of SA |_ 


f nxa, pa 
and SA [ 


(of the Philadelphia Field Office) conducted a TSCM 
of the Directors suite. Director DEA 1 s suite and the 
Rose Room on the 19th Floor of the Bellevue Stratford 
Hotel. The next three and half days contemporaneous 
monitoring of the meetings were held. No evidence of 
Clandenstine Transmitting Devices were detected. 

RECOMMENDATION: None. For information only. 


Exac AO Adm. 
Exec AD Inv. _ 
Exac AD LES _ 
A**t. Dir.: 

Adm. Sorvs. . 

Crim. Inv._ 

Idont. .. 

Insp, _ 

Intoll. _ 

Lab. _ 


Legal Coun. . 
Off. Cong. & 
Public Affs. 
Rec. Mgnt. _ 
Tech. Servs. 
Training_ 


Telephone Rm. ___ 
Diroctor’s Soc’y__ 


PURPOSE : To report the results of a Technical 

Surveillance Countermeasures (TSCM) at the 
SAC Conference, Bellevue Stratford Hotel, Philadelphia, 
PA. 


b6 

b7C 



mmoyno: 

Director. 


Adm. Servs.. 
Crim. inv. , 


frCi/ Exec. AD-Acm.— 
' Exec. AD-Inv. _ 


Inspection_ 

tniall- 


I flhnratorv :- u 

Legal Coun. — 

Off. of Cong. 

Public Affs . _ 

a; o. Mqrst. __— 

Txfi. Servs.^,(i|t Pffar' 
Training_ 


d £-105 {V? — 


1 “ Mr. Bayse . b6 
1 - Mr. Witzel b7C 


1 - Mr. Johnson 


f p 


AEJ/crb 
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FBI/ DO J 







ALL INFORMATION IWIMHED 



ASS I STANT D IRE.CT.ORS OFFTCE'.;.'-TE:CHN.I CAL '-SERVI-CE S D IVI S I 0N- 

PURPOSE : To report results of TSCM survey conducted of 

Room 7153/ FBIHQ, on 1/27/84. 


Exae AD Adm._ 

Exae AD Inv. ._ 

Exec AD LES _ 

Asxt. Dir.; 

Adm. Servs._ 

Crim, Inv. _ 

Ident._ 

Insp, _ 

Intell. _ 

Lob_ 

Legal Coun. _ 

Off. Ceng. & 

Public Affs._ 

Rec. Mgnt. _ 

Tech. Servs. - — 

Training _ 

TalopItono'Rm._ 

Director’s Soe'y_ 


DETAILS ; On 1/27/84, personnel from the Electronic Analysis 
Unit conducted a TSCM survey of the Assistant 
Director's Office, TSD, Room 7153, FBIHQ. 


The survey consisted of a nondestructive physical 
and electronic search, physical and electronic examination of 
the telephone 1 instruments and lines serving the area and a 
search of the radio frequency spectrum. 


No discrepancies were noted in the technical 
performance of the telephone system nor was'there any indicat 
of clandestine listening devices or radio frequency transmitt 
Nothing was noted which would indicate any type of technical 
attack directed against this office space. 


ion 
er s . 


The TSCM survey was conducted bv SSA I 

| land-*- 1 


RECOMMENDATION: None. For information only. 
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director _.— 

Exec. AD-Adm._ 

Exec. AD-lnv. _ 

Exec.AD-LES__ 


Adm. Servs. 
Crim. !nv. _ 


Laboratory_, 

Legal Coun._ 

Off. of Cong, 
ft public Affs._ 


■_ 

intivCiicn 

In toil._ 


vtont 


Training -Li v 



9 
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Mr. 

Bayse 

1 - 

Mr, 

Witzel 

1 - 

Mr. 

Johnson 
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Memorandum 


ALL INFORMATION CONTAINED 

mmm is tooassjfxed 

DATE 05-24-2011 ®1 €0324 uc fcaw/s&b/lsg 


i 



To 


From : 


Mr. Bayse 



Exec AD Inv. j 
Exec AD L|S . 
Asst. Dir.: 
AJm jT-i 1 
Cr’4 
Idant. . 

Insp. . 


Dat e 5/2/84 


Infoll. , 
Lab._ 



tzel 


0 t , si c teJvp/'OA'fSS 

c V 1 v f'> 1 f / ^ f .... 


Legal Coun. _ 
OH. Cong. & 
Public Afft. 

Roc. Mgnt._ 

Tech. Servs.. 
Training _ 


Telephone Rm._ 

Director’s Sec’y_ 


Subject: JWffbUSE APPROPRIATIONS SUBCOMMITTEE HEARING. 


PURPOSE : To report the results of a Technical Surveillance 

Countermeasures (TSCM) in Room H310 at the Capitol. 

DETAILS : On April 5, 1984, TSCM personn el | 

I H conducted a TSCM 

inspection of Room H310 in the Capitol. 

The TSCM inspection consisted of a radio frequency 
spectrum check, a check of all telephone, telephone lines 
and a nondestructive physical search. No evidence of 
tampering v/ith the telephone-, telephone lines or clandestine 
listening devices was found. 

RECOMMENDATION : None. For information only. 

PROVED: 

•Director_ 

. Exec. AD-Adm 
Exec.AD-tnv. 

Exec, aches 



b6 

b7C 



1 - Mr. W.M . Baker 
ATTN j j* 


Mr. 

Bay se 

b6 

Mr. 

Witzel 

Mr. 

Johnson 

b7C 1 
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b/22/54 


DECLASSIFXCJkTION AUTHORITY DERIVED FROM: 
FBI MTICmilC DECLASS I FIC&TION GUIDE 
DATE OS-24-2011 



^CASFnrCTfSAU 


ROUTINE 


0 -S. 


bJFlEDE H(3 HDD37 ^HIEVCICR 251554Z JllN B4 


\fetS 


FN DIRECTOR FBI •Cb2- c i730B]- 
TO FBI WASHINGTON FIELD ROUTINE 

BT ^rCoCvX--,v 


TECHNICAL SURVEILLANCE COUNTERMEASURES ITSCM3- NATTERS 

THE ENTIRE CONTENTS OF THIS TELETYPE ARE CLASSIFIED 


AL". 


NR. JERRY RUBIN0-, DIRECTOR-, SECURITY STAFF-, DEPARTMENT OF 
JUSTICE-, HAS REQUESTED THAT THE FBI CONDUCT A MICROPHONE AND 
TELEPHONE SECURITY SURVEY OF THE CRISIS MANAGEMENT-, IMMIGRATION 


AND NATURALIZATION SERVICE-, ROOM L217-. CHESTER ARTHUR BUILDING-, 
425 EYE STREET-, WASHINGTON B-C. 


PLEASE HAVE A TSCM TRAINED TECHNICAL AGENT CONTACT 



TELEPHON 


CONDUCT THE REQUESTED TSCM. 



TO MAKE ARRANGEMENTS/TO'- 


b6 

b7C 


uV 


MR. BAYSE 
MR- bJITZEL 
MR. JOHNSON 


ET/CRB I5> 


u/ 


L/22/54 1BD35H 


27GG 


fa v/b/' J0t 

ftiSSSStBSl K3S3B3***« 

32 JUN 2G 1984 


9 9 J ' uL 


ig 


i r .^F>n, sr<* jFj^rrC'"" tjc’* 

connwiT&jious clhtee? 

C? 3 

JUM 2 61334 




&LL INFORMATION COM AIMED 
SEREIN 15 UNCUtS 51 FIE & 

DME OS-24-2011 EY 60324 uc baw/s&Vlsg 

WFO HAS FIVE TTA TRAINED IN TSCM AND THE TSCM EQUIPMENT 
REQUIRED TO CONDUCT THE INSPECTION. SINCE THE REQUEST 
FOR THE TSCM SURVEY IS NOT FOR A HEAD OF A DEPARTMENT -i 
WE ARE ASKING WFO TO CONDUCT IT. FBIHQ PERSONNEL 
WILL CONDUCT MOST OF THE TSCM SURVEY REQUESTS FOR 


DEPARTMENT HEADS- 





F) 


02 


f 





1 1 
b/ll/fl4 


C 6 N h J. U L III I 1 1 A L- 


PRIORITY 


s?F£rUCPP bJFEDE H(3 H005B SrUEYCIEP 1B133DZ JUN fl4 


DFCXAS SI FIXATION AUTHORITY IpilHi FROM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 
DATE 05-2:4 -GDI! 


FN DIRECTOR FBI {b2-^73□&> 

TO FBI WASHINGTON FIELD PRIORITY 

BT Sec oK'iy So ^_yyX_ e ? ' ' >,c LS/SJS- 

r 1 i p e rj t i a l 

ECHNICAL SURVEILLANCE COUNTERMEASURES/iTSCNll HATTERS 


'*?£ 


THE DEPARTMENT OF JUSTICE HAS REQUESTED A TSCfl SURVEY ON 
AN EXPEDITE BASIS OF THE OFFICE OF THE INDEPENDENT COUNSEL, 
SUITE 314, 1717 H STREET-, NORTHWEST-, WASHINGTON, D-C. EOOOL 

PLEASE HAVE YOUR TSCM TEAM CONDUCT THIS SURVEY-, POINT OF 
CONTACT IS 




SECURITY STAFF-, DEPARTNENT 


OF JUSTICE, TELEPHONE, 


m 


ILASSihiLD bY ■ - S-, DECLASSIFY QM »-W 


b6 

b7C 


BT 





gj/t 

u/NSD IL3- 


L/11/B4 ; 1B035H 


5BB3 


b6 

b7C 


1 

I - NR- BAYSE 


NR- NONROE 
ATTN: ^ 


1 - NR. UITZEL 

1 - MR. 

1 -| 


DE-105 ^ a. - 9 7 3 of-J ’ 




'$6 


13 «84 


76 JUL 271984* 


(» .‘i ” 








NOTE- 


Pall information contained 
HEREIN IS UMCLSSSIFIED 
DATE 05-24-2011 BY €0324 uc fcav/safc/l sq 


REQUEST lil AS MADE PER NEtlORANDUN OF HR. RUBIN0-, TO HR. BA YSE i 
DATED JUNE S-, 1=134. 








Memorandum 


KLL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED I 

DATE OS-24-2011 BY 60324 uc b&w/s&b/lsg 


Mr. Bayse 




From : 


1051 



Date 7-2-84 


A / " , « < j */■ 17 / 

/•/ >, / y ... 1 v /^.j 


Subjectj^?TcOUNTEEMEaSURE§ MATTERS 


Exec AD Adm._ 

Exec AD Inv._ 

Exec AD Lb'S __ 
Assn Dir.: 

Adm. Servs._ 

Crlm, Invj_ 

fdent._ 

Insp._ 

tntell._ 

Lab.__ 

Legal Caun. _ 
Off. Cong. & 
Public Affi. _ 

Rec. Mgnt. _ 

Tech. Servs. _ 

Training_ 

Telephone Rm. _ 
Director’s Soc’y . 


PURPOSE: To report the results of a technical surveillance 
eountermeasures inspection (TSCM). . 

DETAILS: On June 5, 19.84, conducted a TSCM 

at the Xe^ox Training Eacmuy, Koom 3370, Leesburg, 
Virginia. ’ - - ... 


The TSCM included a radio frequency spectrum check and 
a nondestructive physical search. During the physical search, the 
telephone was disconnected and all wires were removed and checked 
for room audio. The Medeco lock cylinder was installed by Xerox 
personnel and a five-drawer safe vas moved into the room (Bureau safe). 

No evidence of clandestine listening devices was found,#?^^ 
At the end of the TSCM survey, the door was locked and on^Ly F&r w 
personnel had keys to the room. * / 

The Xerox Training Facility is an international traininq/^ 
facility, and many foreign personnel attend training sessions at 
various times.. The frequency of using this facility fqr training 
and/or conferences should be kept to a minimum as the technical 
integrity of the spaces used cannot be maintained or controlled. 

RECOMMENDATION: That conference and/or training of a highly 

. sensitive nature not be conducted at the Xerox 
Training Facility. 


1 - Mr. O’Malley 
1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Johnson 


%cae (6) 


P£- 60 ( 


APPROVED: Adm. Servs. ILL.Li laboratory - 

Crint, Inv.Legsl Cons . 

Cl cl Bf-? 

Director .— & -• 

Exec. AS4tbn. .ideal.— Rec. fo>‘‘ yyi •- 

Exec. AO-Iiff..Inspection.. Teel, km. 

Exes. AD-LES .inteil.. J/J' - 




2 JUL 5 1984 


Lj * U.S. GOVERNMENTPRINTING OFFICE; 1983-411-064/9070 


JUL l 1984 
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PAGE TWO 



OTHER AGENCIES. WE ARE COGNIZANT OF OUR RESPONSIBILITY 


TO INSURE THE SECURITY OF NATIONAL DEFENSE AND RELATED 
INFORMATION. TO THIS Effi, IT IS REQUESTED THAT 
AUTHORIZATION BE GIVEN FOR A FINAL ELECTRONICS 
COUNTERMEASURES SURVEY TO BE CONDUCTED AT LOS ANGELES 


BY TECHNICAL SERVICES DIVISION PERSONNEL DURING THE 


FIRST WEEK OF JULY, 1984. 
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i a 


o~. 


h/21/fi4 


ROUTINE 


■F^HKRR LAIEDE H<3 HDIU ^HIYSER 21212^Z JUN fl4 


FM DIRECTOR FBI •CE2- c i?3Dfl> 


DUCLAS SIFICA2XO¥ MJJHOaiTJ BESJ¥2D FS.23M: 
ITS! AUJOMJO*XO BE CX&SSI F XCAT XON SXJXSE 
CftXS os-24-2011 


TO FBI LOS ANGELES C1SSB-2ML} ROUTINE 

0 , , 

bt Se& up, i -/y Softkey & 



p $tto (■ r/ e y Ce/ Jr rr / . 

--- /or-py e 


3Mj«SUNNER OLYMPICS, MAJOR CASE 3fl 


' THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED 

^=§eeREH’. 

REFERENCE LOS ANGELES TELETYPE DATED JUNE A, 1HA4-, AND 

..ZAdu 

BUREAU TELCALLS TO AS'AC R. BRYCE CHRISTENSEN AND 
SA WILLIAM SNELL ON JUNE IB AND BO, IMAM-, RESPECTIVELY- 

THIS IS TO CONFIRM REFERENCED TELCALL BETWEEN LOS ANGELES 


SA WILLIAM SNELL AND FBIH<3 SSA 


CONCERNING THE 


REQUEST FOR A TECHNICAL SURVEILLANCE COUNTERMEASURES LTSCMI 
SURVEY OF THE COMMUNICATIONS COMMAND CENTER. 


AS PER SA 


ASSISTANCE FROM FBIH<3 WILL MOT BE REQUIRED 


AT THIS TIME. LOS ANGELES HAS TWO TECHNICALLY TRAINED AGENTS 
■CTTASI WHO HAVE RECEIVED BOTH BASIC AND ADVANCED TSCM TRAINING. 


d 


b 6 
b7C 




"^ET/I^V -CLI 


1 - MR. REVELL 

ATTN: MR. KLEIN 

1 - MR. BAYSE 





t/ai/64 1B035H 


SS23 


9 9 SEP f» 


1 - MR- WITZEL 
1 - MR. JOHNSON 

1 ~ I ~ 

DE-6C£ 2 ^9T3QFz 


36 JUN 20 1984 


FEDERAL BUREAU OF>INVESTIGAT10N 

JUN 2 2 1984 
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Memorandum 


OA 



yjp 


: Mr, Bayse lr ^oi^ggj f rcfti iok authority lliiiilliiiii fr<m~5/24/84 
fei jirooMiTiv: ncmsaniciiid otiss - ; 

SA1S 0S-24-3G11 


itzel 


jSOUTE IN ENVELOP^ 




Subject : TECHNICAL INSPECTION AT THE RAYBURN BUILDING 


>/4 

Exec AD Adm. _ 

Exec AD Irw,_ 

Exec AD LES _ 
Asst. Dir.: 

Adm. Serve._ 

Crim. inv. _ 

Idonf._ 

ln*p. _ 

Intel!. _ 

Ub- 

Legal Coun. _ 
Olf. Cong. & 
Public Aff*. . 

Roc, Mgnt, .._ 

Tech. Serve. _ 

Training _ 

Telephone Rm, _ 
Director's Soc'y . 


PURPOSE: 


D, C. 


The entire contents of this ^memorandum are classified "C 


ial." 


To report the results of a technical inspection of the Altec 
amplifiers used at the Rayburn Building, Capitol Hill, Washington, 


DETAILS : During several countermeasures surveys conducted at the Sam Rayburn 

House Office Building, by personnel of the Engineering Section and 
by other agencies of Intelligence Community, numerous radio frequency signals 
have^been found to be emanating clear tart . audio from Altec amplifiers. 

In view of this, | I who works for the Architect of ^ 

Capitol Hill, was contacted regarding this problem. He stated that he wadM/ 
try to solve this problem. Engineering Section personnel provided som© 1 ^ V / j 
technical assistance. > / / 

--- ( /V*^ 6 

On April 6, 1984? ^ of the Engineering\ Je^^ 6rb7 C 

(ES), Electronic Analysis Unit (EAU), conducted a technical inspection of 
the Altec Lansing 1593B amplifiers located in the Rayburn Building. The 
following rooms with Altec amplifiers were inspected: 1100, 2200, 2203, 2226, 
2337? 2318, 2325, 2212, 2118, 2154? B352 and B318. However, there were radio 
frequency oscillations detected at 4*2 MHz with a strong harmonic at 8.4 MHz 
in Room's 2200, 2203 and 2226. This problem was resolved by technicians from 
the Capitol Hill House Legislative Sound Call System Electronic Shop by 
removing the defective amplifier board, P/N 41830-12 and replacing each of 
the Altec amplifier units with a different amplifier board, P/N 41830-15. 

All the aforementioned rooms were then found to be free from the 
detected radio frequency oscillations. 

RECOMMENDATION : None. For information only. D&'f'fQ , j / , j 


1 - Mr. M orrmp 
Attn: I 

1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Johnson 

1 -I 


l@T:j 


jmr (6) 


Director.__ 

“Excc. AD-Atlirt-. 
- &V3C. AD-Inv. . 


«£hsc. AD-LES 


Crim. Inv.__ 

__ Idor-t. 

__ inspection_ 

Intel!._ 
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Taboratory _ 

Legal Coun._ 

Off. cf Cong. 

5 Public Aifs,_ 

Bsc. Mgnt. 

Tech. Servs._££ 
Training . _ 









*F[>36 (Rev. 8-26-82) 


TRANSMIT VIA: 

□ Teletype 

□ Facsimile 
AIRTEL 


PRECEDENCE: 

□ immediate 

□ Priority 

□ Routine 


ALL INFGBM&IIOM CONTAINED 

£3U % 'D TC ^ CCTITTtP 

fiE&E-XrJ £5 urn* L^S 5 X FI E D 

DATE 05-24-2011 BY 60324 uc fasw/safc/lsg 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T O 

D UNCLAS 6 / 8/8 
Date _ 


TO: DIRECTOR, FBI 

ATTN: TECHNICAL SERVICES DIVISION; ENGINEERING 

SECTION 

FROM: SAC, SAN JUAN (66-20) (P) 

—• _ * . ’ I • \{ 

ELECTRONIC COUNTERMEASURES SURVEY -7--- 

The San Juan Division has been conducting intense 
investigations against terrorist organizations, organized 
crime elements and corrupt police officials which have 
revealed that each of these have utilized to varying degrees 
advanced electronic communications equipment. The San 
Juan Division has suffered one close call in an attack 
against bureau office space with a high explosive, rocket 
propelled ordinance and due to the nature of several very 
sensitive investigations is extremely vulnerable to electron 
surveillance. i 


The San Juan Division currently has no personnel 
trained in electronic countermeasures. Due to the intense 
workload placed on San Juan TTA's by major case work, the 
Division is unable to spare any TTA's for in-service training 

As a result of the above, the Bureau is requested 
to provide experienced headquarters personnel to conduct 
a thorough countermeasures survey of the San Juan Division. 

In addition, during this survey, training should be provided 
to San Juan TTA's and suggestions made to improve San Juan's 
countermeasures program. j / ' *'*' 

.. — * 

In order to maximize the benefit of such a visit 
to the San Juan Division, it is also requested that the^ 
headquarters assistance be provided as soon after July*"'' 

16, 1984 as possible. / r . 

LAM :df odj^j- 


Approved: 


/ 

\U 

1 1 

ft" 


_ L 


_ 

T 
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Transmitted 


(Number) 
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pECLASSI TICKS TOM' AUTHORITY DERIVED FROM; 
(FBI AUTOMATIC DECLASSIFICATION SUIDS 
DATs! 05-2 4-2011 


«*- 


b/21/fiq 


n in 1T[ IJT I U . ROUTINE 


^Fl^IERR SJ31DE H(3 HOn? ^HEVCIR 212151Z JUN fl4 



FM DIRECTOR FBI {b2-H730fl> 

TO FBI SAN JUAN ILB-20> ROUTINE 
BT 

T UNI ' IPEMTIAL 


.CO-t'wfrj 


"i m'L'J** ' 


£. 


TECHNICAL SURVEILLANCE COUNTERMEASURES ITSCMI MATTERS 

THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED 

REFERENCE SAN JUAN AIRTEL DATED JUNE fin 1R64- 
ET 


AND SSA 


WILL ARRIVE 


b6 

b7C 


SAN JUAN ON JULY lb-. nfl4n VIA DELTA AIRLINES FLIGHT NUMBER 
TO CONDUCT THE REQUESTED TSCM IN YOUR DIVISION- 

IT IS REQUESTED THAT LODGING RESERVATIONS BE MADE FOR ABO 
PERSONNEL. 

BT 





74 AUG 1 5 1984 

L._ _ __ 









NOTE: 


BY REFERENCED AIRTELi SAN JUAN REQUESTED FBIHfl ASSISTANCE 
TO CONDUCT A THOROUGH TSCM SURVEY IN THEIR DIVISION. 

SAN JUAN DOES NOT HAVE TTAS TRAINED IN TSCtl. 

APPROXIMATE COST IS $775 FOR TRANSPORTATION AND $2C00 PER DIEM, 
TOTALING $2775 FOR TWO PERSONS. 





It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the Office of the 
Assistant Attorney General, Criminal Division in Room 2105 of the 
Main Justice Building and the following Criminal Divisions areas; 
Rooms 2109, 2111, 2114, 2115, 2208 and 2229 of the Main Justice 
Building. 
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FBI AUTOMATIC DICLASSIFICATION GUIDE 
DATE GS-24-2G11 


SAC, Honolulu 


8/29/84 




Director, FBI (62-97308) 

O _ 

TECHNICAL SURVEILLANCE SlCU'tt*? 

COUNTERMEASURES MATTERS - 

This communication is classified X£eSf?5eTrSaiX 
in its entirety. 

Reference Bureau teletype to your office dated 
March 21,1984. 


_ FBI HQ SSA| land Honolulu SA | | ; 

1 conducted technical surveillance countermeasures (TSCM) 
surveys in your office, the Guam Resident Agency (RA) , and in 
several Federal agencies located in your division during the 
period of March 21, 1984, through April 9, 1984. At the 
conclusion of each TSCM survey, each agency was advised of the 
outcome. The TSCM surveys included a radio frequency spectrum 
check, a telephone and telephone lines check, an electronic check 
for possible hidden electronic surveillance devices on desks, 
books, furniture and other items. A cursory physical check was 
conducted in most offices with the exception of your field office^ 
and the Guam Resident Agency where a more thorough physical jr 
examination was conducted. \ ***' 

The TSCM surveys were conducted as follows: 


M. Ged< 
©h'ecke< 

COT' ■ 
<5* 

era I 


On March 21, 1984, the office of U.S. Magistrate Joseph 
room C-338, Federal Building, Honolulu, Hawaii, was 
The following telephone lines were checked: 

i# on hook (Volts) off-hook on-hook(current in off-hook 


milliamps) 


mrx%~ 


Exec AD AdmJ 
Ex.e AD Inv. L 

Exec AD LES_ 

Acst. Dir.: 

Adm. Servs. _ 

Crim. Inv. _ 

Idont._ 

tnsp. _ 

tnl.ll-^ 

Lab. _ 

Logoi C^&rw^. 

Off. Ceng, iJ 
Public Aff*r_ 

Rae. Mgni._ 

Taeh. Servs. _ 

Training_ 

Telephone Rm. _ 
Director's See'y . 


49.59 

49.56 

51.32 

51.10 


1 - Mr. Bayse 


8.41 

7.39 

9.03 

9.36 

b6 

b7C 


46.44 

46.73 

51.68 

52.53 


SEP 5 1984 


/« d 



(Continued - Over) 
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The 

following is the 

information obtained at the 

telephone 

wire 

closet located 

outside Judge Gedan's office: 

Telephone# 

Cable# 

Trunk pair# 



8.01 

257 



8.01 

267 



8.01 

259 



8.01 

260 


No discrepancies were noted in Judge Gedan's 
office. 


On March 23 and 25, 1984 (On Saturday and Monday, March 
24 and 26, Guam time) the Guam Resident Agency, located in the 
Pacific News Building, 238 O'hara St., Guam, was checked,. 


Six Stromberg Carlson 2864 telephones were examined 
physically and with the telephone analyzer. Each instrument had 
the following telephone lines: 



.s line, tele 

. IT&E oversea 

l l 


phone number not available 


The following voltage and current readings were 
measured from an instrument. 


Telephone# 

on hook (Volts) off hook on 

hook(current in 

off hook 





milliamps) 



25.85 

8.21 


0 

50.85 


45.44 (chaining 

switch 

disabled) 



25.69 ‘ 

7.48 


0 

50.03 


51.85(chaining 

switch 

bar 

disabled) 



25.90 

8.00 


0 

. 5*5.60 


45.34 (chaining 

switch 

bar 

disabled) 



26.06 

5.26 


0 

29.03 


25.85 

12.70 


0 

108.30 


52.10(chaining 

switch 

bar 

disabled) 
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• The telephones had dial intercom service which was the 

reason for the two voltage readings on hook. The higher voltage 
readings were measured by disconnecting the bar which allows the 
buttons to stay on the depressed position while on hook. By 
depressing the button for each particular line, the higher 
voltage readings were obtained. 

All telephones are connected to a Key Service Unit 
(KSU) located within the RA office space. The five trunk lines 
go from the KSU to a connecting .block above the ceiling of the 
interview room in the RA and continue to the telephone/electric 
power room located on the 4th floor. These lines appear on a 66 
block and have the following line designations: 


W/BL, BL/W wire, House pair (HP) 210, cable #10 
W/O, O/W wire, HP 211, cable #10 
W/G, G/W wire, HP 212, cable #10 

W/B, B/W wire, connects to a small box (marked IT&E) 
W/S, S/W wire, HP 209, cable #10 
W/R, R/W wire was not being used 

These lines continue and terminate on the 3rd floor 
telephone/electric power room. This room and the one located 
above on the 4th floor were locked and the keys maintained at the 
Manager’s office.. These are the last appearances within the 
building. The house pair information on the third floor is as 
follows: 


Trunk pair (HP) #710 

Trunk pair #711 - • f\J 

Trunk pair #712 


IT&E . Connects to.a small box labeled "IT&E overseas 
lines" 


House pair #709 


It was noted that lines 4 and 5 appear to have 
unusually low and high off-hook current readings respectively. 
However, it is pointed out that line 4 is the I.T&E overseas line 
and line 5 is the unlisted telephone number and does not go 
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through the same switch as .the other three lines. Attempts to 
have the local telephone company personnel explain the reason for 
the measurements taken on these two lines failed as the telephone 
personnel did not answer our calls. It is possible that they may 
have been working in another island. 

The following observations were made while conducting 
the TSGM at Guam. 

1. One of the two doors in the RA that open from the hallway did 
not have a dead bolt. 

2. The RA did not have an alarm system. 

3. There were several manuals on top of the safes in the bulky 
room. 

4. A cabinet is needed fpr storage of firearms (e.g. shotguns). 

On March 25, 1984 (March 26, 1984 Guam time) the office 
of U.S. Marshal Edward M. Camacho Room 507, PNB, Guam, was 
checked. 


The following telephones were checked.: 

Telephone# on-hook(Volts) off-hook on-hook(current in off-hook 

milliamps) 


45.36 


9.13 

0 

54.40 


45.35 

- 

''-.7.60 

0 

56.30 

b6 

45.09 


8.87 

0 

54.52 

b7C 

45.18 


7.95 

0 

55.84 


45.10 


7.97 

0 

55.77 



No discrepancies were noted. 


On March 26, 1984 (March 27, 1984 Guam time) a TSCM 
survey was conducted in the offices of the U.S. Attorney David T. 
Wood, Room 502A, PNB, Guam. 










Letter to SAC, 
RE: TECHNICAL 


Honolulu 

SURVEILLANCE COUNTERMEASURES MATTERS 


The following telephones and telephone lines were 
checked physically and with a telephone analyzer. 


Telephone# 


472-7486 


on-hook(Volts) 

of f^hook 

on-hook(current in 
milliamps) 

off-hook 

45.-13 

9.55 

0 

52.34 

45.07 

6.91 

0 

56.92 

45.04 

8.79 

0 

54.32 

45.02 

8.15 

0 

54.79 

45.12 

8.15 

0 

54.95 

45.08 

7.86 

0 

55.39 

45.15 

8.38 

0 

53.84 

45.12 

7.06 

0 

57.26 


1. All the instruments were Stromberg Carlson, SC 2500 with the 
exception of the telephone located in the library, telephone 
number 472-7486 which is an ITT 2500 instrument. 


2. There were two doors that open to the hallway, one from the 
library which had a dead bolt and the other from the main 
entrance which did not have a dead bolt. 

3. The offices of the U.S. Attorney were not alarmed. 

4. The office door is maintained open and does not restrict 
anybody from walking into the office space. 

Qn same dav a TSCM survey was conducted in the office 
space of I I RAIC. DEA. All telephone 

instruments were Stromberg Carlson SC 250 0 with the exception of 
one ITT 2500 instrument, telephone number ! I The 

following voltage and current reading were obtained: 

Telephone# on-hook(Volts) off-hook on-hook(current in off-hook 

milliamps) 

j 45.12 ' 7.46 0 56.15 

9.32 0 


b6 

b7C 



45.16 


53.40 
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45.12 7.59 0 55.94 

45.07 7.94 0 55.08 

45.15 8.-06 0 55.09 

h& 

45.21 8.19 0 54.64 b7C 

45.16 ‘8.16 0 54.93 

45.14 7.90 0 55.31 

45.10 7.82 0 55.48 

45.12 7.88 0 55.55 

45.26 8.40 0 54.86 

45.06 7.43 0 56.20 

45.09 7.56 0 56.06 

No discrepancies were noted on any of the telephones 
and telephone lines checked. 

The following observations were made concerning the 
physical security of the DEA office. 

1. The office is located adjacent to the U.S. Attorney’s office 
on one end and the Grand Juiy-'Room and restrooms at the north end 
and west side f respectively. 

2. All walls on the perimeter of the office are constructed past 
the ceiling and up to the floor above. 

3. Both doors leading to the hallway have dead bolts. 

4. The office does not have an alarm system. 

5. The door to the reception area is maintained open and not 
restricted to entering the office space. 

6. Four pairs of telephone wires were removed from the DEA f s 
space. These wires were terminated on a 66E block in the women's 
restroom located inside the Grand Jury Room space. No telephones 
were connected to their wires and which were part of the old 
telephone system that was replaced within the last year. 
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On March 27, 1984 (March 28, Guam time) a TSCM was 
conducted of the office space of U.S. Federal Judge Cristobal C. 
Duenas, all of his staff's offices, the Court Room and the Grand 
Jury Room. 

The following telephones and telephone lines were checked in 
the Judge's space and courtroom: 

Telephone# Model# on-hook(Volts) off-hook on-hook(current off-hook 

'in milliamps) 


(ITT 2844) 

45.18 

8.12 

0 

55.26 

(SC 2500) 

45.10 

8.13 

0 

55.14 

(SC 2500) 

45.03 

7.91 

0 

54.83 

(SC 2500) 

45.01 

•8.17 

0 

54.73 

(SC 2500) 

45.04 

8.10 

0 

54.90 

(SC 2500) 

45.04 

9.07 

0 

54.01 

No discrepancies were 

noted on 

any of the 

telephones 


checked. 


The TSCM survey at the Honolulu Field office was 
started on March 30, 1984. 

The field office telephone system is serviced by a 
Northern Electric switch model n Pulse-SG-l.” Ali telephone lines 
to the field office from the Hawaiian Telephone Company Central 
Office appear on cable 51, Trunk pairs 301 through 400. Cable 
51.02 line pair 1 through 25 appear in the Bulky Room in the 
basement of the Federal Building and at the telephone wire closet 
in the office. Cable 51.02 line pair 25 through 50 appear in the 
telephone wire closet in the office and at the radio shop which 
is located in the basement of the building. 

The following are the findings of cable 51, line pairs 
301 through 400. 

Trunk Pair number ... 


301 - Vacant 


7 
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302 - Jl-2651 Confidential File Room Extension #47. It also 

appeared at First Hawaiian Annex, S. King St. 20th 
floor. This extension was removed and replaced by , * 
extension #40 which was not in use. 

303 - Vacant 

< 

304 - n " 

305 - " " 

306- " " 

307 - " " 

308 - " ■ 

309 - " " 

310 - n ■ 

311 - " ■ 

312 - (808) 546-8924 (FTS), (T)-49.0, (R) 49.2 Volts to ground 

313 - Vacant 

314 - J4-1267-0 Teletype Room 

315 - J4-1267-0 Teletype Room 

316 - Vacant ' 

b7E 

50.2 Volts 

318 - Vacant 

319 - Vacant 


320 - 521-1411, 
ground 

In-coming 

calls only 

(T)-50.3, 

(R)-50.2 

Volts 

to 

321 - 521-1412 
ground 

In-coming 

calls only 

(T)-50.3, 

(R)-50.6 

Volts 

to 

322 - 521-1413 
ground 

Two-way 


(T)-50.6, 

(R)-50.3 

Volts 

to 

323 - 521-1414 
ground 

Two-way 


(T)-50.3, 

(R)-50.6 

Volts 

to 


- 8 - 








Letter to SAC, Honolulu 

RE: TECHNICAL SURVEILLANCE COUNTERMEASURES MATTERS 


324 - 


326 - 


Two-way 


ground 


ground 
327 - 546-8318 (FTS) 


Joutgoing calls only 


(T)-50.6, (R)-50.2 Volts to 
(T)-50.5, (R)-50.6 Volts to 
49.1 Volts 


328 - Vacant 

329 - Vacant 

330 - Vacant 

331 - Two links, Honolulu Toll Test Board and HPD- 

332 - police at HAFB and ITB World Communications disc at FBI and 

HPD 

333 - Jl-2500-0 HPD Computer Terminal 

334 - Jl-2500-0 State Computer Terminal 

335 - J52-1580 State Computer Terminal 

J52-2640 

336 - J52-1580 State Computer Terminal 

J52-2640 

337 - J60-4510 connected to cable 22, W/O, 0/W pair. This line 

was riot i.n use and'was* disconnected. 

WCC telephone 

FCi Supervisor office, Secure telephone 
FC1 Supervisor office. Secure telephone 

341 - K61-2590 connected to cable 22, Y/BL, BL/Y 

This line- was not in use and was disconnected 

342 - K61-2810 connected to cable 22, V/BL, BL/V 

This line was not in use and was disconnected 

343 - J12-6180 

344 - J12-6190 To FM Radio console and at 1151 Punchbowl 

5th Floor 


338 - 

339 - 

340 - 


345.- J12-6200, 


b6 

b7C 


9 
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346 - 523-3684 (SAC) -50.7 Volts 

347 - 523-3825 Outgoing calls only (T)-50.4, (R)-50.5 Volts to 

ground. 

i 

348 - Vacant 

349 - Vacant 

350 - Vacant 

351 - Vacant 

352 - Vacant 

353 - Active (pen register line) 

354 - Through 369-Not in use 

370 - Connected to cable 22, W/BL, BL/W pair. 

This line was not in use and was disconnected. 

371 - Through 400-Not in use. 

Bulky Room, Basement of Federal Building cable 51.02, 
line pairs 1 through 25. 

House Pair number 

1 - Extension 43 (was disconnected) 

2 - 546-5528 (telephone located in Radio shop) 

3 - Alarm Circuit to Bulky room. 

4 - Vacant 

5 - Vacant 

6 - Vacant 

7 - Bulky Room telephone extension number 57. 

8 - Through 25-Not in use. 

Cable 51.02 pairs 1 through 25 located in the office telephone 
wire closet. 

- 10 - 
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\ 


House Pair Number 


1 - Extension #43 c (was disconnected) 

2 - 546-5528 connected to cable 51,02 pair 27 

3 - Alarm circuit, connects to connecting block numbers 12 and 13, 

BK/G, G/BK pair located in large gray box close to ceiling. 

This pair continues to the security console, 

4 - Vacant * 

5 - Vacant ^ 

6 - Vacant 

7 - Bulky room extension #57, 

8 - Through 25-^Not in use. 

Cable 51.02 pairs 26 through 50, located in the office telephone wire 
closet. This cable goes to the Radio shop. 

House Pair Number 


26 - Radio shop extension #43; This extension also appeared in 

the Bulky room and was disconnected. 

27 - 546-5528, connected to alarm dialer 

28 - Connected to #16 o£ connecting block on large gray box and 

cable leading to the Securiy console. 

29 - Connects to cable #32, BK/G, G/BK pair, FM Radio console. 

30 - Vacant 

31 - Public address system, 

32 - Vacant ■ 

33 - Alarm circuit to the Radio shop 

34 - Through 50-Not in use. 

.Radio Shop 

Cable 51.02, pairs 26 through 50, (Same as above) 
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On April 4, 1984 the office space of U.S. Attorney 
Daniel A. Bent was checked. The office telephone system was 
serviced by TIE/Communiations, Inc., model EK 2600 Key Telephone 
system. The following is information on the telephone numbers 
checked at the telephone wire closet outside the U.S. Attorney's 
office space. 

Cable #TX 8.01 pairs 301-through 350. 

Telephone# Cable# House pair# Voltage 


8.01 

PR 12 

49.3 

8.01 

PR 21 

49.3 

8.01 

PR 14 

49.2 

8.01 

PR 15 

49.2 

00 

. 

o 

H* 

PR 22 

49.3 

8.01 

PR 23 

49.3 

8.01 

PR 10 

49.2 

8.01 

PR 08 

49.1 

8.01 * 

PR 24 

49.3 

8.01 

PR 25 

49.3 

8.01 

PR. 06 

49.2 

8.01 

PR 07 

49.3 

8.01 

PR 20 

49.3 

8.01 

PR 09 

49.2 

8.01 

PR 11 

. 49.3 

8.01 

PR 16 

49.2 


The telephone instruments were TIE/Communications, Inc 
model 1-2260. Due to the type of telephones in the USA's office 
space, on-hook and off-hook voltage and current readings were not 
obtained. However, all combinations of the three pair wires were 
checked at the termination block in the telephone wire closet. 


-■12 - 
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On April 4, 1984, the office space of Federal Judges 
Harold M. Fong, Room C-438, and Samuel P. King, Room C-444 were 
checked. 


Both offices had Automatic Electric telephones, model 

1860. 

The following information was obtained from the 
telephone lines in Judge Fong’s office. 

Telephone# on-hook(Volts) off-hook on-hook(current in off-hook 

mi Hi amps) 


49, 

,48 

8.24 

0 

47.80 

49. 

.52 

8.05 

0 

47.90 

49, 

.58 

8.84 

0 

45.90 


His telephone lines appeared in the main frame as 

follows: 



Cable# 

House pair 

801 

207 

801 

208 

801 

209 


discrepancies' were noted during the survey. 


b6 

b7C 


The following information is from the telephones in 
Judge King’s office. 

Telephone# on-hook(Volts) off-hook on-hook(current in off-hook 

milllamps) 


49.48 

7.60 

0 

47.45 

49.62 

7.90 

0 

46.40 

49.60 

7.95 

0 

45.60 

49.55 

8.30 

0 

46.95 

information 

at the wire 

closet is as 

follows: 


Cable #801 (Pair 1-50) 


13 - 
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801 
801 
801 “ 
801 


1 

2 

3 

12 


On April 5, 1984, the office space of Federal Judges A. 
Andrew Hauk, Room C-452 and Martin Pence, Room C-432 were 
checked. Both offices had Automatic Electric (GTE) telephones, 

model 186D* 


Judge Hauk had the same telephone number as Judge King. 
The telephone in Judge Hauk's office was checked electronically 
and physically. The telephone lines were also checked at the 
wire closet and are the same as Judge King. 


Judge Martin Pence telephones numbers and cable 
information are as follows. 

Telephone# on-hook(Volts) off-hook on-hook(current in off-hook 

mi11lamps) 




49.40 

7.30 

0 

49.09 




49.60 

7.35 

0 

48.80 




49.60 

7.60 

0 

47.80 


His telephone 

lines-appear 

on Cable 

801, pairs 201-250. 


Telephone# 


Cable# 


Pair# 

b6 

b7C 



801 

* 

201 




801 


202 




801 


203 



On April 6, 1984, a TSCM survey was conducted in the 
office space of I \ DEA, Room 3129, including 

the Agents squad area. 


- 14 - 
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The following telephone lines were checked: 


,-hook (Volts) 

off-hook 

on-hook(current in 
milliamps) 

off-hook 


49.45 

7.83 

0 


48.51 


49.49 

7.75 

0 . 


48.13 


49.50 

7.55 

0 


48.85 

b6 

49.53 

8.60 

0 


47.10 

b7C 

49.50 

8.55 

0 


47.13 


49.30 

7.85 

0 


46.83 


51.86 

8.60 

0 


24.00 



, The telephone lines were also checked at the telephone 
wire closet which appear on cable 8.01 f house pairs 1150-1200. 

Telephone# 


Cable# 

House pair# 

8.01' 

1151 

8.01 

1152 

8.01 

1153 

8.01 

1154 

8.01 

1155 

8.01 

1156 

8.01 

1157 


Also pairs #1158 and 1159 were connected to cables #21 
and 94 and appeared inside DEA*s office space. 

On April 9, 1984, the office of U.S. Magistrate Bert S. 
Tokairin, Room C-340 was checked. His office had ITT 2830 
telephone. 

-'15 - 
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The following are voltage and current readings obtained 
from two telephones lines: 

Telephone# on-hook (Volts) off-hook on-hook (current in off-hook 

milliamps) 

49.40 8.55 0 47.60 

49.40 7.70 0 47.60 

The cable and pair information obtained at the 
telephone wire closet outside his office is as follows: 

Telephone# Cable# House pair# 

8.01 257 

8.01 258 


b6 

b7C 


It is noted that physical security inspection is 
normally not part of the TSCM survey, however, in view of the 
many sensitive public corruption cases being worked in Guam and 
the fact that the RA is located in a public building with 
somewhat inadequate physical security, the following 
recommendations are being made^ 

1. That all doors leading to the hallway from the office space 
of the RA be outfitted with double cylinder dead bolt locks and 
installed by Bureau personnel only . 

2. That the RA be provided with a cabinet or a large safe so 
that weapons (e.g., shotguns) left in the RA office can be stored 
safely. 

3. That the RA be provided additional safes to store manuals and 
other sensitive materials. 

4*. That an alarm system be installed in the RA at the earliest 
time possible, i 

5. That the combinations to the safes be changed according to 
the M10G, Part II, Section 16-7.2(7) a and b, each safe having a 
different combination number . > 

In addition, personnel from the Guam RA should advise 
The United States Attorney!s office that they could improve the 
physical security of their office by having a double cylinder 
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dead bolt in the main.entrance door. All other Federal offices 
checked in. Guam appeared to have adequate physical security and 
no discrepancies were found during the TSCM survey. 

In identifying all telephone pairs located in 
Headquarters City, it was found that extension 147 was leaving 
the office premise and this extension also appeared at the First 
Hawaiian Annex, S. King St. 20th Floor. Inasmuch as this 
extension was also located and used in the Confidential File 
room, it was disconnected from the lease line leaving your office 
space. This extension was replaced by extension #40 which was 
not in use. 


JP5WOVED: 


Adm.fieivs._-. 

Crim. tnv. -- 


Director —__ 

Exac. AD-Adm.— 
Ex9C. AD-tnv- „ 
exsa-AIHLS __ 


Went.._ 

Inspection 

tnteil.„_ 


of Cong. 
Public A«s.. 

ftfgnt. 
ft. Servs. 





-*«>5 v .4 w \ 
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,TT>3®AL'G0TOW'™-v 


jp ***~~~Subject 



Date 


Security Survey^of Senior Management Offices 


Mg 2 £.1984 



To 

Will iamjs^Baysg 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 



rerry (RjAOirrer; Director 
Security Staff' 

Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct [ 
a microphone and telephone security survey of the following 
Department senior management office spaces: 


Building 

Main 

Main 


Room 


Office 


Deputy Attorney General 

Assistant Attorney General 
for Administration 



Please h ave member s of your staff contact| 
staff onT 


Jf this 








i* 
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0 ** 
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DECLASSIFICATION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION SUIDS 
DATS GS-G1-2Q11 


• \4> X 


/ ' ^'T' 


KESEMh GaVEJMM 


X * Hr* Mon roa 

Afeta? | 

X *• Hr> Bafctr 
Attas Ogj 

X - Krv Bayjfr- 
1 ~ M*r. m%ml 
% *** Kr. Johnani 

X , T™~ 


^5 


y* OtiXcm 


August SO# 1£$4 
®T ItX^XSOH 


Office of fch# Sargnant at Arms 
^ £~m # Th* Capital Building 
Washington# £* 2051$ 

Soar 

K#fftrenc« is mad# of your l#tt«r to 
Cliaimaa# ^aoisrity committ««# dattd mm 2$, ; 
to you by lafctor# dated July 3* X004* 


b6 

b7C 




Exec AD Jnv- - 

Exoc AD Adm,_, 

Exoc AD LE5_ 


Xn xmm&m** to your r*%m**t on July 10 * im 4 t fcfc# PBX, 
vitb tfe« assistance of oth«r a^stberx of the Intelligence Community 
■and u*S* Capitol Polit#* conducted a aeries of technical t#*ts fxors 
various locations within tb# Janata Chaster. Tfess# teats wore 
can&uetsd in order to evaluate thm vulnerability of this «»««#/ 
to a technical penetration* ' ’ r j 

i. - I 

^he tests consisted of transmitting a very lot? power'—* 
signal with the receiver located in a van in several areas outsi-de 
the Capitol Building* Th# result# of this test indicated that the 
Senate chanter is susceptible to a technical attack by a person 
placing a snail# lav power# radio frequency transmitting device 
i» this room* 

The survey team also placed two recorders in different 
locations' within the Cheater. Several recording# were red* by 
reading fton printed tert* Although the recorded audio, was not 
excellent# fey enhancing the tap# recordings, nosfc of the recorded 
text can fee recovered* i*+C£k\t 


Exoc ad les - a physic*! ia*p*ction of the S*«*t* Chant*** revealed that 

A AdL.w, , BalK * ioer is xaisea appro*ia*t*ly three, feet and hollow 
c.im i... _^f>de*naath, The Gallery flpor *f*o presents a preblis, Th««***«**■— 

! d '"V- e f? v T*“ a **l’ *cc*3« for the placeaenCd*'* technical suryoiia.»jwe device 

i':Lw-— lGh i** 1 * b * rw * *«**««•» to find *»!»<, a P j»y*ie*l rvv. 

Legal Coun. __ 

».T*'r' r ^ „ S ‘ ls0 ' th ® **<■» aaplifiere to the public address system 

Tech. Seres._ ^ aro located outsider th# Sonata chamber which cauaas 

^Training— conc^r^^s#-thcy can- bo need ssr aurvuili&ncc 

T oi!l«I :,"! 11 n «-*— ^lSil!H«i 
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It is pointed out that an adversary having access to the 
attic directly above the Chamber could easily hear proceedings of 
any sensitive information or briefings being presented. 

In addition, the survey team performed a physical 
survey of the areas surrounding the Senate Chamber. It was 
noted that various services of the Press have offices on the third 
floor adjacent to the Worth Gallery of the Senate. This would pose 
a problem in securing the Senate Chamber each time a sensitive 
briefing on National Security issues is conducted. 

Based on the observations noted above, it would be very 
difficult to secure the Senate Chamber each time briefings of a 
sensitive nature are to be held. 

However, in the event that the Senate Chamber is used 
for briefings on issues of National Security, the following 
recommendations are made for temporarily securing the Senate 
Chamber to a limited degree: 

1. Post a U.S. Capitol Police Officer in the attic directly 
above the Senate Chamber to preclude an adversary from listening 
during the briefings. 

2. Re-key all doors leading to the Senate Chamber and provide 
keys only to a limited number of personnel, keeping a record of 
all persons with keys. 

3. Permanently relocate all Press services from the north end 
of the third floor, making that area a corridor where it can 
easily be checked prior and during briefings. 

4. Post U.S. Capitol Police Officers outside each door leading 
to the Senate Chamber during briefings. 

5. Disconnect the public address system. 

6. Trace all telephone lines and public address wires before 
each briefing to ensure that they are not being used with 
surveillance devices. 

7. Conduct a very thorough physical inspection of the Senate 
floor and Gallery before each briefing. 

8. Disconnect all telephones in the Senate Chamber. 

9. Provide radio frequency coverage of the Senate Chamber through 
the proposed In-Place Monitoring System, which is to be installed 
in the Capitol Building. 


2 




10. Provide at minimum 24-hour notice prior to a briefing 
in order to conduct a thorough physical inspection of the 
Chamber during that 24-hour period. 

Tfe want to emphasise that taking the above precautions 
will not preclude hostile intelligence services from technically 
compromising the Senate Chamber. 

To fully secure the Senate Chamber for briefings of 
national Security issues v;ould require the necessary changes to 
bring the Chamber in compliance with the u.S. Intelligence 
Community Physical Security Standards for Sensitive Compartmented 
information Facilities. 

V7e will be happy to show and discuss, with you these 
requirements, if you so desire. 

If V70 can be of any further assistance, please call on 

us. 


Sincerely yours. 


FBI Member, DCI Security Committee 
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DECLASSIFICADION AUTHORITY MRI¥EO FROM: 
FBI AUTOMATIC DECLASSIFICATION OUIDE 
DAT % 05-01-2011 


R'OUTINE 


E?F$rlERR bJFEDE HQ H012L D]CEER 3120D0Z AUG 34 


Of 


FI1 DIRECTOR FBI {ba-BVBDfl} 

TO FBI WASHINGTON FIELD ROUTINE 
ATTN:^CI-J^ SUPERVISOR 

BT 

C ONFIDEN T IAL — j ^ ^ 

TECHNICAL SURVEILLANCE COUNTERMEASURES ITSCMI MATTERS 

THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED 


FOR THE INFORMATION OF WASHINGTON FIELD-. MR. D. JERRY 
RUBINO-, DIRECTOR SECURITY STAFF-. DEPARTMENT OF JUSTICE IDOJI-, 
HAS REQUESTED THAT THE FBI CONDUCT A TSCM SURVEY OF ROOMS 1111-, 
4111-, 21Q5-, ElDH-t 2111-, 2114-. 2115n EECfi AND EEEHi ALL LOCATED 
IN THE MAIN JUSTICE BUILDING. 

YOU ARE REQUESTED TO HAVE YOUR TECHNICALLY TRAINED AGENTS 
WITH COUNTERMEASURES TRAINING CONTACT MR. ROBERT GRAYTOCK 1 DOJ-, 
AND MAKE ARRANGEMENTS TO CONDUCT THE REQUESTED TSCM SURVEYS AT 
THE EARLIEST TIME POS.SIB.LE_. HIS TELEPHONE. .NUMBER IS, .L33--23. c ik. 





MR. BAYSE 
MR. UITZEL 



)). LS.I .3/3.1/3,4 ' .1B.0.15.H. ,5.32.3. 

‘73C$ "I 

b6 PER FBI 
b7C 

JO SEP 5 1984 
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ALL IMMId CONI AT HED 
oERE-XH IS lIH^L^iSSXFlElJ 

NOTE: , - DATE 05-24-2011 BY 60324 no baw/s&b/lsg 

DUE TO THE WORK LOAD OF SSA l "T tlE ARE 

ASKING UFO TO CONDUCT THE TSCM SURVEYS FOR REQUESTORS UNDER THE 
HEAD OF A DEPARTMENT. REQUESTS FOR TSCN SURVEYS FOR HEAD OF 
DEPARTMENTS OFFICE SPACE WILL BE CONDUCTED BY ENGINEERING SECTION 
PERSONNEL. UFO HAS S TTAS TRAINED IN TSCN. 
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TRANSMIT VIA: 
□ Teletype 
I | Facsimile 
[xl AIRTEL 



af'f. Tftf PYRM S.T TCM 


HEREIN IS UNCUkSSIFIED 
DATE OS-01-2011 BY €032 

FBI 

PRECEDENCE: 

I | Immediate 
I | Pr iority 
I | Routine 


uc fcsw/s&b/lsg 

CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS EFTO 

□ UNCLAS 

tw. 9/13/84 



” / 


TO: 



DIRECTOR, FBI 

ATTKT? TRr.FNTCAT. S&EMlCES DI VISION r ENGINEERING SECTION, 

~|rOOM 1B053 


SAC, JACKSONVILLE (66-181) 


AUDIO COUNTERMEASURES 
TECHNICAL MATTER 



Re telcal, 9/12/84. 

This confirms request for assistance in sweeping the 
Jacksonville Division Headquarters City telephones and the request 
for necessary telephone analyzing equipment to use in conjunction 
with above. This will also provide refresher training for 
Jacksonville TTA's. The most ideal period is the first week of 
12/84, but most any other period between 10/1/84 and 12/24/84, 
could be arranged. 


b6 

b7C 


Co ordination shou ld 
lor 


be made with Jacksonville SA's 



<S> Bureau / 

2 - Jacksonville 

PS:psd 

(4) 


■jXP 


x- ew 

^ t 
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TRANSMIT VIA: 

□ Teletype 

□ Facsimile 

□ AIRTEL 



PRECEDENCE: 

□ Immediate 

□ Priority 

□ Routine 


OSCLASSIFICATION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 
DATE OS-Ol-SsOll 


CLARIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

D UNCL ^20/84 
Date _ 


* . 

N l 


TO: DIRECTOR, F BI (62/ 

j 1 (ATTN: SSA | 

j&ml SAC, WFO (6^-8247) 

TECHNICAL SURVEILLANCE 
COUNTERMEASURES MATTERS 


|TSD) 

T* 

O 


it*.* 


All markings, notations and items of information 
contained in this communication are classified "TUUfidentical" 
unless otherwise noted. 

Re FBIHQ tel to WFO, 6/25/84, advising of request for 
sweep of the Crisis Management Center, Immigration and 
Naturalization Service (INS), 425 I Street, WDC. 

Enclosed is the original and four (4) copies of an LHM 
for dissemination to DOJ and INS outlining the sweep and its 
results. | ~| ENS Security Office, who initially 

requested" the sweep, asked to be furnished a copy of tne LHM 
directly rather than await dissemination through DOJ. His 
address is Room 2108, Chester Arthur Building, 425 I Street, 

N.W., WDC, 20536. 

_ trh* awftftn was conducted 9/6/8 4, hv OTFQ Agents 

| and l I It included 

on and offline telephone tests using the Dektor Telephone ^ 
Analyzer, an rf sweep using the PR700A receiver and a physical 
search using the non-linear junction detector. No devices were 

found. 1, '■'/ / ft - I 

On ^ off honk voltages and current draw were n ormal for 
trunk lines I 

No abnormal connections were found during the offline 
tests of three (3) WECO 2565 HKM and two (2) 2830 CM telephone 

sets. * 
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b7C 


A^COMi 1 1 Dll L'J 11 rE \ 

De c la^Sly^tJTR^SADR. 




[2J- Bureau (Enc. 5)0 
Approved: - 

2 - WFO 
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U.S. Department of Justice 

Federal Bureau of Investigation 


i 


T 


In Reply, Please Refer to Washington Field Office 

File No. Washington, D.C. 20535 

September 20, 1984 


security staff. Room 6531 b6 

U.S* Department of Justice b7C 

10th Street and Constitution Avenue, N.W., 
Washington, D.C. 20530 


Dear 


Pursuant to your request for a sweep of the Crisis 
Management Center, Immigration and Naturalization Service, Room 
6217, Chester Arthur Building, 425 I Street, N.W., Washington, 
D.C., Special Agents from the Washington Field Office of the 
Federal Bureau of Investigation conducted an audio 
countermeasures sweep at that facility on September 6, 1984. The 
sweep included online and offline tests of the telephone sets, an 
rf sweep and a physical search of the room and its furnishings. 

No devices were found. 

From a security standpoint, several unused 25 pair 
telephone cables appear in the room and pose a potential hazard. 
You may want to consider removing them. 

If I may be of any further assistance in this regard, 
please do not hesitate to contact me. 

Sincerely, 


Norman A. Zigrossi 
Special Agent in Charge 
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FBI AUTOMATIC BE CLAS SIFICAT ION OUIOE 
DATS 0S-19-2011 


CLASSIFICATION: 

□ TOP SECRET 
SECRET 
CONFIDENTIAL 
UNCLAS E F T O 
UNCLAS 

Date _ 


□ 

□ 

□ 

□ 


9/2 




b/84 



TO: 


DIRECTOR, F BI (62 
(ATTN: SEA! 




JTSD) 


CONFIDENTIAL 


\y * 


b6 

b7C 


SAC, WFO (62-8247) 


TSCM 


» f , i/ 


All markings, notations and items of information 
contained in this communication are classified "C UlifidimLial " 
unless otherwise noted. 

Re teletype dated 8/12/84, advising of request for sweeps 
at Department of Justice. 

Enclosed for FBIHQ is one copy of an LHM. r eplying to 
DOJ's req uest. The original LHM has been sent to I 
~|, Security Staff, DOJ. 


SAs [ 


U. 


Requested sweep was condu cted 9/7 through 9/14/84, by WFO- 

| and DON I fr ith assistances 

from ALBERT E. JARRELL, FBIHQ. It included suites/rooms 111 ]// y 
4111, 2105, 2109, 2111, 2114, 2115, 2208 and 2229. No devices /'<> 
were found. - r { ' 

On and offline telephone checks were made using the 
Dektor Telephone Analyzer; rf checks were made with the PR700A 
and Scanlock/Compuscan receivers; and physical searches were made 
using the non-linear junction detector. . _ ^ ^ , 1!,^/ /s, 

&Z-97 30t-fO(fOv 

On and off hook voltage and current measurements were ^ 
normal for the trunk lines tested. These include 628-1444; 633- 

2104, 2105, 
2633, 2634, 
a&8,7, J 
5o26 ahd 

5650; 737-0664 (inactive) and 789-1558 (a direct dial oftfside 
line). 


1527, 

1968, 

1969, 

1970, 

1971, 

1972, 

2101, 

2102, 

2103 

2106, 

2333, 

2334, 

2601, 

2602, 

2603, 

2621, 

2622, 

2623 

2636, 

2637, 

3033, 

3101, 

3102, 

3103, 

3104, 

3684, 

3685 

3729, 

4654, 

4655, 

4656, 

4674, 

4675, 

5127, 

5500, 

5597 



Anr A2'7,. Bureau (Enc * i 
Approved. ( 1-62-97308) - 

2 - WFO 

(1-66-5539) 
^DVxsmt 
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(Number) 


(Time) 
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WFO 62-8247 


Offline tests were conducted 
instruments: 


Suite 1111 


Sta. 

110 

D, WECO 

2631 

DAM 

Sta. 

110 

E, WECO 

2630 

CM 

Sta. 

110 

F, WECO 

2830 

CM 

Sta. 

110 

J, WECO 

2830 

CM 

Sta. 

no 

K, WECO 

2830 

CM 

Sta. 

no 

L , WDCO 

2830 

CM 

Sta. 

no 

AH, WECO 2830 CM 

Suite 4111 



Sta. 

413 

P, WECO 

2831 

CM 

Sta. 

413 

Q, WECO 

2831 

CM 

Sta. 

413 

R, WECO 

2830 

CM 

Room 

2105 



Sta. 

202 

G, WECO 

2631 

DAM 

Sta. 

202 

H, WECO 

2631 

DAM 

Room 

2107 




WECO 

2630 

CM 



Room 

2110 




WECO 

2830 

CM 



Room 

2111 




WECO 

2631 

DAM 



Room 

2115 




Sta. 

202 AA, WECO 

2565 

HKM 

Sta. 

202 M, WECO : 

2631 DAM 

Room 

2206 





S'ta. 202 Q, WECO 2565 HKM 
Sta. 202 AB, WECO 2565 HKM 


Room 2208 

Sta. 202 R, WECO 2565 HKM 


* 

’cWPTOEWTTftL 

on the following 


2 





WFO 62-8247 


XX/XJLM _L inn 


Suite 2229 A/B (rooms 2232 and 2234) 

Sta. 206 K, WECO 2831 CM 
Sta. 206 J, WECO 2830 CM 
Sta. 206 AH, WECO 2831 CM 
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INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-19-2011 BY 60324 uc baw/sab/lsg 




DIRECTOR, FBI > / 

To ; ATTN: Tec hnical Btjrvi&^s D ivision Date 11/7/84 

SSaI I VC 


LOS ANGELES (66F-7387) 


b 6 

b7C 


Subject : LQS ANGELES rDIVTSION 

✓ Electron ic countermeasures^s.chool 

C? y / C . i . i 1/ £ 

sv.u^'iy 


10/10/84. 


Re Los Angeles monthly Technical Reports 7/13/84 and 


w/ 


The Los Angeles Division has one trained Technically 
Trained Agent in Electronic Countermeasures and he is the 
Technical Coordinator. Due to the increased technical 
coordinator administrative duties and to the increased demand 
for Electronic Countermeasures, the Los Angeles Division 
requests training for two Technically Trained Agents in 
Electronic Countermeasures, 


.ectromc Countermeasures In-Service. 


:hnically Trained Agents 
attend the next available b6 

b7C 


If there are no available Electronic Countermeasures 
schools, Los Angeles recommends and will host a regional 
Electronic Countermeasures school to be held in the Los Angele 
area during February or March, 1985. - / 


DJ3388 


Bureau ' 
Los Angeles 


10 NOV 27 $84 


WHS/lIp 
(4) 


f O? 

oieL 


® P JUL 27 7985 
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DECTRSSXFTCRTION AUTHORITY 01 RIVED FROM: 
STBX S,XJ v XOMft. v X XC SSd-J&SSXF'X'CATXON GUXD2 
DAXX OS-13-2011 


To : Mr. Bayse^ 



Date 11/14/84 


^-p- 

f 

»■ 

. 

Exec AD Adm, v 

Exec AD Inv._ 

Exbc AD LES_ 

Asst. Dir.: 

Adm. Serve._ 

Crtm. Inv. _ 

Ident. 

Insp. _ 

Intell. 

Lab.____ 

Legal Cairn. ___ 


Li 



<0 

~ f ,«■ .< 7y S tj f- i/ f/L 


Subject: TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) 


Off. Cong. & 

Public Affs._ 

Rec. Mgnt._ 

Tech. Serve._ 

Training_ 

Telephone Rm. _ 

Director’s Sec’y_ 


PURPOSE : To report the results of a TSCM survey of the 

Director’s office and conference room-. 

DETAILS : On November 9, 19 8 4 ETs | |and 

j I conducted a TSCM survey of the 

Director's office and conference room in the JEH Building. No 
evidence of clandestine listening devices or tampering with the 
telephone or telephone lines was found at the time of the survey. 


b6 

b7C 


RECOMMENDATION : None. For information only. 




Adm.Ssrva. 

Laboratory 


Cr ; *i x v. 

Legal Coim._ 

'■■Director_ 


OIL of Ccno. 

* P Ho Affs. 

.j&jtoc. AD-Acim._ 

. id;. 

— n ; C. iVrjrit. / 

jitec.AQ’lnv. 

inspection 

Tacii. Servs. Ur&4&/(1 

Suites ' 

intell. 

Training / 



1 - Director’s Office 
1 - Mr. Bayse 
Mr. Witzel 

JiLi—iMmi_ 


1 - 
1 - 
1 




i 
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DATE 05-13-2011 BY 50324 uc bSK/aSb/lag 

NOTE: JACKSONVILLE REQUESTED ASSISTANCE TO CONDUCT A THOROUGH ’ 

TSCH OF THEIR HEADQUARTERS CITY OFFICE AND OF THEIR RAS. 

NEW YORK HAS TWO TTAS TRAINED IN TSCK- 
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loSCLASSIFICAIIOt? l-JJJ E 0? 11Y rS?IVZZ' FSCK: 
FBI AUTOMATIC DSCL&SSIFICATICl-i QUIZES 
DATS 05“13“2011 



To 


From \ 'SAC, ALEXANDRIA ( 66-55) 


Subject 



DIRECTOR, FBI $} Date 11/13/84 

(ATTENTION: TRAIN^Njf^IVISION AND TECHNICAL/SERVICE DIVISION) 


V? 


TECHNICAL SURVEILLANCE ^COUNTER 
MEASURES (TSCM) MATTERS 



Reference Director teletype toTTexan3rTT* K daTed 
October 3, 1984. 

This entire communication is classified n CunfiQunLldl. 11 


On October 3, 1984, a thorough TSCM was conducted 
in classrooms 310 and 312 of the FEDERAL BUREAU OF INVESTIGATION 
(FBI) ACADEMY. No intercept or attempted intercept devices were located. 

While the overall security at the QUANTICO TRAINING 
COMPLEX appears to be adequate, the use of training classrooms 
for high-level conferences is not recommended from a. TSCM 
stand point. These classrooms were designed for training 
purposes utilizing State of the Art Audio Visual Adds, which 
could be utilized for a technical surveillance. The following 
are items prone to attack by anyone desiring technical coverage 
of classroom 312: 


NUMBER 


DESCRIPTION 


7 

1 

3 

1 

55 

1 

9 

6 


Speaker elements 
Microphone 
Television Sets 

Master Control Panal, with large 
train leaving classroom 
Wire cables leaving classroom (1 
desk position) 

Telephone 

Miscellaneous jacks leaving cla-s 
Blank recepticable covers 



^j^-Bureau ' 9 ^ 
2-Alexandria 


no* (i-r$z>- e**} 



(1-66-55) 
(1-66-54) 
JWB:pdj 
( 8 ) 











V 


ikijategagSH 




AX 66-55 


AC recepticables 
AC powered clock 
AC switches 

Video screen, with wire leaving classroom 
Removable ceiling panels 
Removable wall panel 
Thermostat 

AC powered exit signs 
Miscellaneous lights and air events 


to SSA 


The resul- 


>f the above TSCM survey were provided , nr , 
|Training Division, Quantico. 
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PRECEDENCE: 
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DECLASS IFICAT ION AUTHORITY DERIVED FROM: 
F3X AUTOMATIC DECLASSIFICATION CUIUS 

v\’h 7 YTP i 

TO: DIRECTOR, FBI (62-9730$*) ^ 

(ATTN: SA| 

'^0^ SAC, WFO (6(^5539) (TSS) 

TECHNICAL SURVEILLANCE 
COUNTERMEASURES MATTERS (TSCM) 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLASEFTO 

□ UNCLAS 

Date 2 / 8 /JH 


V'^CQNS 
6 , TSD) 




All markings, notations and items of inf 
contained in this communication are classified " 
unless otherwise noted. 


i^rmation 

Con£±^€Ffl3 


Re letter from FBIHQ, dated 1/3/85, which advised of a 
10/30/84 request from the Department of Justice for security 
sweeps of rooms 3143 and 6725 at the main building and room 200 at 
the Federal Triangle Building. 

Enclosed for FBIHQ are two copies of a confidential LHM 
re porting the resul ts of the sweep. By previous arrangement with 
SA [ | EAU, TS D, the original LHM has been forwarded 

to | I Security Staff, Room 6531, U.S. 

Department of Justice, 10th Street and Constitution Avenue, N.W., 
Washington, D.C., 20530. 

_ Per abo ve request, the sweeps were conducted 2 /4/85 by 

I I (FBIHQ) and WF q l and F 

| | No "devices were found. ^ 

The sweeps included on-line and off-line checks of the /(j 
telephone instruments using the Dektor Telephone Analyzer, rf 
searches using the Scarilock receiver and physical searches. 

' U 

For reference, the below listed telephone instruments and 
lines were checked during the sweep. On and off-thook voltages 
and current draw measurements were normal and all detections found 
during the off-line tests were normally found wiring ,£:onne^t±bns— 2 
for WECO instruments. o / ,.. - 
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WFO 66-5539 

Room 3143, Civil Division 



A. Assistant Attorney General’s Office 


1. Instruments: 


a. WECO 2831 CM, Station 309 N 

b. WECO 2831 CM, Station 309 P 

B. Receptionists' Area 

1. Instruments: 

a. WECO 2631 DAM 1 (30 button "Call Director"), 

Station 309 Q 

b. WECO 2631 DAM 1 (30 button "Call Director"), 

Station 309 R 

c. WECO 2631 DAM 1 (30 button "Call Director"), 

Station 309 S 

d. WECO 2500 MM (single line), station number 633-3304 

2. Lines, I_I 

I L fAll lines are common to above 

"Call Director.") 


Room 6725, Foreign Intelligence Surveillance Court 
A. Court Room 


1 . 

2 . 


Instrum ent 
Lines; 


WECO 2565 HKM. Stat ion 614C 


B. Receptionist’s Desk 


1. Instrument: WECO 2565 HKM, Station 614 A 

2. Lines: Same as court room’s 


C. Legal Advisor's Office 

1. Instrument: WECO 2565 HKM, Station 614B 

2. Lines: Same as court room's 


Room 200 Federal Triangle Building 
A-. Attorney's Office 


1. Instrument: WECO 2631 DAM (modified for 18 buttons) , 
S t a t i orw-2£QAE. 

2. Lines: 
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B. Receptionist's Area 

1. Instruments 

a* WECO 2631 DAM, Station 200AC 
b. WECO 2631 DAM, Station 200AD 

2, Lines: Same as attorney's office 

C. Advisor's office 

1. Instrument: WECO 2630 DAM, Station 200AE 

2. Lines: Same as attorney's 
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U.S. Departmenrof Justice 


Federal Bureau of Investigation 


In Reply, Please Refer to 
F ile No. 


Washington Field Office 
Washington, D.C. 20535 
February 8, 1985 

i i 

Security Staff, Room 6531 
U.S, Department of Justice 
10th Street and Constitution Avenue, N.W., 

Washington, D.C. 20530 

This letter is in response to your request on October 30, 
1984 to FBI Headquarters (FBIHQ) for security sweeps of rooms 
3143 and 6725 at the Department’s main building and Room 200 at 
the Federal Triangle Building.. 

The sweeps were conducted February 4, 1985 by 
countermeasures trained personnel from FBIHQ and the Washington 
Field Office (WF). They included on and off line checks of the 
telephone instruments and lines, a rf sweep, and a physical 
search. Wo devices were found. 

You are cautioned that these sweeps cannot guarantee 
absolute security from microphonic and/or telephonic 
surveillances of these offices,. Discretion must still be 
exercised when sensitive matters are discussed, especially when 
the telephone system is used. 

If we may be of any further assistance to you^ please do 
not hesitate to contact me. 
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Memorandum 


DECLASS I FIXATION AUTHORITY DERIVED FROM: 

r _ rTT .__ s/ _ -- -r- •—» t —. y- _ -7- —• . -I t -“. TT T-“7* 

' -R iV~- I *—•_ —. - ~ x. — — •- j-jT' u 4. L i". i J. •_• t i •— •-• L_ _ 

DATE OS-19-2011 


/> 


A 




Exec AD Adm. 
Exoc AD . 
Exec AD LES . 
Asst. Dir.: 
Adm. Sb^vi. 
Crim. Inv._ 


To 


Mr. Bayse 


Date 


2/20/85 


fdant. . 
fnsp. _ 

Inteil. 
Lab. _ 


From : /R, W. Witzel 


Subject : 


TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS 
ENGINEERING RESEARCH FACILITY (ERF) 


Legal Coun. 

Off. Cang. & 
Public Affs. 

Roc. Mgnf. 

Tech. Serve. 
Training 

Telephone Rm._ 

Director's See'y_ 




NEWINGTON, VIRGINIA 


^'('aiLutu 


c, 


lC‘.U&~\Q 



This document is classified JijS5?TTyElt5JlL ,T in its 
entirety, unless otherwise noted. (U) 


PURPOSE : To set forth details of a TSCM survey conducted of the 

of the ERF space, Newington, Virginia. 


RECOMMENDATION : That TSCM surveys continue to be performed at 

the ERF in compliance with MIOG, Part II, 
Section 16 - 7.2 (b) , which states that TSCM surveys should be 
conducted in six month intervals. 



Arffii. Servo._ 

__ tabafetary._ 


Crim. !r.v,,_ 

legal Coun. _ 

•Director 

.. 

Off. of Cong. 

& Public Affs, 

ijEitec. AD'Acfan._ 

idanf. 

_ Rec. Mgrvt. 

&Xe?. AD-Irw. _ 

inspection_ 

. Tectl. SsFVgy*: 







DETAILS : During the period of November 26, 1984, through 

December 2, 1984, a TSCM survey was conducted of the 
completed portion of the ERF. The TSCM survey was conducted with 
the assistance of 5 Technically Trained Agents from the field 
offices. The TSCM survey included a radio frequency (RF) search, 
thorough physical and electronic search and a thorough inspection 
of the Electronic Private Branch Exchange (EPBX), a DIMENSION 400 
system serving the ERF. 


No evidence of any clandestine listening devices or 
tampering of the telephone system was found during the survey 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Johnson 

-1 ^ 


,^|pL:#§d' U ’(5) 

fiEC04l985^ 
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Memorandum from R, W*. Witzel to Mr. Bayse 
RE: TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS 

ENGINEERING RESEARCH FACILITY (ERF) 

NEWINGTON, VIRGINIA 


The following are the findings of the inspection of the 


A. A cable enters the building and makes its only 
appearance in the switchroom, where 300 pairs attach to 66-type 
blocks. The first four blocks (100 pairs) contain pairs leading 
to the central office. According to information furnished by the 
Building Manager, the other 200 pairs are unterminated in a boot 
at the road outside the building. The FBI’s trunks (19 ground- 
start, or 19 pairs), and (15 four-wire tie trunks, or 30 pairs) 
enter on this cable. They total 52 pairs, and only these 52 
pairs are cross-connected from that cable to other terminal 
blocks in the switchroom. 

The following checks were conducted on the 300 pairs: 

(1) Voltage checks between wires on each pair 

(2) Voltage checks between each wire and ground 

(3) Audio checks between wires of each pair 

(4) Audio checks between each wire-and ground 

(5) Oscilloscope checks between wire of each pair 

(6) Oscilloscope checks between each wire and ground 

(7) Conductance checks between each wire and all other 
wires of the 200 floating pairs 

(8) Conductance checks between each wire of the 200 
floating pairs and ground 

(9) All cross-connects from this cable were checked 
to insure that only 52 legitimate pairs are 
further connected inside the facility. 

B. In addition to the FBI’s legitimate trunks enumerated in 
paragraph A above, at least 23 other pairs appearing in the cable 
are trunks which have nothing to do with the FBI. Eighteen of 
them are loop-start lines, four are ground-start lines evidently 
in service on one or more PBXs, and one is a pair, both wires of 
which are at the same -50.6 VDC potential to ground, which 
contains telephone conversations most of the working day. Each 







memorandum from R.' W.’ Witzel to Mr I Bayse 
RE: TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS 

ENGINEERING RESEARCH FACILITY (ERF) 

NEWINGTON, VIRGINIA 


one of these (except the last one with same potential on each 
wire) can be seized, and dial tone drawn, by a linemans handset 
in the FBI switchroom. 

C. All connections of the PBX purple connector field (all 
AX, LX, TX and TCX cables) and PBX red connector field (all KX 
cables) were checked for legitimacy, from which it was 
ascertained that all cross-connects from the PBX fields to 
station and trunk connector blocks are legitimate. The following 
checks were performed on all station pairs at the cross-connect 
point from the PBX field: 

(1) Voltage checks between wires of each pair 

(2) Voltage checks between each wire and ground 

(3) Audio checks between wires of each pair 

(4) Audio checks between each wire and ground 

(5) Oscilloscope checks between wires of each pair 

(6) Oscilloscope checks between each wire and ground 

(7) Ohmmeter checks on all pairs which contained no 
voltage 

D. The checks made in C, above, were done without any 
telephones connected downstairs. Therefore, although useful 
checks of the wiring were accomplished, further checks should be 
made at a later date on the downstairs part of the DIMENSION 
system’s station network. 

E. No off-line tests were made on any telephones. 

F. A copy of a Telephone Security Panel approved procedure 
for updating master memory tapes is being sent to the Building 
Manager for consideration. This procedure, if followed, will add 
to security of the system by insuring that the master program 
tape of the DIMENSION system contains only translations entered 
by authorized personnel. 
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Memorandum 


DSCLASSIFXCATION AUlHGaiTF DERIVED IRCM: 

I FBI AUTOMATIC DE CLAS SIFICATION GUIDE 
DAI'S OS-13 “2011 




Mr. Bayse 


7p 


From 


Subject : 


Witzel O 



3/14/85 


Sfr'CLOu&A SuXl&m 


TECHNICAL SURVEILLANCE' COUNTERMEASURES (TSCM) SURVEY; 
EXECUTIVE CONFERENCE ROOM, at 7142, FBIHQ 


Exec AD Adm,_ 

Exec AD lnv._ 

Exec AD LES_ 

Axst. Dir.: 

Adm. Servs. — 
Crim. Inv.- 

,,Z 

Into 11. _ 

Lob._ 

Legal Coun,_ 

OH. Cong. & 
Public AH*. _ 

Roc. Mgnt._ 

Tech. Sersrj, „ 

Training _ 

Telephone Rm. _ 
Director's Soe'y . 


This document is classified^ 
unless otherwise noted. (U) 


AL" in its entirety. 


PURPOSE: To report results of TSCM. survey conducted of Executive 

Conference Room at 7142, FBIHQ, on 3/7/85. (U*) 


RECOMMENDATION 


None. For information only. tu) 


APPROVED: 

Directof 
ir V r, c . AD-Arim 
Exec. AU-inv. 
Expo. AO LES 


Adm. Servs. 
Or»m. Inv. 


Laboratory __ 
Legal 

■'Off. of Cong. 

S Public Affs. 
_ Rec. Mgnt. 
-Tech. ServsTjjL/ 
_Training_ 


DETAILS: On 3/7/85, personnel from the Electronic Analysis Unit 

(EAU), conducted a TSCM survey of the Executive Conference 

Room at 7142,. FBIHQ. 

The survey consisted of a nondestructive physical and 
electronic search, physical and electronic examination of the 
telephone instruments and lines serving the area and a search of 
the radio frequency spectrum. 


No discrepancies, were noted in the technical 
performance of the. telephone system nor was there an indication 
of clandestine listening devices or radio frequency transmitters. 
Nothing was noted which would indicate any type of technical 
attack directed against this conference room. Wu/jOfiV 
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DSCLAS51FICA'IIQH AU1H0P.ITJ ISRI¥HD FROM: 
FS1 ^UXOMftXX’G DS'CX&SSXFX’CfeHON SUX2S 
DKI S 08-13-2011 


~ j) j-f 



5/El/flS 


ROUTINE 


*F13fl!CRR KCEDE H<2 HDl?fi IHlHiaQSVGGR HUfl4aZ NAY AS 
FM DIRECTOR FBI *&IDaM1£-}. 


TO FBI KANSAS CITY ROUTINE 


PERSONNEL ATTENTION: SAC 


Saw--# I 5>uii\£ ‘f 


TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS. 


THIS DOCUMENT IS CLASSIFIED "< 


IN ITS ENTIRETY-. 


UNLESS OTHERWISE NOTED. (U) 

REFERENCE YOUR TELETYPE DATED FEBRUARY 14-, IHSSi BUREAU 
_AIRTEL DATED DECEMBER 3-* 1HS4-, CAPTIONED TECHNICALLY TRAINED 
AGENTS ITTA> KANSAS CITY DIVISIONS BUREAU TELEPHONE CALLS OF 

SSA _TO KANSAS CITY SA | | ON 

MARCH 2Ln 1H6S AND TO KANSAS CITY SA ON 

- f 

MARCH EL-. 1HG5 AND MAY 14-, IHflSn AND MIOG-, PART II-, SECTION'.--' 

1L-17.1 -CHI-, PAGE lEflb-Ob. 1. . 

'— 

IN REGARDS TO YOUR REQUEST FOR BUREAU POLICY ON UTILIZING 
NON—BUREAU SPACE FOR SENSITIVE MEETINGS-, THERE IS CURRENTLY NO 


Kmrt 


T - C )KM • 


S/Sl/65 1413 


110-3145 j 
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EounustC'VKQKS ! 

I .r, < —r 

! gftY %2 B>5 I 

DO WOT FILS' '.'.'(Tf-lOUT CG£.V; t UnCAT1GMS S'iMA? 


1 - EACH ASSISTANT DIRECTOR IFOR INFORMATION ONLY! 

5 - MR- STOOPS IROOM 54251 ^ 

ATTN: MR- CUNNINGHAM b6 

»- n"™i W =! ™ » BY ; ra 

1 - MR. KILLION ^ 













0-93A (7-19-77) 


|r DEPARTMENT OF J U5TICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


PAGE 2 


CONTINUATION SHEET 




WRITTEN POLICY ON THIS HATTER - TECHNICAL SERVICES DIVISION 
, 0 (TSD) DISCOURAGES THE USE OP HOTEL AND HOTEL CONFERENCE ROOHS 
8 J0R DISCUSSIONS OF SENSITIVE OR CLASSIFIED MATERIAL- HOWEVER-, 
IT IS RECOGNIZED THAT HOST FIELD OFFICES DO NOT HAVE THE 
6 FACILITIES TO ACCOMMODATE LARGE GROUPS FOR MEETINGS AND THAT 
_N ON—BUREAU FACILITIES HAVE TO BE USED. HOWEVER-, WHENEVER 
4 _P0SSIBLEi OTHER U.S. GOVERNHENT OR MILITARY CONFERENCE ROOHS 
_SHOULD BE USED FOR THESE MEETINGS- PRIOR TO ANY CLASSIFIED 
|2 _C0NFERENCE OR MEETING A THOROUGH TSCM SURVEY MUST BE CONDUCTED 
_AND CONTEMPORANEOUS MONITORING OF THE RADIO FREQUENCY SPECTRUM 
lo _SHOULD BE CONDUCTED DURING THE ENTIRE MEETING. THE CONFERENCE 
_ROOM AND ASSOCIATED PUBLIC ADDRESS SYSTEM SHOULD BE UNDER 

8 _THE PHYSICAL CONTROL OF AN FBI EMPLOYEE DURING THE ENTIRE 
^CONFERENCE PERIOD. SENSITIVE MATERIAL SHOULD NOT’BE LEFT IN 

6 _THE CONFERENCE' ROOM UNATTENDED DURING THE DAY. OVERNIGHT-, THE 
^MATERIAL SHOULD BE STORED IN AN APPROVED SECURITY CONTAINER AND 
4 _HAVE THE CONFERENCE ROOM UNDER THE PHYSICAL CONTROL OF THE FBI 
_AT ALL TIMES. 

9 CONCERNING THE REQUEST FOR ASSISTANCE TO CONDUCT TSCM 


SURVEYS IN YOUR DIVISION-, TTAS FROM THE CHICAGO DIVISION WILL 

DO NOT TYPE MESSAGE BELOW THIS LINE 


fbi/doj 


DO NOT TYPE PAST THIS LINE 






0-93A (7-19-77) 


■ DEPARTMENT OF J USTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 


E.1? EL-H.(2_01Z a-C-ig 


CONTACT SA 


'0 COORDINATE THE TINE OF NUTUAL 


AGREENENT TO PERFORN THE TECHNICAL SECURITY CHECKS. 


SAC NAY CONSIDER REACTIVATING SA 


TO CONDUCT 


TECHNICAL DUTIES AND PERFORN TSCN SURVEYS. SA |_|i: 

TSCN TRAINED AND HAS RECEIVED ADVANCED TSCN TRAINING- AS 
STATED IN REFERENCED NIOG SECTIONi TSCN SURVEYS SHOULD BE 


PERFRONED BY TSCN TRAINED TTAS- IF SA 


IS NOT 


REACTIVATED AS A TTAt KANSAS CITY SHOULD SUBNIT THE NANE 
OF A TTA FOR TSCN TRAINING. TSD ANTICIPATES HAVING A TSCN 
PHASE I IN-SERVICE AROUND OCTOBER/NOVENBER TINE FRANE. 

FOR INQUIRIES CONCERNING THIS CONNUNICATIONt PLEASE CALL 
FBIHC3*, SSAl I 


DO NOT TYPE MESSAGE EELOVV THIS LINE 


FBl/DOJ 


DO NOT TYPE PAST THIS LINE 






•"JILL INFORMS! I<M CCNI&INES f 

v SEEIIN IS UlCUiSSIFIED ' 

‘due 05-19-2011 EY 60324 uc fcaw/sab/ls-g 


NOTE: THIS HAS BEEN COORDINATE]) BY SSA _lilTH 

DIVISION FOUR SECTION CHIEF GARY L- STOOPS** ASSISTANT SECTION 
CHIEF J OSEPH C» MOORE*. JR. n UNIT CHIEF JOHN F- CUNNINGHAM 
AND SSA I f 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
|DAT£ 05-19-2011 M 60324 uc Mw/ssL/Isg 

FBI W 


TRANSMIT VIA: 

□ Teletype 

□ Facsimile 
g AIRTEL 


PRECEDENCE: 

□ Immediate 

□ Priority 

□ Routine 


FROM 


DIRECTOR, FBI 

ATTN: SA | ~ 

SAC, PHOENIX (66-58) 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLASEFTO 

□ UNCLAS 

Date 7/23/85 

TECHNICAL SERVICES DIVISION 


SUBJECT: TECHNICAL SURVEILLANCE COUNTERMEASURES [SURVEY (TSCM) 

OFFICE OF THE STATE ATTORNEY GENERAL 


_ On 7/1 1/8 5, SAs i b f the Phoenix Division; 

md I "I of the Chicago Division and 

of the Technical Services Division, conducted 
a TSCM Survey of the office of the Attorney General, State of 
Arizona, located at 1275 W. Washington, Phoenix, Arizona. 

During this survey, seven offices, one conference room 
and eight telephone instruments were checked. The telephones 
were all model 28 30 CM’s and were manufactured by Western Electric. 

A radio frequency (RF) examination plus a physical examination >’;/ 'Y’N \ 
was also conducted. 

No problems or discrepancies were encountered while 
conducting this TSCM Survey, and no recommendations to the requestor 
were necessary. 

The office of the Attorney General advised by separate > ** 
communication. 




C Bureau 
1 - Phoenix 




& - - > 


\AV 

XSX 26 8 1985 
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Approved: 


Transmitted _ Per 

(Number) (Time) 


7 4 SET 1985 
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Memorandum 




Subject: TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS 



Exec AD Inv_ 

Exee AD LES _ 


Ant. Dir.: 

Adm. Servs. _ 

Crim. Inv. _ 

Ident. _ 

tn*p. - 

Intoll. - 

Lab. _ 

Legal Cotm.- 

OIL Cong, & 

Public Aff*. - 

Roc. Mgnt. ____ 
Tech. Sorvs. — 

Training _ 

Telephone Rm. _ 

Director’! Soe’y __ 


This document is classified "S 
unless otherwise noted. (U) ^ 


REFERENCE : Telephon e call on 8/16/85, from SSA l I * 

I l cI-3 Section, Office of Foreign Miss ions, J 

U. S. Department of State, to SSA | | 

Electronic Analysis Unit (EAU), Engineering Section, Technical 
Services Division. 

PURPOSE : To report on the TSCM survey conducted at the 

U. S. Department of State, Washington, D. C. 
in support of briefing given by the FBI to officials in 
the intelligence community. 

RECOMMENDATION ; None. For information only. 

APPROVEO: Adm. $ervs._ Labo> 

Crim. Inv. Legal 

Director Off. o 

AU-A H rr> & 

Exec;. All- InV . action T 1 

FwA|HF«_ ln ' e W^^^Tra!nli 

DETAILS : On 8/20/85, personnel from the Technical Services 

Division conducted a TSCM survey of the Conference 
Room 6210 at the U.S. Department of State. 

The TSCM survey consisted of a radio frequency 
check, an electronic survey of power outlets, and a cursory 
physical examination of the room. No evidence of any eaves¬ 
dropping or tampering was noted during the survey. 

The TSCM survey was cond ucted by SSAl I y 

land Electronics Technician! I { 


" in its entirety. 


Adm. $ervs. 
Crim. Inv. 



Laboratory 
Legal Court ” 
' Off. of Cong. 

& Public Affs. 

■ Rec. IVIgnt. 
.Tech. ServsT Ji 
Training 


7 


1 - Mr. G 
Attn: 


1 - Mr. Bayse 
1 - Mr. Killion 
1 - Mr. Johnson 

1 -I 
1 - 
1 - 
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SUL- XNFOFJfJklXON COMBINED | 

HEREIN IS UHCL&SSIFIEO 

DME OS-19-2011 BY 60324 uc baw/sab/lsa 




AIRTEL 



Director, FBI 
All SACs 

Security suRVEYrQF bureau facilities 


9/26/85 


It has been brought to the attention of FBIHQ that the 
Federal Protective Service (FPS), General Services Administration 
(GSA), has been conducting physical‘security surveys of 
Government buildings, including FBI space. These surveys of 
Government facilities are conducted by the GSA under the 
authority of Title 41, Code of Federal Regulations, Chapter 101, 
Subparfc 101-20.5 - Physical Protection. 

For information, these physical security surveys range 
from small blocks of leased space to comprehensive complex 
facilities and are conducted once every four years for all GSA 
controlled property and buildings as a part of the standard level 
protection provided under the Standard Level Users Charge (SLUG). 
The surveys are part of the FPS*s security and crime prevention 
program and are designed to identify risks, assess crime 
potential, and evaluate weaknesses in current operations of 
occupant agencies. Those security surveys are conducted with 
the intent to provide a safe work environment for Federal 
employees and customers and to protect Government property by 
recognising, appraising, and taking action against potential 
problems. 


The security surveys and reports have included location 
of space, physical description, access areas, locking devices, 
alarm systems, and photographs of areas. Though parts of such j 
surveys and reports concerning FBI space may be public record, ’ 
i.e., location and outside appearance, dissemination of 
information relative to inside operations and security features 
of FBI space represents serious security concerns, inasmuch as 
this information must not be routinely disseminated outside the 
FBI • y 

“•E^«e*AD,Adm.- j O /‘i L? _» 

Exec AD In- c . , . ^ w \ ( ^U/J 

Exec ad LEs_ Snould any attempt be made by u.e OCA W a 

Asst.Dir,: physical security survey of Bureau space, Goa officials should be 

Adm. Servs. —.— 

crim. inv. x - Each Executive Assistant Director 
w'ZZZT 1 " Each Assistant Director " 




Intoll. _ 

Lab, ______ 

Legal Coun. 
Off, Cong. & 
Public Afft 
Rec 
Tecb 
Training 


one Arts,_ X T~l 

-LM 

:b. Servs.-. 


cr 

Telephone Rm _(SEE NO' 

Director's Sec'y_ MAIL ROOM 



1 - Security Programs Unit 
1 - Security Unit 
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13 


to 2) 


FBI/ DOJ 




Air tel oo iUI BAGS 

w£: Security Survey of Bureau Facilities 


jclviaoci of the re quir orient to protect the integrity of FLX 
space and Security systcus, Although contact with survey 
personnel may enhance overall buileirig or site security for 
Government employees, no surveys should he conducted in FBI space 
hhL.t Koy jeopardize operationul security and the reasons for not 
permitting the survey should bo explained to appropriate 
personnel. 


huiE: This air tel based upon inquiries froti field offices 
regardin£ tne physical security surveys bcin£ conducted by the 
Ghii, dir tel suhui ateci to all offices explaining this situation 
-md the need to maintain the* integrity of FBI space security. 
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ILL lEI INFORMATION CONTAINED 

SEREIN 13 UNCLASSIFIED 

OWE 01-12-2011 EX 60324 uc baw/sab/lsg 



Subject 


3 


Security Surveysof a Senior Management Office 



To 


William A. Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


fetor 

Security 
Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the following 
Department senior management office spaces: 

Building Room Office 

Main 5111 The Attorney General 


I request that the survey be conducted on September 12 or 13, 
1985 during the Attorney General*s absence. 


Please have m embers of v our staff contact! 
this staff on 


for further infornfetlOft. 


of 




APR17198F 



W-q f )30% 



3’ DEC Vt 5S35 

QxafSSSSSi 
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-PSC.LASSrFI CATION AUTBDP.ITY rZ.-.IVZD F3.CK: 
FBI AUTOMATIC DECLASSIFICATION SUID2 


DATE OS-19“£011 



Mr. Bays© 


S. A. Killion 


Date 10/25/35 


!iK 


Subject 


TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM)/ 

DEFENSE MOBILIZATION SYSTEMS. PLANNING ACTIVITY (DMSPA) 

i i/i jtC~ 


LD Adm- 

Exoc AD Inv,_ 

Exec AD LE5_ 

Asst. Dir.: 

Adm. Serv^s. 

Crim, Inv. -- 

Idont.__ 

Irsp._ 

Intel), it_ 

Lab. _ 

LegaI Court. _ 

OFf. Cong. & 

Public Aff*_ 

Roc. Mgnt. ■ _- 

Toch. Sorvs._ 

Training _ 

Telephone Rm. _ 

Director’s Sec’y_ 


This document is classified n 
unless otherwise noted. (U) 


:T M in its entirety, 


PURPOSE : To note request by DMSPA for a TSCM at Roswell, 

New Mexico. 


RECOMMENDATION: 


None, for information only. (U) 
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DETAILS: Based on a telephone call from Deputy Assistant b7C 

Director KIER T. BOYD to Acti ng Sec tion Chief _ 

STEVEN A. KILLION, SSA | | called| I 

(phonetic) at telephon e n urn Deri I 

r-Ion 10/16/85. | | requested tnat a tsum survey 

be conducted at one of their locations in Roswell, Mew Mexico. 

He also asked SSA | |to contact | ~ T or / 

more defcails - _ U Js n30 c l'$75 

On same d ay. I I was telepho'nica lly contacted 

at telep hone number I I who in turn asked that I 

I be contacted in Albuquerque, New Mexico, telephone number 

( for addit ional details and as the point-of-co ntact. 
contacted | | and advised him that SA |~ j 

I from the Phoenix Division would be arriving Albuquerque h 
on thursday to conduct the requested TSCM surve y and that 
additional agent personnel would also assist SA | I ^ ( L 


(Continued-Over) NOv j , 935 


Mr. Bayse 
Mr. Killion 
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Memorandum from S. A. Killion to Mr. Bayse 

RE: TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM)/ 

DEFENSE MOBILIZATION SYSTEMS PLANNING ACTIVITY (DMSPA) 


. Telephonic contact with Messrs. I I and 

Jhad all indicated that the TSCM survey had to be 


conducted prior to 10/21/85. 


was unable to 
and was going to 


Due to the short notice, SSA 
find additional personnel to assist SA 

tr avel to j Al.buaueroue to con duct the TSCM survey, however, 
SA 


had contacted Mr.| |who advised him that if 

_ arrived Albuquerque on tnursday that the TSCM survey 

could be c onducted t he same evening. Based on| | 

comment SA | b elieved he could conduct the TSCM survey by 

himself. 


SA | | will advise I I fchat a more thorough 

TSCM survey can be conducted with more advance notice so that 
plans for additional personnel and equipment can be made. 
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Memorandum^* 


ILL FBI INFORMATION COmiffiB 

HEREIN IS UNCLASSIFIED 

DATE 01-12-2011 BY 60324 uc bav/sab/ls^ 




S^ubj 


Security Survey^of Senior Management Offices 

S i ....n-i-r^ n 


To 



Date 


miifi'i ^ MAR 2 61986 






William A. Bayse Fr<Jffi tf. Rubino, Director 

Assistant Director Security Staff 

Technical Services Division Justice Management Division 

Federal Bureau of Investigation 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the following 
Department senior management office spaces: 

Building Room Office 


Main 4208 Deputy Attorney General 
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&LL FBI INFORMATION CONXMME.D 

HEREIN 15 UNCLASSIFIED 

DATE 05-19-2011 BY 60324 lie baw/sab/lsg 



Exee AD Adm, 
Exec AD Insr, _ 
Exec AD LES . 
Asst, Dir,: 
Adm, Servs, 

Crlm. Inv,_ 

Ident, _ 

Insp, - 


From ; 


Subject : 


■. McCreight 




^^>Security Programs Manager 

^SECURITY jCOufel^^URES (S/CM) WORKING GROUP 
MINUTES OF FIRST MEETING, JANUARY 13, 1987 


Legal Caun. _ 

January 13, 1987 off.cen 9 .& 

Public Affs. _ 

Rec. Mgnt. _ 

Tech, Servs, _ 

Training _ 

Telephone Rm. _ 
Director's See'y . 


The first meeting of the S/CM Working Group was held 
January 13, 1987, at 9 a.m. Those in attendance were: 


Identification: 


Criminal Investigative: 


Training: 


Laborato] 


Administrative Services: 


Records Management: 

John F. Cunningham 


Technical Services: 



Legal Counsel: 


Intelligence: 



Inspection: 

no attendee 
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Security issues discussed at this S/CM Working Group meeting , 

included! _ (s£ - <j 7 M - )§% 

1. Opening remarks bv l I Security Programs Manager, 

focusing on short- and long-term goals of the S/CM Working Group, 
to include: pooling resources together? detecting vulnerabilities 
in personnel, equipment, and operations; developing policy,vjising. 
stop-gap measures to take care of immediate identified problems ' inF* 
the short term. __ 


l - Mr. Glover 1 - 

1 - Mr. otto 1 - 

i - i I i -|_ 

1 - Each Assistant Director 1 - Eacl 


GLS:jml|(39) 
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ns BAR 31 1337 

1 - Case File S/JM^ 
1 - OS 'FO-File 


:endee Listed Above 
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Re: Security Countermeasures (S/CM) Working Group 
Minutes of First Meeting, January 13, 1987 


2. Implementation of the FBI's Industrial Security Program (ISP) was 
approved by Judge Webster September 3, 1986. The Department of 
Justice, on January 12, 1987, formally approved the FBI's request 
for an independent ISP, exempting the FBI from the Department of 
Justice Order and dependence on the Defense Investigative Service. 

There were two primary reasons for the development of an 
independent ISP for the FBI: 1) The Defense Investigative Service 
could hot get the required investigations done on a timely basis; 
and 2) the FBI at times did not want to disclose to the Defense 
Investigative Service the nature of its classified contracts. 

The Defense Investigative Service retains primary responsibility 
for the inspection of facilities in connection with the U.S. 
Government's ISP. The Department of Energy, National Security 
Agency, and Central Intelligence Agency, each has their own ISP. 
Those four agencies, with their expertise and personnel, will be 
consulted regularly while the FBI develops its own ISP. 

Our ISP must include: clearances of top echelon personnel of the 
parent corporation, personnel involved with the contract, subsidi¬ 
aries involved; accounting for FBI material (classified and 
unclassified) provided to the contractor; furnish user's guides 
for the safeguarding of National Security Information. 

3. Develop user' s guides for the ISP and provide them to each Head¬ 
quarters and Field Office Security Officer to outline rules, 
regulations, and procedures. These guides should be developed 
from those used by the Central Intelligence Agency, National 
Security Agency, Department of Energy, and the Defense Investi¬ 
gative Service. 

4. Develop immediate "stop-gap" measures on the following current 
vulnerabilities as part of the short-term goals: 

Group R-l and Group R-l, combination locks, which are General 
Services Administration-approved for the U.S. Government's use; 
and the 

Burroughs hard disk, which is not adequately safeguarded from 
penetration, even with the use of passwords. 

5. A long-term goal should be to develop strategy in budgeting and 
funding for the Bureau's security countermeasures. Counter¬ 
measures must be included as a part of the Bureau's foreign 
counterintelligence and criminal missions. 



(CONTINUED - OVER) 
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Re: Security Countermeasures (S/CM) Working Group 
Minutes of First Meeting, January 13, 1987 


6, Presentation by the Contract Review Unit, Administrative Services 
Division, furnished an overview of the contract process with the 
two types of contracts: sole-source contract, wherein the company 
chosen generally has both facility and personnel security clear¬ 
ances from the Defense Investigative Service? and competitive 
contracts. The present policy is for the requesting Division to 
be responsible for certifying the clearances of the contractor's 
personnel, and ensuring the company can have access to and proper¬ 
ly store classified information. 

Discussion of the type and scope of background investigations 
required for the granting of a "Secret” security clearance, and 
the granting of a facilities clearance: All personnel involved 
with the hierarchy of a subsidiary/company/corporation and those 
involved with the actual contract must be certified with the 
proper clearances before the subs idiary/company/corporation can 
receive a facilities clearance. Interim security clearances for 
contractor personnel can be granted by the Department of Justice, 
pending completion of the required security clearance 
investigation. 

Before. interim clearances can be granted, the following basic 
criteria must be met: satisfactory credit, arrest, and indices 
check of the field and Headquarters indices, and passing a poly¬ 
graph examination, if deemed necessary. 

In summary, the requesting Division submits the contract proposal 
to the Contract _Review Unit which awards the contract and, in 
turn, the Security Programs Unit is advised to handle personnel 
and facility clearance certifications and, when needed, conduct 
the necessary investigations for the granting of personnel and 
facility clearances. 

7. Technical Services Division presentation centered on the methodol¬ 
ogy of its contract arrangements with the private sector regarding 
National Security Information. 

This Division deals primarily with companies already handling 
classified contracts with other U.S. Government agencies and, 
therefore, these companies are familiar with handling such infor¬ 
mation. However, they do have contact with companies with old 
(ten/twenty years) Defense Investigative Service clearances which 
must be updated. 

When a contract is awarded to a company for the Technical Services 
Division, the company must submit a list of people holding Defense 
Investigation Service clearances, which clearances are all re¬ 
verified by the Technical Services Division Security Officer, 
together with the date of their clearance? who, in addition: 
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reviews all security measures in place? checks the information 
the contractor has been provided; ensures a signed form (SF-189a) 
is received from each person who has access, and these people 
have "Secret” clearances and a ”need-to-know. ” The SF-189a 
enables an individual to be briefed into a special access 
program. 

Written authority from the FBI is required before the contractor 
is allowed to show/divulge any FBI information to anyone 
(subsidiary/subcontractor). 

The Technical Services Division maintains a data base with the 
name of each person working on any of their contracts, their work 
place, clearance level, and what project the individual is as¬ 
signed to. 

Problems encountered by Technical Services Division include: 

Central Intelligence Agency's reluctance to furnish the FBI 
information regarding Sensitive Compartmented Information access 
data? 

The "Secret" clearance level issued by the Defense Investigative 
Service is based on a National Agency Check, but should include, 
at a minimum, a local credit and arrest check; 

Defense Investigative Service's inspections at facilities used by 
both that Service and the FBI have resulted in the Defense Inves¬ 
tigative Service seizing FBI documents because they are not 
covered by the DD-254 form, used to accompany classified 
documents by the Defense Investigative Service. (It was proposed 
the FBI develop its own form for its own information based on the 
DD-254, especially when the FBI grants the facility clearance.) 

8. A discussion of where personnel resources to handle the burgeoning 
security workload would come from disclosed most of the personnel 
being assigned to the Security Programs Unit were coming from the 
Records Management Division, and there was some reprogramming of 
Direct Agent Work Years from the Foreign Counterintelligence 
Program. 

The Field Office Security Officers’ responsibilities will, most 
likely, result in the Security Officer becoming a full-time posi¬ 
tion, along the lines of the Principal Legal Advisor or the 
Privacy Control Officer. Instead of Headquarters personnel 
traveling to conduct facilities inspections, it is anticipated the 
responsible Field Office Security Officer will conduct these 
inspections and reinspections, once properly trained to do them. 
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9. The Drug Enforcement Administration does not enter into the FBI's 
ISP or security clearance arena until the two agencies are fully 
merged, which appears unlikely unless the law is changed to allow 
the Drug Enforcement Administration to become an "excepted 
service. 11 

10. The next S/CM Working Group meeting will be held February 24, 

1987, from 10:30 a.m. to 12:30 p.m., in Room 5641; to include 
discussion of the A-76 potential contract problem wherein 
maintenance, library, and warehouse positions at Quantico will be 
contracted out (wage grade employees) requiring either a "Top 
Secret" clearance or the same type of investigation for access 
into FBI space. 

In addition to A-76, discussion will include all service contracts 
not involving National Security Information, i.e., computer re¬ 
pairmen, photocopier repairmen, etc. 
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Legal Coun. _ 
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TECHNICAL SURVEILLANCE COUNTERMEASURES {TSCM) 
U.S. CAPITOL ROOM H310 


Telepbone Rm. _ 
Director’s Sec’y 



This document is classified "c 
unless otherwise noted. (U) 


CdtLl/'k 


" in its entirety. 


PURPOSE : To report the results of a TSCM check on Room H310 U.S. 
Capitol. 

RECOMMENDATION : None. For information only. (U) 
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DETAILS : On 3/11/87, Electronics Technician| 

conducted a TSCM of the House Appropriations Subcommittee 
Hearing Room H310. 



The TSCM included a radio frequency spectrum check and a 
check of the telephone and telephone lines. A nondestructive 
physical search and a contemporaneous monitoring of the meeting were 
conducted. No evidence of clandestine listening devices or 
tampering with the telephones was found. 


i H I 

1 - Mr. Bayse 

1 - Mr. Ludemann * - . b6 

1 - Mr. Johnson b7C 

1 - i —r 
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CLASSIFICATION: 

□ TOP SECRET 
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FROM: 


DIRECTOR, FBI (8MW) 

(TECHNICAL SERVICES DIVISION, EAU, ATTN: SS 


(CID, GFO, ATTN: SSA | \ 

SAC, WASHINGTON FIELD OFFICE (66-5539) 



TECHNICAL SURVEILLANCE COUNTERMEASURES 
MATTERS (TSCM), REQUEST FROM U.S. 
VETERANS ADMINISTRATION FOR ASSISTANCE 


All markings, notations, and items of information / j 
contained in this communication are classified 
unless otherwise noted. " " V 


REFERENCES 

_ 1. Telc all 1/16/87, from | | (TSD/EAU) 

to SA I ~~l (WFO/TSS) advising tne u.s. veterans 

Administration (VA) had requested a TSCM survey and also _ 

requesting WFO to assist with the survey, ' ' ‘ / iFflt 

2, Telcalls 1/27/87 , between SA I I and SSA 

[ (TSD/EAU) regarding disapproval of the sweep. 

Enclosed for FBIHQ is a copy of a letter sent by WFO to 
i Deoutv Inspector General for Investigations, 
U.S. Veterans Administration, 810 Vermont Avenue, N.W., 
Washington, D.C. 20420, telephone l I setting fortjn--' 

the Bureau's TSCM policy and declining FBI countermeasures.-^ 
assistance. ^ j 
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WF 66-5539 
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For the information of FBIHQ, on 1/20/86, £ A I I 

spoke wi th I"" I about the VA's TSCM requirements. I l adviser! 

the VA's current Administrator for Veteran's Affairs is a retired 
general officer who, during his military service, was accustomed 
to periodic sweeps of his offices and who feels his current 
office should be swept. There are no problems or other reasons 
to believe it has been technically compromised, according to 


On 1/27/87 , SA I I conferred with SSA 

(TSD/EAU) regarding the VA's request and the appropriateness of 
doing the sweep vis a vis the Bureau's stat ed TSCM po licy (MIOG, 
Part II, Section 16-17, page 1286.05). SSA| I concurred 

that the VA's reason was not in line with the Bureau's policy, 
and he auth orized SA l "I to decline the sweep. Accordingly, 

on 1/27/87 , I Iwas informed the FBI would not perform the 

sweep. * * 
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UACB WFO is taking no further action in this matter 
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U.S. Depa 



nt of Justice 


Federal Bureau of Investigation 


In Reply, Please Refer to 
File No. 

Washington Field Office 
Washington-, D.C. 20535 
February 3, 1987 


U.S. Veterans Administration 
810 Vermont Avenue, N.W. 
Washington, D.C. 20420 

Dear | | 


ALL INFORMATION CONTAINED 
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DATE 05-13-2011 BY 60324 ue bav/sab/lsg 
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This is in reference to your agency's request for 
countermeasures ‘assistance from the Federal Bureau of 
Inves tigation (FBI ) and your subsequent conversation with Special 
Agentp |on January 27, 1987. 


The Bureau recognizes and appreciates other agencies' 
needs for security from technical compromise, and its policy is 
to conduct countermeasures sweeps in response to specific and 
valid indications that violations of the Interception of 
Communications (IOC) statute have occurred or to protect matters 
involving national security. Unfortunately, the FBI’s manpower 
and equipment resources are very limited, and.because of the 
large number of requests it receives it cannot respond to those 
that do not meet the above criteria. After due consideration of 
your request, the Bureau feels that it does not satisfy FBI 
policy requirements and, therefore, must respectfully decline to 
do the sweep. 


If my office can be of any further assistance to vou 


with this matter, please call Supervisory Special Agent 



i 



Sincerely yours. 
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W. Douglas Gow 
Special Agent In Charge 
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SECURITY COUNTERMEASURES (S/CM) WORKING GROUP 
MINUTES OF FIFTH MEETING, MAY 26, 1987 


The fifth meeting of the S/CM Working Group was held May 26, 
1987, at 9 a.m. Those in -- € 


Identification; 




ng or me s/cm working Group was held ] 

_vs t'tvm s inr3 l T‘“'fe« +■ n rrra +■ n vro • 


Training: 


-iative: 

i No representative 

Laboratory;_ 


Administrative Services: 
No representative 

Rec ords Management: 

l i 


John Fs Cunningham 


Technical Services: 


[ 


Legal Counsel: 
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Intelligence: 


Inspection: ■ 

No representative \ \ £ 



included :■ 


Security issues discussed at this S/CM Working Group meblTirig 


1. The impact of Physical Security on Bureau operations and the need 
to have a formalized program in this area. Selected number of 
field office Security Officers are being brought in to help formu¬ 
late policy on the storage/access of classified information in the 



._j 






Memorandum from I I Mr. McCreight ^6 f 

Re: Security Countermeasures (S/CM) Working Group b7C 

Minutes of Fifth Meeting, May 26, 1987 


file environment to limit access. Ideas bv the atte ndees on this 
matter should be presented to SSA | \ who will 

author the proposed policy statement for a uniform policy of 
storing and accessing classified information throughout the FBI. 

2. The proposed Top Secret Security Clearance Program was explained 
and discussed. The Program will consist of the following: 

a. Applicant investigations and the security adjudications; 

b. Briefings/Debriefings of new, on-board, and employees 
separating from the FBI? 

c. Personnel Security Reinvestigations of on-board employees and 
the security adjudications; and 

d. Security Clearance Revocation Process. 

The Records Management Division is hopeful this proposed Program 
will be approved soon. 

3. Four new file classifications have been established for Security 
Programs for TURK purposes: 

259 - Security Clearance Investigations for non-FBI personnel; 

260 - Industrial Security Program? 

261 - Security Officer matters - a "catch-all” not falling into 

259 or 260? and 

67E - FBI Employee Reinvestigations. 

a. Marriage Program (marriage of an on-board employee to a 
non-FBI employee), 

b. Travel Program (any foreign travel outside the 
continental United States which should be brought to the 
attention of the SPU 30 days in advance of the travel in 
order to review the impact the trip will have on the 
employee's trustworthiness, to brief the employee con¬ 
cerning the trip, debrief and possibly polygraph the 
employee upon return), 

c. FD-285 "Personnel Status and Security Questionnaire" 
(executed by all FBI employees every two and one-half 
years, catches various things, such as bankruptcy, 
traffic arrests, etc., that should have been brought to 
the Bureau's attention by the employee - such personal 
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problems constitute both suitability and trustworthiness 
issues, but will undoubtedly be handled in discipline 
and dismissal situations as suitability issues most of 
the time, 

d. Five-Year Reinvestigation Program (consists of a 
personnel file review and may in the future include 
credit and criminal checks), 

e. Sensitive Compartmented Information Access (subjects the 
individual to credit and criminal checks). 

4. The Laboratory Division made a presentation as to the use of 
computers and diagnostic equipment which meet TEMPEST standards 
and the problems associated with securing TEMPEST laboratory 
equipment. It was ascertained the Laboratory Division does not 
process National Security Information in its computer and 
laboratory equipment, and any emissions from their equipment would 
have no value to either hostile intelligence or the criminal 
element. At the present, the Laboratory Division has no demon¬ 
strated need for use of TEMPEST equipment. 

5. The general responsibilities in Government for Computer Security 
and Communications Security rest with the National Security Agency 
pursuant to National Security Decision Directive (NSDD). NSDD 145 
coordinates computer security throughout the Government and re¬ 
quires a definition of “sensitive but unclassified, but needs 
protection” information. 

6. The following items were suggested as topics for the next meeting: 

• Neil Price, Technical Services Division (TSD), to discuss 
Physical Security matters of alarms, locks, and vaults. 

. • Another representative from TSD to discuss the security 
presently used for safeguarding STU IIs and the safes which 
secure the codes located in certain private residences where 
they may be unattended for periods of time and may be subjected 
to break-in/theft. In addition, this representative will dis¬ 
cuss the security presently used for the Voice Privacy and 
Digital Voice Privacy Systems. 

7. The sixth meeting of the S/CM Working Group will be held June 30, 
1987, in Room 5641, from 9 to 11 a.m. 
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At the conclusion of a recent investigation in the 
Denver Division information was telephonies!!? disseminated to 
local authorities as a matter of courtesy and* possible 
investigative interest. The conversation, as a matter of 
routine, was recorded by the local authority and then later 
played for the local city council. 

This led to a somewhat embarrassing situation wherein 
the original complaint alleged the FBI had made the recording 
and provided it to the city council. The matter was easily 
resolved but points out an obvious concern regarding sensitive 
information. 
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(? 773 eg- /0 


NOV 3 to./ 


Ex.c AD Adm. _ 

Ex.c AD Inv._ 

Exac AD LES _ 
A**f. Dir.: 

Adm. Sarv*. _ 

Crltn. Inv._ 

ld.nl, _ 

tnip._ 

Intel I_ 

Lab. _ 

L.gal Coun. _ 
Off. Cong. & 
Public Affs. . 

R.e. Mgnl._ 

Tech, Sarv*. - 

Training _ 

T.I.pbon. Rm. . 
Director's S.c'y 


FWR:tea (4) 

Based on airtel from SAC, Denver, to Acting Director, 7/6/87 
JEH:skc ,and ASD addendum, 9/29/87, FW^:tea 


vd^_APPR0VED: 


ctor’s S*c'y — MAIL ROOM 

AUG 2 5 1988 W>P 


Director__ 

Exec. AD*Adm. 

Exec. AD-Inv_ 

Exec. ADLES 


Adm. Servs, 

Crim. (nv_ 

Ident. __„ 

. inspection _ 

. Intell.,_ 

. Laboratory _ 
■ Legal Coun. 


yoff, of Cong, 

- & Public Affs.. 

- Off of Lia. 

- 6 Affs. _ 

- Roc Mgrnt._ 

. Tech. Servs. 
.Training_2 




